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As part of this contract you will be required to process personal data from customers and take payment details from them.

GCC have strict security standards for all their suppliers, to ensure that personal data is held securely, safely and is managed correctly, minimising risks to both customers, suppliers and GCC.

You must demonstrate compliance with these (over and above the requirements of the CCS DPS).

It is likely that you already comply with these requirements for your current business activity, so this should be straightforward to complete. For any clarifications  please contact us via the portal. 


The following flow chart will help you identify next steps .[image: ]


	
	item
	Attachment 

	1. 
	Baseline security 
a) Standards – please read
b) Complete hosted services form 
	




	2. 
	Provide your ISO27001 certification which covers both the hosting (datacentre services) and software (development and support) 
or
complete the ISO27001 Security Standards Form in reference to one or both of these areas depending on the certification provided.
	ISO certificate attached

OR




	3. 
	Provide your relevant PCI-DSS Attestation of Compliance 
or
complete the PCI-DSS standards form
	PCI-DSS Attestation of Compliance certificate attached
OR
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Information Security & Handling Standards for Contractors Policy 



[bookmark: _Toc29382029]Introduction

Gloucestershire County Council’s Cyber & Information Management (Procurement) Policy sets out the standards and best practice that the Council requires its Providers (including sub-Providers) to have in place as part of the service they will provide.  In particular the Provider should have appropriate and relevant technical, physical and organisational measures (Protective Measures) in place to protect Council data. 



In addition to those standards, Providers that process Council owned personal data are also required to observe and comply with the procedures and standards set out in this document.
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[bookmark: _Toc29382030]Definitions

· Personal data – Data about a natural, living individual, who can be identified or who are identifiable, directly from the information in question; or who can be indirectly identified from that information in combination with other information.  Pseudonymised data (i.e. personal reference numbers or unique identifiers) can help reduce privacy risks by making it more difficult to identify individuals, but it is still personal data.



· Data subject – The natural, living individual of who personal data is about or relates to.



· Special category data – Personal data about an individual’s race; ethnic origin; politics; religion; trade union membership; genetics; biometrics (where used for ID purposes); health; sex life; or sexual orientation.



· The Council – Gloucestershire County Council.



· The Provider – the third party providing a service or supplying the Council with a service as part of a contract or other agreement.



1. [bookmark: _Toc29382031]Privacy Management

· The Provider must take appropriate steps to safeguard the privacy of data subjects and only process personal data on behalf of the Council in line with the Data Processing Schedule.

· The Provider must comply with the relevant privacy notice for the service.

· Where the Provider proposes to create a new or amend an existing system/process affecting the processing of personal data, the proposal must be referred to the relevant commissioner/contract manager who will liaise with the Council’s Information Management Service on whether a Data Protection Impact Assessment needs to be reviewed or undertaken.





2. [bookmark: _bookmark0][bookmark: _Toc29382032]Information Security Incident Process

· Any Personal Data Breach, Data Loss Event or breach of the Data Processing Schedule of the Contract and/or this policy (collectively known as an information security incident) must be investigated and may result in contractual action. 

· The Provider must have processes in place to capture and manage information security incidents.

· Where regular performance reporting is required by the Council, the Provider must provide Information Security Incident statistical data. Detailed Information Security Incident evidence must be supplied on demand.

· The Provider must report all information security incidents immediately to the relevant the Council contract manager/commissioner and the Information Management Service for formal notification as soon as they are identified and must update the Council on the investigation progress and final resolution as directed.

· If using a secure email, send details to: 

· informationsecurity@gloucestershire.gov.uk

· If using unsecure email, in the first instance, email the above contact to notify the Council of the breach, without any personal data or commercially sensitive information. Following this, the Council will respond via secure email for further detail, as required.

· Criminal incidents (such as theft of equipment that contains the Council data) must also be reported to the police.  The Provider must pass on any reference number provided by the police to the Council.



3. [bookmark: _Toc29382033]Data Subject Rights

· The Provider shall assist the Council in safeguarding the relevant applicable legal rights of the Data Subject as identified in the privacy notice for the service being delivered.  These rights are;

· The right to be informed

· The right of access

· The right to rectification

· The right to erasure (Right to be forgotten)

· The right to restrict processing

· The right to data portability

· The right to object

· The right to object to Direct Marketing

· Rights related to automated decision making and profiling

· If the Provider receives a Data Subject Right Request they are to immediately notify the Council’s Information Management Service.

· If using secure email send details to: 

· foi@gloucestershire.gov.uk

· If using unsecure email, in the first instance, email the above contact to notify the Council of request, without any personal data or commercially sensitive information. Following this, the Council will respond via secure email for further detail as required.

· If the Council contacts the Provider with a Data Subject Right Request, the Provider shall provide action on the request within 10 working days of receipt of instruction by the Council, unless an extension is agreed with the Council.



4. [bookmark: _bookmark1][bookmark: _Toc29382034]Security Classification

· Providers must comply with Government Security Classifications Policy when processing information on behalf of the Council.

· All information processed by or on behalf of the Council falls within the category of ‘OFFICIAL’, with some data falling within the sub section ‘OFFICIAL-SENSITIVE’, as defined by the UK Government.  

· ‘OFFICIAL-SENSITIVE’ information will usually be marked in this way so that individuals and organisations other than the Council understand that there is need for further controls to be in place, particularly in respect of sharing.



5. [bookmark: _Toc29382035]Staff Vetting and Training

· As part of the employment process, all Provider and sub-Provider staff with access to Council data including those involved in the administration, hosting, support and / or development of software applications processing Council data shall be adequately vetted and trained.

· Vetting must include: 

· employee disclosure of any convictions which are not yet spent; 

· verification of identity, nationality and immigration status, and; 

· three years of references including explanation of employment gaps.

· The Provider must ensure staff are aware of their responsibilities regarding information security and policy compliance. A staff disciplinary process must be in place to address any compromises to Council information assets.



6. Policies

· The provider shall maintain and review policies that cover the following:

· Data Protection

· Information Security

· Records Management

· Information Sharing

· Removable media

· The provider shall provide copies of the policies that cover these topics to the council upon request.



7. [bookmark: _Toc29382036]Information Management

7.1. [bookmark: _Toc29382037]Accessibility

· The Provider must ensure that the Council data held on its systems is maintained in such a way that those who have the rights to access can:

· Do so promptly;

· Easily identify and locate information

· Easily establish the most current and complete version

· Understand who they may share it with and under what circumstances

· Easily establish audit trails of services delivered and related authorisations, for use in the Council performance monitoring and internal or external auditing.



7.2. [bookmark: _Toc29382038]Data Quality

The Provider must provide quality data processes to support effective service delivery and decision making. Quality data has the following characteristics:

· Accurate: It must provide a true account of what it is intended to represent to enable informed decisions to be made. Maintaining the accuracy of Personal Data is a requirement of Data Protection law.

· Valid: Data must appropriately reflect what it is intended to measure or report

· Reliable: Data must be consistently calculated, recorded, analysed and reported over time in a way that provides a meaningful reflection of the situation.

· Timely: Data must be available frequently and captured promptly enough to be of value

· Relevant: Data must be defined/ selected, collected, recorded and analysed with the intended use and audience in mind so that it is fit for purpose and adds value. 

· Complete: Data must be complete and comprehensive to ensure it provides a full picture of a current situation, and caveated where it is incomplete.



The Provider must support regular reviews, sample auditing and provide feedback to achieve and maintain an acceptable standard of data quality.



7.3. [bookmark: _Toc29382039]Retention and destruction

· Council data must be retained in line with the Council’s Corporate Retention Schedule and destroyed securely as set out in the Data Processing Schedule of the contract. 

· Where the Provider destroys data, this activity must be evidenced by recording the criteria for destruction, approval, date and method of the destruction activity and a certification of completion.

· Where the Provider has the authority to dispose of the Council data in accordance with the Council Corporate Retention Schedule or by virtue of any additional agreement, the data must be disposed of by methods appropriate to its security classification.

· Destruction processes must ensure that the data is kept secure from disclosure to unauthorised persons until and during destruction, and that the data cannot be reconstituted after the destruction process.



8. [bookmark: _Toc29382040]Asset Management

· A register must be maintained of the physical hardware items (assets) which the Provider uses to access the Council data

· Paper records must be stored in lockable equipment or dedicated rooms with access to keys or codes managed;

· Paper filing systems must be well maintained, using clear, logical and consistent referencing and kept in good condition to support identification and retrieval

· When paper records are being transported they must not be left unattended, must be kept out of sight when not being used, and (where available) stored in secure transportation such as a code-lock case.

· Where paper records contain OFFICIAL-SENSITIVE Council data, removing them from storage must be a recorded activity.

· The Provider must maintain a current and accurate knowledge of the Council data it holds in all formats, on what systems it resides and the physical locations in which those systems are stored.

· Internal ownership must be established with owners aware of their responsibilities under these requirements.



9. [bookmark: _Toc29382041]IT and information security

9.1. [bookmark: _Toc29382042]Staff training

· All Provider staff must be adequately trained according to the role they are to perform when using Council data.  

· All Provider staff must undertake information security training prior to being given access to Council data.  This training must be completed at least every two years.

· The Provider must be able to demonstrate to the Council that their staff have completed information security training upon request.



9.2. [bookmark: _Toc29382043]Access Controls

· The Provider must have access control in place for granting and revoking access to information and systems.

· The Provider’s access control procedures must include clear responsibility for:

· Checking that proposed access is appropriate to the business purpose,

· Authorising access, and

· Promptly removing or blocking access for users who have changed roles or left the organisation.

9.3. [bookmark: _Toc29382044]Equipment Security

Devices accessing Council data (such as desktops, laptops, tablets, mobile phones etc.):

· Users must not access Council data on devices that do not have relevant protective measures in place.

· Equipment must be switched off or ‘locked’ after an appropriate period of inactivity and require a password to re-access.

· When stored in office space, laptops must be secured with lock devices or in lockable storage to prevent theft.

· When devices accessing Council data are used in users’ homes, they must be protected from use by any unauthorised persons and must be stored out of sight when not in use to prevent theft.

· When laptops are being transported they must not be left unattended.  They must be kept out of sight when not being used.

· Any individual for whom the Provider is responsible (and who accesses Council data) must return devices to the Provider when their role requiring access to the Council data ends, or their role no longer entitles them to such equipment

· Devices accessing Council data should not be taken outside of the UK or European Economic Area (EEA) unless 

· a) there is a strong business need approved by the Provider’s governance processes and by Council; and

·  b) there are sufficient security controls in place on the device to allow its use without exposing Council data to malicious activity or unauthorised disclosure.

· Users must report lost or stolen equipment to the Provider immediately and where any Council data is at risk the loss must be handled as an Information Security Incident 



9.4. [bookmark: _Toc29382045]Removable media

· Removable media refers to USB drives, CDs, DVDs, secure digital cards and devices which permit the storage of data on memory cards, but also refers to hard-copy such as paper files.

· Removable media should only be used where there is a clear business need.

· Where the Provider allows for the use of removable media, the Provider must encrypt to an appropriate level any device storing digital Council data that would cause damage or distress to individuals, or reputational damage to the Provider or the Council if it were lost or stolen.

· The Provider must ensure that the level of security applied to office-located devices is applied to Council data on removable media being used away from the office.

· Personal data must only be held on removable digital media for transfer purposes and must be securely deleted once copied to its formal storage location.

· The Provider must maintain a removable media policy for the storage of information that:

· Controls access to, and the use of removal media.

· Limits the type of media that can be used,

· Defines user permissions, and the information types that can be stored.

· Ensures that all clients and hosts automatically scan removable media for malware before first use, and any subsequent data transfer takes place

· Where removable media is to be reused or destroyed, appropriate steps should be taken to ensure that previously stored information will not be accessible.



9.5. [bookmark: _Toc29382046]Encryption – data at rest

· The Provider must not store and personal or sensitive Council data on any user device (including mobile devices, tablets, laptops or computers) unless it is encrypted.

· If a device is not already supplied with encryption then the Provider should use an encryption product such as Bitlocker or Becrypt.

· Adequate protection must be in place for the handling and storage of associated cryptographic items (e.g. encryption keys, SSL certificates etc).



9.6. [bookmark: _Toc29382047]Passwords

· All passwords must be managed securely. Strong passwords must be used for any system that holds Council personal data. Strong passwords must be of 8 characters or more, with the use of mixed case alphanumerics with other symbols and not be based on a dictionary word.



9.7. [bookmark: _Toc29382048]Back ups and business continuity

· The Provider must take regular backups of Council data they hold, and make sure these backups are recent and can be restored in a timely manner so that there is minimal impact on service provision.

· Back up data must be;

· Kept separately from and not permanently connected to the device or system holding the original copy.

· Only accessible by appropriate staff with a responsibility for IT.

· Held securely (e.g. strongly encrypted at rest).

· Business continuity and disaster recovery plans must be in place and tested to ensure its ongoing effectiveness.



9.8. [bookmark: _Toc29382049]Testing

· Council data must not be stored on any test environment without prior consent from Council and unless the Provider ensures that the test environment exhibits identical security contracts as the production environment.  

· Where the Council provides consent, then test facilities should exhibit identical security controls to those being used in the production environment and only as defined and agreed by Council.



9.9. [bookmark: _Toc29382050]Patching and updates

· All software used to process Council data must be kept patched and updated in a timely manner. A patching / firmware update process must apply to all components, including but not limited to servers, workstations, network devices, firewalls, storage area networks and appliances.

· The following are recommended timeframes for applying and verifying patches based on the outcome of risk assessments for security vulnerabilities:

· extreme risk: within 48 hours of a patch being released

· high risk: within two weeks of a patch being released

· moderate or low risk: within one month of a patch being released.

· Additionally, Independent assessments (IT Health Checks) must be conducted on a regular basis to confirm the effectiveness of patching.



9.10. [bookmark: _Toc29382051]Secure data transfer during service provision

· There may be a requirement to transfer data between Council and the Provider during the development, setup and ongoing management of the service. Any data transfer between Provider and Council must be done using secure transfer mechanisms

· Physical and removable media must only be used to transport information between Council and the Provider when the transfer cannot be achieved using a secure network connection. When removable media is used to exchange personal and/or sensitive information between Council and the Provider then it must be encrypted at all times.



9.11. [bookmark: _Toc29382052]Encryption – data in transit

· All personal or sensitive data transmitted over public networks must be encrypted in transit.  This includes staff working remotely and accessing internal systems that store confidential data and staff supporting and administering the system.

· Electronic messages (including email and electronic messaging) must not contain personal data unless authorised and encrypted prior to sending.



9.12. [bookmark: _Toc29382053]Email

· The Provider must ensure that employees are aware of the importance of correctly addressing emails (as with hard-copy mail), to reduce instances of loss of Council data or it being received by an incorrect recipient.

· Where the Provider needs to send Official-Sensitive Council data by email (or post), the Provider must ensure that employees have been authorised to do so and follow the security classification requirements.

· Where secure email facilities are not available, emails must be sent with the Official- Sensitive Council data in a password protected attachment, with the recipient informed of the password via an alternative method to email.

· Where the Provider’s employees send Council data to the incorrect recipient, the Provider must manage this as an Information Security Incident and ensure the data is recovered. If the data is personal this must be reported to Council in line with the Information Security Incident Process in order to consider further actions in regards to the data subject and supervisory authority.



9.13. [bookmark: _Toc29382054]Secure Email

· Where the Provider has access to secure government systems such as PSN, CJSM etc and the recipient is able to receive securely, then these facilities must always be used to send Council Official-Sensitive and personal data.

· Where the Provider has access to secure email tools then these facilities must always be used to send Official-Sensitive Council data.



10. [bookmark: _Toc29382055]Physical Security

10.1. [bookmark: _Toc29382056]Use of Council Premises:

· Where the Provider is/are based in or utilise Council’s premises, the Provider must ensure that they comply with Council ID Cards and Building Security Policy (See section 10.3).

· The Provider must supply data on request of those employees who it approves to hold Council ID cards. Such data must be sufficient to identify individual employees to manage their card entitlement.

· The Provider must advise Council immediately of any individual leaving their organisation so that access to Council premises can be terminated.



10.2. [bookmark: _Toc29382057]Use of Non-Council Premises:

· The Provider must ensure that premises (and dedicated areas where Council data is stored within premises including any Cloud Storage) are protected against unauthorised entry and theft of or damage to Council data.

· Access to building entry keys and keys which secure rooms or storage equipment must be controlled and custody recorded.

· The Provider must regularly change access codes and change relevant codes immediately when an individual’s right of access expires.



10.3. [bookmark: _Toc29382058]Council ID Cards and Building Security Policy:

· You must not allow anyone to follow you through a security door (tailgating) without clearly displaying a valid ID Card.

· You must carry your Council ID Card or Visitor pass and display it at all times when in Council buildings, or to prove to a member of the public or staff of another organisation that you are representing Council on official business. Otherwise, when outside of Council premises you should keep your pass hidden to ensure personal security.

· You must not share your Council ID Card with anyone, or share door codes or keys with unauthorised people.

· If you find a lost Council ID Card, you must hand it in to the nearest reception or security office.

· If you lose your pass or it is stolen, you must report it via BSC or custodians.

· All leavers must hand their pass to their line-manager as part of the leavers’ process.

· You must supervise all visitors that you allow into a secure work area at all times until they leave. Unless on the Property Services’ Framework of Providers.

· You must ensure door codes and security alarms are changed regularly, where in use.

· All employees must ensure offices are secure if they are the last person to leave at the end of the working day.





11. [bookmark: _Toc29382060]Collaboration Sites

Where the Provider is granted access to sites hosted by the Council which allow the sharing of and collaboration on information of mutual interest, the Provider must ensure that:

· There is a register maintained of employees who have access to sites, and that the access is at all times necessary and therefore valid and available for auditing by Council.

· Where employees leave the organisation, or when they change to a role which no longer requires access or when access credentials have been compromised, the Provider must inform the relevant Council SharePoint Site Manager to allow accounts and permissions to be managed accordingly

· Those with rights to add or edit documents must comply with the Council Site Owner’s requirements over assigning document metadata, titling conventions and correct document library storage

· Copies of documents containing Council data available on the sites are not stored outside of the site or shared/ disclosed beyond the permissions group of the site without the permission of the Site Owner.

· Where a site is accessible by a number of Providers, Providers and Partners, any information which a Provider does not wish to be available to anyone other than Council and its own employees must be stored in a document library for the appropriate audience, provided by Council.

· Its employees are aware that all information on the site is accessible to Council and is information held by Council for the purposes of the Freedom of Information Act (2000). Wherever possible the Provider will be offered the opportunity to provide prejudice and public interest representations for the Council to consider, prior to disclosure.

· [bookmark: _bookmark2][bookmark: _bookmark3][bookmark: _bookmark4]Where the Provider is a Public Authority under Schedule 1 of the Freedom of Information Act (2000), its employees must be aware that disclosure of any Council data stored on a site in response to requests for information must be referred to Council for clarification on whether the data is held for the purposes of the Act, and if so, for consideration of valid exemptions.
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Instructions for Completion

		INSTRUCTIONS FOR COMPLETION - PLEASE READ BEFORE YOU RESPOND TO THE BASELINE SECURITY STANDARDS

		1		Providers must ensure they respond to all parts of the security standard and that they provide sufficient supporting evidence for GCC to evaluate their capability or their planned capability should they win the contract

		2		Answers should refer to those parts of the Provider service that will process GCC data.

		3		Providers should ask for clarification regarding any security standards that they do not fully understand.

		4		Where technical expertise is required, we expect relevant technicians to be consulted and their responses provided.  

		5		Where the exact security standard cannot be met, but the Provider believes that they can deliver an alternative measure which provides an equivalent level of security to the required standard, then this should be documented in their response.

		6		Where the information required is not applicable to the service, the Provider must detail why they believe this is the case.

		7		Where supporting documentation is included, the Provider must reference the applicable paragraphs in their response.

		8		Where Providers are planning to make changes which will impact their responses to the information requested, they must specify what changes are planned in the 'Supporting Evidence' column including the date by which these will be operational.

		9		For all security standards the Provider must complete:           

		9a		Does the Provider comply with this security standard?: Select the appropriate rating for each security standard from the list; Fully Comply, Partially Comply, Do not comply, Not Applicable. 

		9b		Supporting Evidence: The Provider must provide evidence of how they meet each applicable security standard. 

		10		Where a security standard is not applicable to the service being delivered, this should be marked 'Not Applicable' in the 'Does the Provider comply with this security standard?' column and detail given in the 'Supporting Evidence' column as to why a response to the security standard is not required.





Baseline Security Standards

		Baseline Security Standards - Hosted Software Services

		All providers who plan to process personal or sensitive GCC data must complete this tab. 
PLEASE READ 'INSTRUCTIONS FOR COMPLETION' BEFORE YOU BEGIN YOUR RESPONSE.

		No		Area		Rating		Security Standard		Supporting Evidence
Please reference information held in both PAPER and ELECTRONIC format as appropriate		Does the Provider comply with this requirement?
YES / NO		ICT Review (1) [PLEASE LEAVE BLANK]						Provider Response to Clarification Questions

														Score 		Comments for GCC		Clarification Questions for Providers

		1		Data Protection		Information Only		PROVIDER DETAILS
Give details of all contracted service providers, including sub-contractors, involved in supporting delivery of service must be provided. For each provider:
A) Provide the company details
B) Describe the nature of the service provided (data centre services, support services, software services etc...)
C) Confirm any accreditation that these Providers have which is applicable to the delivery of the service.
D) Physical location of data and backups
		PROVIDERS MUST PROVIDE THE NAME AND JOB TITLE

		2		Information Governance and Risk Management		MUST		INFORMATION MANAGEMENT POLICIES
The Provider must have policies in place to meet relevant laws and regulations for the safe management of information. Policies must cover all of the following areas:
A) Data Protection Act (DPA) compliance
Policy must include: Adherence to the GDPR principles, individuals rights, to include subject access request process, and copy of your privacy notice.		PROVIDERS MUST SUPPLY THEIR POLICY OR PROCESS THAT COVERS EACH AREA FROM A - H. PLEASE INDICATE WHICH SECTIONS COVERS WHICH AREA. 

								B) Information Security (IS) Compliance
Policy must include: Secure printing/faxing, password complexity standards, portable device security, confidentiality, integrity, and availability standard, acceptable use of IT systems, email, internet & social media.

								C) Information Security breaches
Policy must include:  Incident investigation, reporting, escalation, process for notification of the breach to data controller, and lessons learnt.

								D) HR governance
Policy must include: Starters, Leavers and Movers process (management of access rights and other measures to ensure access to GCC data is no longer possible, including through remote access solution) role based access and confidentiality statements for all employees.

								E) Data Protection Act & Information Security  Training
Policy must include: Frequency, role appropriateness and topics covered in staff training. IT system training is completed before access is gained to systems.

								F) Information Sharing & handling
Policy must include: Paper record security, information transfers properly authorised, encrypted in transit, stored securely, integrity and quality of data is maintained.

								G) Records Management
Must include: Secure disposal methods, retention schedule and record of processing activities (Article 30 – ROPA, security for any hard copy records).

								H) Disciplinary/Policy enforcement
Must include: All Information Management policies should be clear that non-compliance could result in disciplinary action and regularly reviewed for effectiveness.

		3		Technology		MUST		NETWORK SECURITY CONTROLS
Network security controls must be implemented to protect GCC information assets from network-based attacks. Network components must be suitably protected from attack.
A) Describe the network security measures that will be implemented to protect GCC data, for example n-tier architecture & ingress and egress network filtering.
B) Describe any measures that will be implemented to protect ancillary network interfaces (e.g. web or SSH admin login ports) from unauthorised access. 
C) Detail any monitoring / alerting / reporting of firewall events that is in place.

		4		Technology		MUST		INTERNET THREAT PROTECTION
All parts of the data handling solution that are internet connected must be suitably protected against threats from the untrusted network. To minimise the risk to an appropriate level, only those parts of the data handling solution required for consumption by the public or by those managing GCC data should be accessible.
A) Describe the security measures that will be implemented to protect unauthorised access from Internet threats.
B) Confirm that appropriate access controls (e.g. TCP wrappers / firewall ACLs) shall be applied to other system interfaces (e.g. file transfer mechanisms, admin / CMS interfaces etc.).

		5		Technology		MUST		NETWORK LEVEL ACCESS CONTROLS
Suitable access controls must be implemented at the network level to enable access to the environment based on a specific need. 
A) Detail the measures in place to ensure that personnel within contracting service providers who are not associated with the support and management of the data handling solution are restricted from being able to access GCC data and/or administrative functionality (e.g. management login interfaces)

		6		Technology		MUST		SYSTEM & NETWORK SEGREGATION
Support systems and networks must be segregated from untrusted networks and other environments.
A) Explain how the data handling solution will be remotely supported by the Provider. Include details of how any support systems and networks will be segregated from untrusted networks (e.g. the Internet) and other environments (e.g. the corporate network).
B) Where a multi-tenanted cloud model is being provided, describe the network segregation and security measures that will be implemented to protect  GCC information assets from other tenants.

		7		Technology		MUST		ENCRYPTION OF DATA AT REST
Personal or sensitive GCC data must be encrypted at rest or equivilent protection must be in place through the use of robust physical security measures.
A) Please confirm whether that data is encrypted at rest, and what level of encryption has been implemented.  
B) If not, describe what physical security measures have been put in place to mitigate the risk of data theft.

		8		Technology		MUST		ASSURANCE ACTIVITIES
Hosted software applications must be subjected to independent audit and verification as necessary to satisfy HMG and other authorities (e.g. the Public Services Network Authority).
A) Outline assurance activities (e.g. infrastructure and application penetration testing by a NCSC CHECK green light organisation or CREST / Tigerscheme  / Cyberscheme Provider) that are planned for the data handling solution.
B) Confirm whether the results of any assurance activities could be made available to GCC on request

		9		Accreditation		MUST		ISO 27001 CERTIFICATION
Contracted service providers who host, supply or support cloud hosted software applications used to process GCC data must be ISO 27001 accredited OR be able to demonstrate equivalency.
A) Please confirm ISO 27001 accreditation status for all relevant service providers
B) If confirmed, define the scope of the accreditation and provide the certificate of compliance and statement of applicability
C) If not, please ask all service providers to complete the GCC ISO 27001 Security Standards Form

		10		Accreditation		MUST 
(Cardholder data processors only)		PCI-DSS COMPLIANCE
Where a provider plans to supply services which involve the storage, processing or transmission of Cardholder Data on behalf of GCC or plans to supply or use services on behalf of GCC that could impact the security of Cardholder Data, appropriate controls must be implemented to manage the risk from fraudulent activities such as payment re-direction attacks. All payment systems must be compliant with the applicable PCI Self Assessment Questionnaire (typically SAQ-A).
A) Identify the systems or procedures used to process payment on behalf of GCC
B) Describe how PCI DSS compliance is ensured
C) If applicable, describe how secure integration with the GCC Capita 360 payment solution would be achieved.
D) Provide a PCI-DSS Attestation of Compliance certificate
E) If this certificate cannot be provided and Cardholder Data is processed electronically then complete the GCC PCI-DSS Security Standards Form to self-certify PCI-DSS compliance and provide further information.





variables

		Fully Comply

		Partially Comply

		Do not Comply

		Not Applicable
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iso-27001-security-standards-v2.xlsx
Instructions for Completion

		INSTRUCTIONS FOR COMPLETION - PLEASE READ BEFORE YOU RESPOND TO THE ISO 27001 STANDARDS

		1		Providers must respond to the security standards in the column which reflects the service they are delivering. Where there is more than one provider delivering a service or parts of a service then the response should cover both, clearly showing which information pertains to which provider. An additional form can be submitted if required. Where the same Provider is delivering all services, information should be repeated across the columns. 

		2		Providers must ensure they respond to all parts of the security standard and that they provide sufficient supporting evidence for GCC to evaluate their capability or their planned capability should they win the contract

		3		Answers should refer to those parts of the Provider service that will process GCC data.

		4		Providers should ask for clarification regarding any security standards that they do not fully understand.

		5		Where technical expertise is required, we expect relevant technicians to be consulted and their responses provided.  

		6		Where the exact security standard cannot be met, but the Provider believes that they can deliver an alternative measure which provides an equivalent level of security to the required standard, then this should be documented in their response.

		7		Where the information required is not applicable to the service, the Provider must detail why they believe this is the case.

		8		Where supporting documentation is included, the Provider must reference the applicable paragraphs in their response.

		9		Where Providers are planning to make changes which will impact their responses to the information requested, they must specify what changes are planned in the 'Provider Response' column including the date by which these will be operational.

		10		For all security standards the Provider must complete:           

		10a		Provider Rating: Select the appropriate rating for each security standard from the list; Fully Comply, Partially Comply, Do not comply, Not Applicable. This should be the overall rating across all Providers (hosting and development / support provision).

		10b		Response regarding: The Provider must enter details of how they meet each applicable security standard under the appropriate column. Both columns should be populated with regard to the relevant Provider.

		11		Where a security standard is not applicable to the service being delivered, this should be marked 'Not Applicable' in the 'Provider Rating' column and detail given as to why a response is not required. Where a security standard is not applicable to a specific column then the Provider must detail why this is the case under the 'Response regarding' columns in the appropriate column. Any security standards that we believe are not applicable for a particular column have been marked as such.





ISO 27001 Standards

		ISO 27001 Security Standards

		Only Providers who plan to supply, support or host a cloud-based software application to handle personal or sensitive GCC data and are not ISO27001 compliant must complete this form. 
PLEASE READ 'INSTRUCTIONS FOR COMPLETION' BEFORE YOU BEGIN YOUR RESPONSE.

		No		Standard / Guidance Document(s)		Document Reference		Area		Rating		Security Standard		Response regarding:				Provider rating		ICT Review (1) [PLEASE LEAVE BLANK]						Provider Response to Clarification Questions

														Hosting Provision and Support		Software Application Development, Provision and Support 				Score 		Comments for GCC		Clarification Questions for Providers

		1		ISO27001 / NCSC Cloud Security Principle 4: Governance framework		5.1.1 - 5.1.2		Information Security Policy / Information security policy document & review of information security policy		MUST		INFORMATION SECURITY POLICY
An information security policy must have been implemented within the Provider organisation and be the subject of a review at least annually. 

A) Confirm this is the case
B) Provide a copy of this policy and state the date it was last reviewed.


		2		ISO27001 / NCSC Cloud Security Principle 4: Governance framework		6.1.1 - 6.1.3		Organisation of Information Security / Internal organisation / management commitment, co-ordination and allocation of responsibilities		MUST		INFORMATION SECURITY GOVERNANCE
An effective information security governance structure must be implemented within the Provider organisation. 

A) Detail how information security is governed within the Provider organisation
B) Describe key areas of responsibility.

		3		ISO27001 / NCSC Cloud Security Principle 4: Governance framework		6.1.4		Organisation of Information Security / Internal organisation / authorisation process		MUST		NEW ICT SYSTEM AUTHORISATION
All new ICT systems within the Provider organisation must be properly authorised by management. 

A) Detail how this process is implemented 

		4		ISO27001 / NCSC Cloud Security Principle 4: Governance framework		6.1.5		Organisation of Information Security / Internal organisation / confidentiality agreements		MUST		NON-DISCLOSURE AGREEMENTS
To protect GCC information assets all staff associated with the supply of services to GCC must have signed Non-Disclosure / Confidentiality agreements (NDA's) or equivalent as part of the employment process. 

A) Confirm this is the case 
B) Confirm that GCC would be provided copies of these if requested

		5		ISO27001 / NCSC Cloud Security Principle 4: Governance framework		6.1.6 - 6.1.7		Organisation of Information Security / Internal organisation / contact with authorities & special interest groups		MUST		SECURITY INCIDENTS
All incidents of unauthorised access and misuse of data must be reported. All those with access to GCC data need to be made aware of when and how to report incidents.

Provide details of the major incident process in place to deal with serious security breaches including:
A) How GCC are alerted and who is responsible for this.
B) If and when incidents are reported to appropriate authorities and special interest groups
C) If and when consultancy support would be used to investigate and resolve the incident.
B) How this process is enforced.






		6		ISO27001 / NCSC Cloud Security Principle 4: Governance framework		7.1.1 - 7.1.2		Asset Management / Responsibility for Assets / inventory & ownership		MUST		ASSET MANAGEMENT
Assets must be appropriately managed by the Provider

A) Briefly detail how assets are managed within the Provider organisation, including details of asset registers and how their value/risk to the business is assessed.

		7		ISO27001 / NCSC Cloud Security Principle 14: Secure use of the service		7.1.3		Asset Management / Responsibility for Assets / acceptable use of assets		MUST		ACCEPTABLE USE POLICY
Provider staff use of systems and networks used to deliver services to GCC must be governed by an Acceptable Use Policy. 

A) Confirm that the Provider operates an Acceptable Use Policy with regard to Employee use of its assets. 
B) If so, then provide a brief outline of the areas that it covers and provide a copy of the policy.

		8		ISO27001 / NCSC Cloud Security Principle 6: Personnel security		8.3.1 - 8.3.3		Human Resource Security / Removal of Access Rights  / termination responsibilities and return of assets / removal of access rights		MUST		STAFF LEAVING PROCESS
Should a member of staff leave the Provider organisation, they must no longer be able to access  systems and applications which handle GCC data 

A) Outline how the Provider manages the leaving process, the removal of access rights and any other measures that are in place to ensure that it is no longer possible to access GCC data. Ensure that the response includes any remote access solutions that are in place.

		9		ISO27001 / NCSC Cloud Security Principle 2: Asset protection and resilience		9.1.1 - 9.1.3, 9.1.5, 9.1.6		Physical & Environmental Security / Secure Areas / physical security perimeter, entry controls, working in secure areas & public access areas		MUST		PHYSICAL SECURITY
It is essential that information assets hosted by the Provider which contain GCC data are adequately protected from physical threats. All locations involved with the support of the data handling solution must also be physically secure 

A) Detail the physical security measures (including access control and housing of equipment) that are in place within core areas hosting GCC data.
B) Detail the measures that will be in place to limit access to sensitive support system functionality only to staff with the relevant requirement and clearance.
B) Confirm that visitors and external support staff are escorted at all times in sensitive areas (e.g. data centres and specific support areas).

		10		ISO27001 / NCSC Cloud Security Principle 2: Asset protection and resilience		9.1.4		Physical & Environmental Security / Secure Areas / Protecting against external and environmental threats		MUST		ENVIRONMENTAL THREATS
The location for hosting GCC data must have been assessed with regard to the risk against external and environmental threats, e.g. flooding, aircraft damage etc... and any identified risks must have been adequately mitigated.

A) Confirm that a risk assessment has been conducted
B) Describe how threats from external and environmental conditions have been adequately mitigated.				Not applicable

		11		ISO27001 / NCSC Cloud Security Principle 2: Asset protection and resilience		9.2.1		Physical & Environmental Security / Secure Areas / Equipment siting and protection		MUST		OFFICE PRIVACY
Office areas used to support and deliver any aspect of the data handling solution should be sited in areas which cannot be overlooked by individuals inside or outside of the building.

A) Confirm that it is not possible for external parties to observe screens or keyboards associated with the support or delivery of the service.

		12		ISO27001 / NCSC Cloud Security Principle 2: Asset protection and resilience		9.2.2		Physical & Environmental Security / Secure Areas / Supporting utilities		MUST		UTILITY PROTECTION
Services  relating to the delivery of systems and applications used to hold GCC data must be appropriately protected from issues associated with utilities, e.g. loss or degradation of power supplies or network outage. 

A) Detail the controls that are or will be implemented to support the business continuity objectives, for example physical data centre separation, ensuring continuity of power, network resilience etc...

		13		ISO27001 / NCSC Cloud Security Principle 2: Asset protection and resilience		9.2.3		Physical & Environmental Security / Secure Areas / Cabling security		MUST		CABLE PROTECTION
Network and power cables associated with service provision must not be exposed and must be adequately protected from compromise. 

A) Describe how all cabling (power / network) relating to the delivery of systems and applications used to hold GCC data (including support environments) shall be adequately protected against accidental or deliberate threats.

		14		ISO27001 / NCSC Cloud Security Principle 2: Asset protection and resilience		9.2.4		Physical & Environmental Security / Secure Areas / Equipment maintenance		MUST		MAINTENANCE
All equipment and associated software must be appropriately maintained and kept up to date. Those responsible for carrying out this maintenance must be escorted at all times in sensitive areas (e.g. data centres and key support locations).

A) Outline how hardware and software is maintained within the Provider organisation, including the frequency of updates.
B) Confirm that all those responsible for carrying out the maintenance of equipment and associated software will have appropriate level of clearance (e.g. BPSS) or will be escorted by a member of staff with such clearance at all times.

		15		ISO27001 / NCSC Cloud Security Principle 2: Asset protection and resilience		9.2.5		Physical & Environmental Security / Secure Areas / security of equipment off premises		MUST		OFF PREMISE SECURITY
Appropriate policies and procedures must be in place to protect the security of equipment (e.g. staff laptops) off premises if used to support or provide administrator access to solutions handling GCC data.

A) Outline whether there will be a requirement for administrative staff to support or access data handling solutions from remote locations (e.g. home). 
B) Detail the periods when remote provision of support or system administration may be necessary.
C) Describe the procedural (e.g. mobile working policy), personnel and technical controls that will be implemented to provide suitable levels of assurance of the security of equipment used to support or administer data handling solutions off premises.

		16		ISO27001 / NCSC Cloud Security Principle 2: Asset protection and resilience		9.2.6		Physical & Environmental Security / Equipment Security / Secure disposal or re-use of equipment		MUST		EQUIPMENT DISPOSAL
All GCC information stored as part of the service must be properly sanitised and disposed of in a secure manner at end of life, or in the event that GCC no longer consumes the service. Disposal must be to BS EN 15713:2009 standard or equivalent.

A) Detail how equipment (including servers, workstations, mobile devices, hard drives, memory) and media (including CD-ROMs, USB devices etc.) are disposed of when they reach end of life and confirm that this is to BS EN 15713:2009 or equivalent.
B) State the impact level to which the data will be securely erased both as part of the offloading process (to prevent reading by commercial data recovery tools) and as part of the disk replacement and maintenance processes, such that assurance can be gained that residual data no longer exists within the Provider organisation. Ensure the response includes production, test and development facilities as well as backup media.
C) If the disposal service is outsourced to a third-party, confirm their company details and compliance with BS EN 15713:2009.


		17		ISO27001 / NCSC Cloud Security Principle 2: Asset protection and resilience		9.2.7		Physical & Environmental Security / Secure Areas / Removal of Property		MUST		THEFT PROTECTION
Controls must be in place to ensure that equipment, storage devices and electronic media associated with the delivery and support of the data handling solution cannot be easily removed without authorisation.

A) Detail the controls that are in place to provide protection from theft.

		18		ISO27001 / NCSC Cloud Security Principle 5: Operational security		10.1.1		Communications and Operations Management / Operational procedures & responsibilities / Documented Operating Procedures		MUST		SECURITY OPERATING PROCEDURES
Security Operating Procedures (SyOps) must be produced and followed with regard to the management of the service. Common areas covered within SyOps include procedures associated with password management, anti-malware and patching updates, secure use of administrative facilities (e.g. locking consoles / logging off when not in use) etc...

A) Describe the specific applicable SyOps that will be produced for the service
B) Confirm that these SyOps will be followed by administrative and support staff. 

		19		ISO27001 / NCSC Cloud Security Principle 5: Operational security		10.1.2		Communications and Operations Management / Operational procedures & responsibilities / Change Management		MUST		CHANGE CONTROL PROCEDURES
All changes made to the infrastructure or application of the data handling solution must be made under formal change control procedures. 

A) Outline the change control and roll back procedures that will be documented and followed (for both planned changes and in emergency conditions).
B) Explain how GCC will be kept informed of any planned or emergency changes that could impact the service we receive.
C) Detail the notice period that will be provided for changes that could impact the service we receive and the retention period of change records.

		20		ISO27001 / NCSC Cloud Security Principle 5: Operational security		10.1.3		Communications and Operations Management / Operational procedures & responsibilities / Segregation of Duties		SHOULD		SEGREGATION OF DUTIES
Sensitive functions within the development, support and management of the data handling solution should be subject to the concept of 'segregation of duties'. For example, code development, code testing and the releasing of new code should not be carried out by the same person to avoid introduction of malware.

A) Detail any segregation of duties that will be implemented in the development,  support and management of the data handling solution, including new application code release, administrative account functions, database operations and/or protective monitoring log management.

		21		ISO27001 / NCSC Cloud Security Principle 5: Operational security		10.1.4		Communications and Operations Management / Operational procedures & responsibilities / Separation of development, test and operational facilities		MUST		SEPARATION OF FACILITIES
There must be a clear separation of facilities associated with the development and testing process and the live facilities for the data handling solution.

A) Provide information on how new application code and infrastructure changes will be developed and tested.
B) Describe the measures that are in place to protect support and development staff from accidentally or maliciously rolling out code to the wrong platform (i.e. live instead of test)

		22		ISO27001 / NCSC Cloud Security Principle 5: Operational security		10.4.1		Communications and Operations Management / Protection Against Malicious and Mobile Code / Controls against Malicious Code		MUST		MALICIOUS CODE PROTECTION
Data handling solutions associated with the delivery of GCC services must be protected from malicious code, where any such solution is commonly exposed to such risks. 
Any information exchanged as part of GCC service (e.g. attachments or data within application records) must also be protected.

A) Describe all host and network-based Anti-Virus and Anti-Malware controls that will be implemented as part of the data handling solution and how frequently signatures are updated.
B) Outline any additional protection that is implemented within the data handling solution, for example Intrusion Protection Products / Endpoint Protection / Server Lockdown / Desktops / Laptops / Browser Settings etc.

		23		ISO27001 / NCSC Cloud Security Principle 5: Operational security		10.4.2		Communications and Operations Management / Protection Against Malicious and Mobile Code / Controls against Mobile Code		SHOULD		MOBILE CODE PROTECTION
Provider servers should be protected against the risk of mobile code execution (malicious JavaScript, ActiveX, Java etc.).

A) Describe any measures that will be implemented to protect Provider servers from the threat of malicious mobile code.

		24		ISO27001 / NCSC Cloud Security Principle 5: Operational security		10.5.1		Communications and Operations Management / Backup / Information Backup		MUST		BACK UPS
All GCC data held within the solution must be regularly backed up such that it can be restored in the event of corruption or data loss. Backups must be available and working at all times. It must be possible to restore backup data within acceptable timeframes.

A) Describe how data will be backed up as part of the data handling solution, including information within open object stores such as databases. 
B) Define the backup nature (full, differential etc.).
C) Outline any additional measures (e.g. journaling) that will be implemented.
D) Detail where any backup media will be stored and how it shall be transported to any offsite locations.
E) Provide details of how often the backup and restore process shall be tested to ensure ongoing functionality and integrity.		Not applicable

		25		ISO27001 / NCSC Cloud Security Principle 5: Operational security		10.7.3		Communications and Operations Management / Media Handling /  Information Handling Procedures		MUST		INFORMATION HANDLING PROCEDURES
Information handling procedures must exist within the Provider organisation. The Provider must also be aware of the requirements listed within the HMG Security Policy Framework (SPF, for further details see:  https://www.gov.uk/government/publications/security-policy-framework) with regard to the delivery of this contract.

A) Describe any appropriate information handling procedures that exist within the Provider organisation.



		26		ISO27001 / NCSC Cloud Security Principle 5: Operational security		10.7.4		Communications and Operations Management / Media Handling /  Security of System Documentation		MUST		SECURITY INFORMATION PROTECTION
Information pertaining to the security of the data handling solution (including design documentation, support information such as security operating procedures and administrative credentials) must be adequately protected at all times. 

A) Describe where such information shall be stored
B) Describe the measures (e.g. network segregation, role-based access control) that will be implemented to protect such information to only those members of staff with a need to access.

		27		ISO27001 / NCSC Cloud Security Principle 13: Audit information for users		10.10.1		Communications and Operations Management / Monitoring / Audit Logging		MUST		PROTECTIVE MONITORING & AUDIT LOGGING
It must be possible to extract appropriate levels of logging detail in the event of a security incident affecting the service. Data handling solutions should be capable of generating audit logs for all users, including system administrators.

A) Describe all areas of the solution (e.g. servers, firewalls, IDS/IPS, application logging etc...) that will provide protective monitoring and audit logging capabilities
B) Confirm the level of detail that will be provided and log retention periods.  
C) Describe any capability in the solution for monitoring acceptable use (e.g. by administrators) - including administrator logins / login failures, change of privilege levels etc.



		28		ISO27001 / NCSC Cloud Security Principle 5: Operational security		10.10.2		Communications and Operations Management / Monitoring / Monitoring System Use		SHOULD		PROTECTIVE MONITORING PROCESSES & PROCEDURES
There should be clearly defined policies and procedures (e.g. in Security Operating Procedures) for ongoing protective monitoring with regard to the data handling solution, including the requirement for regular log reviews and escalation paths etc. 

A) Describe the Providers processes and procedures that are in place with regard to protective monitoring.



		29		ISO27001 / NCSC Cloud Security Principle 13: Audit information for users		10.10.3		Communications and Operations Management / Monitoring / Protection of Log Information		SHOULD		AUDIT LOG PROTECTION
In the event of any incident affecting the service it should be possible to rely on the integrity of audit logs.

A) Describe any measures that will be implemented to protect audit logs from tampering. Examples might include regular shipping of logs to read only media or remote servers, real time event logging and the use of Security Incident Event Management (SIEM) solutions.



		30		ISO27001 / NCSC Cloud Security Principle 13: Audit information for users		10.10.5		Communications and Operations Management / Monitoring / Fault Logging		SHOULD		FAULT LOGGING
Data handling solutions should also have inherent capability for fault and performance logging and reporting to identify potential concerns with its availability.

A) Describe any fault reporting capabilities within the data handling solution and how fault log events are generated and alerted
B) Confirm that GCC will be made aware of any serious fault alerts affecting the data handling solution.

		31		ISO27001 / NCSC Cloud Security Principle 5: Operational security		10.10.6		Communications and Operations Management / Monitoring / Clock Synchronisation		SHOULD		CLOCK SYNCHRONISATION
To support cohesion of monitoring events across multiple parts of the data handling solution the Provider should ensure clock synchronisation is in place.

A) Confirm whether clock synchronisation will be implemented as part of the Provider solution and describe its coverage (e.g. systems, firewalls, routers, switches etc.), the synchronisation source and method (e.g. NTP).
B) Describe any processes and procedures (e.g. within Security Operating Procedures) to ensure that clock synchronisation continues to operate properly.

		32		ISO27001 / NCSC Cloud Security Principle 9: Secure user management		11.1.1		Access Control / Access Control Policy (Management and Support)		MUST		ACCESS CONTROL POLICY
Access to information, in addition to sensitive functions (e.g. admin / publishing functionality), for data handling solutions must be confined to those with a specific requirement and be governed by an access control policy covering both physical and logical access to solutions and GCC data.

For both logical (e.g. the implementation of Role Based Access Control mechanisms, Active Directory Groups, use of Kerberos etc.) and physical (e.g. Card swipe required for access to data centre / support environment) domains:
A) Describe the process by which access is granted to administrative support functions associated with the data handling solution. 
B) Describe the access control policy that applies 
C) Confirm that individual user IDs will be assigned for support functions and generic administrator accounts will not be used.


		33		ISO27001 / NCSC Cloud Security Principle 10: Identity and authentication		11.2.2		Access Control / Privilege Management		MUST		PRIVILEGE REVIEW
Data handling solution privileges must be regularly reviewed to ensure that they are still appropriate and following the concepts of 'least privilege'.

A) Describe the process for privilege review / audit and its frequency. 
B) Confirm the coverage of the process (e.g. Operating System, web application admin functions etc.).
C) Outline how privileges can be managed by the Provider or by GCC as part of this contract, e.g. the provision of a web-based Role-based Access Control interface for user account administration.

		34		ISO27001 / NCSC Cloud Security Principle 9: Secure user management		11.2.3 / 11.5.3		Access Control / User Password Management & Password Management System (Management & Support)		MUST		PASSWORD & ACCOUNT MANAGEMENT
All passwords must be managed securely. Strong passwords must be used for administration of the data handling solution. Strong passwords must be of 8 characters or more, with the use of mixed case alphanumerics with other symbols and not be based on a dictionary word. 

Account protection mechanisms must also be implemented where supported by hardware and software, including account lockouts, password change intervals, password complexity rules etc.

A) Detail the password and account management controls that are in place with regard to all aspects of the management and support of the data handling solution. Examples include local administrator / root accounts, Operating System users, domain users  and admins. Strong passwords should also be set for database accounts and web management interfaces.
B) Explain how multiple passwords pertaining to system and network components are managed and stored.

		35		ISO27001 / NCSC Cloud Security Principle 9: Secure user management		11.2.4		Access Control / Review of user access rights		MUST		PROVIDER ACCESS & ACCOUNT REVIEW
Accounts associated with the management of and support of all aspects of the data handling solution must be immediately revoked based on a member of staff's employment being terminated or when their role changes. Periodic reviews must also be conducted of Provider access rights.

A) Outline the processes that are in place with regard to the review and revocation of Provider user accounts, including review intervals.

		36		ISO27001 / NCSC Cloud Security Principle 12: Secure service administration		11.4.4		Access Control / Remote Diagnostic and Configuration Port Protection		MUST		EXTERNAL INTERFACE PROTECTION
Any external interface for remote diagnostics and support must be suitably protected from unauthorised access.

A) Define any remote management, diagnostic or administrative interfaces that exist within the data handling solution
B) Describe the protective measures implemented (e.g. encryption, access control lists etc.).

		37		ISO27001 / NCSC Cloud Security Principle 5: Operational security		11.5.4		Access Control / Operating System Access Control / Use of System Utilities		SHOULD		SYSTEM UTILITIES CONTROL
Unnecessary system utilities should not be deployed on production servers associated with the data handling solution, unless there is a specific requirement and as agreed. Example include compilers, network sniffers, network utilities and penetration testing tools.

A) Detail measures the Provider will take to ensure that such tools are not installed on production servers and any envisaged exceptions.



		38		ISO27001 / NCSC Cloud Security Principle 12: Secure service administration		11.6.2		Access Control / Application and information access control / Sensitive System Isolation		SHOULD		SENSITIVE SYSTEM PROTECTION
Sensitive systems and interfaces (e.g. virtualisation physical server interfaces, protective monitoring stations, firewall management stations, AV controllers, backup controllers etc...) should not be hosted on production networks.

A) Confirm the Providers compliance with this requirement.
B) Outline whether management networks will form part of the data handling solution and how the Provider will control access to sensitive systems.


		39		ISO27001 / NCSC Cloud Security Principle 10: Identity and authentication		11.7.1 - 11.7.2		Access Control / Mobile computing and teleworking		MUST		REMOTE WORKING SECURITY
If support of the data handling solution will at any time be delivered by remote support personnel then this must be delivered securely. The Provider must have encryption (e.g. VPN) and authentication (e.g. 2 factor) in place that will protect remote support mechanisms. 

The Provider must also have further protective measures in place including remote working policies and data at rest encryption.

A) Provide detailed information of how remote support will be provided, including the devices used and mechanisms by which remote support staff will gain access to the infrastructure to deliver support.
B) Provide details on any further protective measures that will be implemented.


		40		ISO27001 / NCSC Cloud Security Principle 5: Operational security		12.3.1 - 12.3.2		Security requirements of information systems / Security of system files / Control of operational software		MUST		SERVER LOCKDOWN
A secure locked down environment must be implemented with regard to servers and workstations that are associated with the support and management of the data handling solution.

A) Explain the techniques and any best practice guidelines (for example, CIS and NIST) that the Provider follows with regard to the lockdown of servers and workstations.

		41		ISO27001 / NCSC Cloud Security Principle 5: Operational security		12.5.2		Security requirements of information systems / Security in development and support processes / Technical review of applications after Operating System changes		SHOULD		OPERATING SYSTEM UPDATES
Following Operating System updates, the data handling solution should be tested for continued operation.

A) Define the Operating System update process within the Provider organisation
B) Explain how the Provider will ensure that GCC's service shall be unaffected by the need to ensure security patches and updates are applied to the underlying Operating System.

		42		ISO27001 / NCSC Cloud Security Principle 5: Operational security		13.2.1 -  13.2.3		Information Security Incident Management / Management of Information Security Incidents and improvements		SHOULD		INCIDENT MANAGEMENT PLANS
A plan should be in place for the management of incidents and how to handle the collection of evidence. Typically these are known as Security Incident Management (SIM) plans and a Forensic Readiness Plan (FRP).

A) Provide details of any such plans that exist within the Provider organisation and provide copies where available.
B) If they do not currently exist, provide a target date for implementation.
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		Fully Comply

		Partially Comply

		Do not Comply

		Not Applicable
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Instructions for Completion

		INSTRUCTIONS FOR COMPLETION - PLEASE READ BEFORE YOU RESPOND TO THE PCI-DSS STANDARDS

		1		Providers must ensure they provide sufficient supporting explanation for GCC to evaluate their capability or their planned capability should they win the contract

		2		Answers should refer to those parts of the Provider service that are involved in the storage, processing or transmission of Cardholder Data on behalf of GCC or those which supply or use services on behalf of GCC that could impact the security of Cardholder Data

		3		Providers should ask for clarification regarding any security standards that they do not fully understand.

		4		Where technical expertise is required, we expect relevant technicians to be consulted and their responses provided.  

		5		Where the exact security standard cannot be met, but the Provider believes that they can deliver a compensating control which provides an equivalent level of security to the required standard, then this should be documented in their response.

		6		Where the information required is not applicable to the service, the Provider must detail why they believe this is the case.

		7		Where supporting documentation is included, the Provider must reference the applicable paragraphs in their response.

		8		Where Providers are planning to make changes which will impact their responses to the information requested, they must specify what changes are planned in the 'Supporting Explanation' column including the date by which these will be operational.

		9		For all security standards the Provider must complete:           

		9a		Provider Response: Select the appropriate rating for each security standard from the list:
·         Comply - Where all elements of the requirement have been met as stated.
·         Comply with CCW - The requirement has been met with the assistance of a compensating control. For all responses marked 'Comply with CCW', the Provider must complete the Compensating Control Worksheet (CCW) in columns I to N or attach the CCW separately clearly referenced.   Information on the use of compensating controls and guidance on how to complete the worksheet is provided in the PCI DSS (https://www.pcisecuritystandards.org/documents/PCI-DSS-v3_2-SAQ-A.pdf)
·         Do not comply - Some or all elements of the requirement have not been met, or are in the process of being implemented, or require further testing before it will be known if they are in place.
·         Not applicable - The requirement does not apply to the organisation’s environment.  All 'Not Applicable' responses require a supporting explanation in column H.

		9b		Supporting Explanation: The Provider must enter full details of how they meet each applicable security standard.

		10		For further guidance regarding the various clauses refer to PCI DSS, please visit: https://www.pcisecuritystandards.org/documents/PCI_DSS_v3-2-1.pdf?agreement=true&time=1551703069610



https://www.pcisecuritystandards.org/documents/PCI_DSS_v3-2-1.pdf?agreement=true&time=1551703069610

PCI-DSS Standards

		PCI-DSS Security Standards

		Only Providers who plan to supply or use any services which involve the storage, processing or transmission of Cardholder Data on behalf of GCC, or those which supply or use services  on behalf of GCC that could impact the security of Cardholder Data, and are unable to provide a relevant PCI-DSS Attestation of Compliance certificate must complete this tab
PLEASE READ 'INSTRUCTIONS FOR COMPLETION' DOCUMENT BEFORE YOU BEGIN YOUR RESPONSE.

		No.		Requirement Reference		Area		Requirement		PCI DSS Security Standards		Provider Response				Supporting Explanation		Compensating Controls Worksheet

														Supplier response				Constraints:
List constraints precluding compliance with the original requirement.		Objective: 
Define the objective of the original control; identify the objective met by the compensating control.		Identified Risk:
Identify any additional risk posed by the lack of the original control.		Definition of Compensating Controls:
Define the compensating controls and explain how they address the objectives of the original control and the increased risk, if any.		Validation of Compensating Controls:
Define how the compensating controls were validated and tested.		Maintenance:
Define process and controls in place to maintain compensating controls.

		EXAMPLE		8.1.1		Implement Strong Access Control Measures		Identify and authenticate access to system components 		All users must be assigned a unique ID before allowing them to access system components or cardholder data		Comply with CCW						Company XYZ employs stand-alone Unix Servers without LDAP. As such, they each require a “root” login. It is not possible for Company XYZ to manage the “root” login nor is it feasible to log all “root” activity by each user.		The objective of requiring unique logins is twofold. First, it is not considered acceptable from a security perspective to share login credentials. Secondly, having shared logins makes it impossible to state definitively that a person is responsible for a particular action.		Additional risk is introduced to the access control system by not ensuring all users have a unique ID and are able to be tracked.		Company XYZ is going to require all users to log into the servers using their regular user accounts, and then use the “sudo” command to run any administrative commands. This allows use of the “root” account privileges to run pre-defined commands that are recorded by sudo in the security log. In this way, each user’s actions can be traced to an individual user account, without the “root” password being shared with the users.		Company XYZ demonstrates to assessor that the sudo command is configured properly using a “sudoers” file, that only pre-defined commands can be run by specified users, and that all activities performed by those individuals using sudo are logged to identify the individual performing actions using “root” privileges.		Company XYZ documents processes and procedures to ensure sudo configurations are not changed, altered, or removed to allow individual users to execute root commands without being individually identified, tracked and logged.

		1		1.1		Install and maintain a firewall configuration to protect cardholder data		Establish and implement firewall and router configuration standards 		Firewall / router policy needs to be maintained. This must include ensuring:
*    All firewall /router rules specifically relating to the cardholder data environment are documented including justification of all inbound and outbound services. 
*    Network diagrams are maintained including data flows relating to payment data.  
*    Firewall checks are enforced on a biannual basis
*    All policies are reviewed annually. 

		2		2.1a		Build and Maintain a Secure Network and System		Do not use vendor-supplied defaults for system passwords and other security parameters		Vendor-supplied defaults must always be changed before installing a system on the network.

		3		2.1b		Build and Maintain a Secure Network and System		Do not use vendor-supplied defaults for system passwords and other security parameters		Unnecessary default accounts must be removed or disabled before installing a system on the network

		4		3.1		Protect stored cardholder data 		Implement data retention and disposal policies, procedures if cardholder data is stored 		Technical controls must be in place to safeguard stored cardholder data.
Retention policies must be in place, and data must be reviewed quarterly to ensure legacy data is securely deleted as per retention period

		5		4.1		Encrypt transmission of cardholder data across open, public networks 		Use strong cryptography and security protocols to safeguard transmission		All cardholder data must be encrypted through its journey over open, public networks.  The use of weak protocols is prohibited, industry standards must be used in line with PCI DSS (v3.2.1, latest TLS 1.1/1.2).
Transmission policy must be documented, maintained and reviewed yearly. It must clearly state that PANs are not to be sent over insecure media. 


		6		5.1		Protect all systems against malware 		Deploy anti-virus software on all systems 		All systems within the cardholder environment that are processing, storing or transmitting payment card data must be protected against malware.
Anti-virus software must be capable of detecting all known malicious software.
Software must be maintained and kept current. Periodic scans must be performed and audit logs retained for one year as per clause 10.7

		7		6.2		Develop and maintain systems and applications 		Install vendor patches within one month if critical, all other patches should be installed within appropriate time not exceeding 2.5 months from date of release unless its deemed a business risk		Vendor supplied patches must be installed to ensure all system components are protected from known vulnerabilities.
Critical patches must be installed within one month of release. 

		8		7.1		Restrict access to cardholder data by business need to know		Limit access to system components and cardholder data to only those individuals whose job requires such access 		Documented policies defining access needs and privileges assigned to individuals must be maintained.  
All access must be through a formal process and authorised and access to system components should be by default deny all. 

		9		8.1.1		Implement Strong Access Control Measures		Identify and authenticate access to system components 		All users must be assigned a unique ID before allowing them to access system components or cardholder data

		10		8.1.3		Implement Strong Access Control Measures		Identify and authenticate access to system components 		Access for any terminated users must be immediately deactivated or removed

		11		8.2		Implement Strong Access Control Measures		Identify and authenticate access to system components 		In addition to assigning a unique ID, one or more of the following methods must be employed to authenticate all users:
*    Something you know, such as a password or passphrase
*    Something you have, such as a token device or smart card
*    Something you are, such as a biometric

		12		8.2.3a		Implement Strong Access Control Measures		Identify and authenticate access to system components 		User password parameters must be configured to require passwords/passphrases that meet the following:
*     A minimum password length of at least seven characters
*     Contain both numeric and alphabetic characters
Alternatively, the passwords/passphrases must have complexity and strength at least equivalent to the parameters specified above.

		13		8.5		Implement Strong Access Control Measures		Identify and authenticate access to system components 		Group, shared, or generic accounts, passwords, or other authentication methods must be prohibited as follows:
*    Generic user IDs and accounts are disabled or removed;
*    Shared user IDs for system administration activities and other critical functions do not exist; and
*    Shared and generic user IDs are not used to administer any system components

		14		9.5		Implement Strong Access Control Measures		Restrict physical access to cardholder data		All media must be physically secured (including but not limited to computers, removable electronic media, paper receipts, paper reports, and faxes).  For purposes of Requirement 9, “media” refers to all paper and electronic media containing cardholder data 

		15		9.6a		Implement Strong Access Control Measures		Restrict physical access to cardholder data		Strict control must be maintained over the internal and external distribution of any kind of media

		16		9.6.1		Implement Strong Access Control Measures		Restrict physical access to cardholder data		Media must be classified so the sensitivity of the data can be determined.

		17		9.6.2		Implement Strong Access Control Measures		Restrict physical access to cardholder data		Media must be sent by secured courier or other delivery method that can be accurately tracked

		18		9.6.3		Implement Strong Access Control Measures		Restrict physical access to cardholder data		Management approval must be obtained prior to moving the media (especially when media is distributed to individuals)

		19		9.7		Implement Strong Access Control Measures		Restrict physical access to cardholder data		Strict control must be maintained over the storage and accessibility of media 

		20		9.8a		Implement Strong Access Control Measures		Restrict physical access to cardholder data		All media must be destroyed when it is no longer needed for business or legal reasons

		21		9.8.1a		Implement Strong Access Control Measures		Restrict physical access to cardholder data		Hardcopy materials must be cross-cut shredded, incinerated, or pulped so that cardholder data cannot be reconstructed 

		22		9.8.1b		Implement Strong Access Control Measures		Restrict physical access to cardholder data		Storage containers used for materials that contain information must be destroyed securely to prevent access to the contents 

		23		10.1		Monitor and test networks 		Track and monitor all access		Audit trails must be implemented to ensure all access to systems components is tracked including actions taken by individuals (creation, deletion, edition etc). The event should be identifiable through logging the following: user, location, time, date, success and failure.  
Documented policy should be maintained and reviewed annually 

		24		11.1 - 11.3		Regularly test security systems and processes 		System components, processes and  software should be tested frequently to ensure security is maintained.		Processes must be implemented to test for the presence of wireless access points. An inventory must be maintained of wireless access points and if unauthorised wireless access points are detected, an incident response implemented.
Internal / external scans must be carried out as mandated in clause 11.2.  
Penetration testing must be carried out as per clause 11.3.


		25		11.4		Regularly test security systems and processes 		Detect and prevent intrusions into the network		Network intrusion detection and  intrusion prevention techniques must be used to detect and prevent intrusions into the network. 

		26		11.5		Regularly test security systems and processes 		Deploy a change detection mechanism		A change detection mechanism, such as file integrity monitoring tools, which alerts personnel to unauthorised modification, must be deployed for system components that process, transmit and store payment card data.   

		27		12.8.1		Maintain an Information Security Policy		Maintain a policy that addresses information security for all personnel		A list of service providers must be maintained, including a description of the service(s) provided

		28		12.8.2		Maintain an Information Security Policy		Maintain a policy that addresses information security for all personnel		A written agreement must be maintained that includes an acknowledgement that the service providers are responsible for the security of cardholder data the service providers possess or otherwise store, process, or transmit on behalf of the customer, or to the extent that they could impact the security of the customer’s cardholder data environment. Note: The exact wording of an acknowledgement will depend on the agreement between the two parties, the details of the service being provided, and the responsibilities assigned to each party. The acknowledgement does not have to include the exact wording provided in this requirement.

		29		12.8.3		Maintain an Information Security Policy		Maintain a policy that addresses information security for all personnel		An established process for engaging service providers, including proper due diligence prior to engagement must be in place

		30		12.8.4		Maintain an Information Security Policy		Maintain a policy that addresses information security for all personnel		A program must be maintained to monitor service providers’ PCI DSS compliance status at least annually

		31		12.8.5		Maintain an Information Security Policy		Maintain a policy that addresses information security for all personnel		Information must be maintained about which PCI DSS requirements are managed by each service provider, and which are managed by the entity

		32		12.10.1		Maintain an Information Security Policy		Maintain a policy that addresses information security for all personnel		An incident response plan must have been created to be implemented in the event of system breach
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