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	Schedule 2 – Response Document
Request for Quotation for
Electronic Document Conversion & Restructuring
For Leicester City Council

Contract Reference: 0485LDIT
Document Dated: 17/10/2017
Document return: No later than 10:00hrs 10/11/2017



Response Document for Participants

QUOTATION RESPONSE
Before completing this document please ensure that you have read and fully understood the instructions set out in the Request for Quotation Schedule 1- Instructions and Evaluation Methodology document.  
This document contains important information and guidance on how you should complete this Schedule, which should be fully completed as your submission.
SECTION A - REQUIREMENTS SPECIFICATION 
Part A - Functional requirements 
	Ref
	Requirements and Response
	Importance
	Scoring (max points indicated)

	A1 
	The Council requires that all files identified from the following file formats will need to be converted to a searchable PDF.

.TIF

.JPG

.GWE

Where a GroupWise email (.GWE) contains attachments in any format these will be embedded within the PDF and available to open.

The Council reserves the right to add any additional file formats to be converted, compiled and restructured.
The Council will provide a dataset specifying which files are to be converted to searchable PDF.  The dataset may be split into various volumes for manageability.
Please confirm your acceptance of this requirement.
	Mandatory
	Pass/Fail

	
	Supplier response:

	A2 
	The Council require all converted PDFs to have gone through an OCR process and be stored as a searchable PDF.
Please confirm your acceptance of this requirement
	Mandatory
	Pass/Fail 

	
	Supplier response:

	A3 
	Once images have been converted into PDF the Council requires that these PDFs are compiled into documents.  The Council will provide a dataset specifying the composition of documents.  The dataset may be split into various volumes for manageability.
Please confirm your acceptance of this requirement.
	Mandatory
	Pass/Fail

	
	Supplier response:

	A4 
	It is a requirement that all documents are given a new unique sequential document number starting from an agreed number to be supplied by the Council but maintain the existing file extension.  Newly named documents need to be saved in a new directory structure. 
Please confirm your acceptance of this requirement.
	Mandatory
	Pass/Fail 

	A5 
	Supplier response:

	A6 
	The documents must be copied to hierarchical folders that are constructed from the document ID such that there is a new child folder created from each consecutive pair of numbers from the document ID.

This results in a maximum of 100 files per folder and a maximum of 100 sub-folders per folder.  Here are some examples:

    Docid=100000 will have path "\\server_name\share_name\ICS\Live\DocumentArchive\10\00\100000.txt"

    Docid=100001 will have path "\\server_name\share_name\ICS\Live\DocumentArchive\10\00\100001.txt"

    Docid=100012 will have path "\\server_name\share_name\ICS\Live\DocumentArchive\10\00\100012.txt"

    Docid=100123 will have path "\\server_name\share_name\ICS\Live\DocumentArchive\10\01\100123.txt"

    Docid=101234 will have path "\\server_name\share_name\ICS\Live\DocumentArchive\10\12\101234.txt"

    Docid=112345 will have path "\\server_name\share_name\ICS\Live\DocumentArchive\11\23\112345.txt"

    Docid=234567 will have path \\server_name\share_name\ICS\Live\DocumentArchive\23\45\234567.txt

The final format is subject to change and will be supplied by the Council before commencement.

Please confirm your acceptance of this requirement.
	Mandatory
	Pass/Fail 

	A7 
	Supplier response:

	A8 
	The file plan supplied will include documents that do not require converting to a searchable PDF but will need to be given a new unique document number and included in the new directory structure and recorded in the associated report.  (See A7 for details of report).
Please confirm your acceptance of this requirement.
	Mandatory
	Pass/Fail

	A9 
	Supplier response:

	A10 
	Once files have been renamed and saved to a new directory structure the Council will require a report containing:

· original filename

· original file location

· new filename

· new file location 

The format of this report will be specified by the Council.
Please confirm you can meet this requirement 
	Mandatory
	Pass/Fail

	
	Supplier response:

	A11 
	Please provide details on how your audit process ensures quality assurance during and after the conversion, including the compiling and restructuring process.
	HT
	20

	
	Supplier response:

	A12 
	The Council will expect files and details of any exceptions during the conversion process to be returned to the Council.  The Council will then review these and send back to the supplier to be put through the conversion, compiling and saving to the new file plan process.
Please state the number of times you would accept files that have been reviewed by the Council to go through this process again.
	HT
	20

	A13 
	Supplier response:

	A14 
	The Council requires the proposed solution is completed within 5 months of the contract start date.  Please include a project and resource plan of how you would accomplish this.  
Please confirm your solution meets this requirement and provide supporting documentation.  
	HT
	20

	A15 
	Supplier response:

	A16 
	Please specify where the data would be temporarily stored whilst the PDF conversion process is taking place and whether data would be transferred outside of the EEA.

If the data is transferred outside of the EEA please detail what safeguards are in place to comply with Data Protection Act 1988
	HT
	20

	A17 
	Supplier response:

	A18 
	Where it is intended to use encrypted mobile media devices and there is a charge to be levied against the Council, we reserve the right to use our own equivalent device.

Please confirm your acceptance of this requirement.
	HT
	20

	A19 
	Supplier response:

	A20 
	It is a requirement that records are securely transferred between the Council and the successful bidder.  Please detail how your service would include secure record transfer for existing electronic records.  Please also include a brief project plan detailing the methodology proposed.
	HT
	20

	A21 
	Supplier response:


Part B Technical Requirements
	Ref
	Requirements and Response
	Importance
	Scoring (max points indicated)

	B1
	Data Ownership

The Council retains the ownership of data records and this data should not be shared or distributed to any other party without prior agreement.
	Mandatory
	Pass/Fail

	
	Supplier response:

	B2
	Information Security Management Systems

We expect that the host data centre would be certified to ISO27001 or be compliant with it.  

If this is not the case – please outline the security arrangements with the following headings: 

• Physical Security

• Organisational Security 

• Operational Security

• Access Control to the physical or software environment

• Incident and problem management 

Please provide details of how your system meets this requirement.
	HT
	20

	
	Supplier response:

	B3
	Data Hosting Requirements

Some of the data supplied will be of a highly confidential and personal nature 

Please describe 
• who will be responsible for the data hosted 

• the operating agreements, disaster recovery – including backup and recovery processes

• resilience e.g. in the event of any outages, failures or loss of connectivity to the internet or data centre

• any reliance on a third party and any underpinning contracts that are in place with respect to this
Please provide supporting evidence 
	HT
	20

	
	Supplier response:

	B4
	Data Storage & Data Encryption

Please describe how Council data is kept logically and/or physically separated from data belonging to other organisations.
	HT
	20

	
	Supplier response:

	B5
	Firewalls or network control measures

What firewalls or network control measures (e.g. IDS) are in place to protect the system/data?  Describe how you configure, maintain the above, and monitor alerts generated.
	HT
	20

	
	Supplier response:

	B6
	Certificates

It is essential that data transfer, logins and browser connections to the web server are secured using SHA256 certificates.
	Essential 
	Pass/Fail

	
	Supplier response:

	B7
	Data Protection & General Data Protection Regulation GDPR

Data Protection

It is a requirement that personal information should be encrypted (see https://ico.org.uk/for-organisations/encryption/) if it is to be stored on removable media, a mobile device or transmitted across a network.

Please describe how you do this and how and where cryptographic keys are stored for the system.

The General Data Protection Regulation (GDPR) 

GDPR creates some new rights for individuals and strengthens some of the rights that currently exist under the DPA.

Please explain how you system will meet these requirements.
	HT
	20

	
	Supplier response:

	B8
	Outsourcing

Describe any reliance on a third party or sub contracts for supplying any aspect of this contract.  Please add details of any Operating Level Agreement.
	HT
	20

	
	Supplier response:

	B9
	Project Manager 
The Supplier should provide a Project Manager.  The Project Manager will be responsible for effectively managing the implementation and running of the service and be responsible for liaising and organising all resources needed for implementation.
The Project Manager will also be responsible for ensuring that sufficient project and technical resources are provided to meet the timetable and undertake all implementation tasks required by the Council.  The Project Manager will attend regular progress meetings held at the Council’s premises.  During implementation these meetings may be weekly or as required by the Council.  The purpose of these meeting will include, but not be limited to:

• identifying risks to the Council and to the project throughout the implementation.
• Providing progress reports 
	HT
	20

	
	Supplier response:


Part C Commercial  

	Ref
	Requirements and Response
	Importance
	Scoring (max points indicated)

	C1 
	Contract Term

The contract will be for a term of one (1) year with no options to extend. 

Please indicate your acceptance of this requirement.
	Essential
	Pass/Fail

	
	Tenderer Response:

	C2 
	Contract Terms and Conditions

As part of your response please provide your Standard Terms and Conditions proposed for this Contract, noting the Council will need to have the option to discuss and make minor alterations to the terms provided with the successful bidder. 

Please note that it will be mandatory for the successful provider to sign the following Council Supplementary Agreements to be added as a schedule.

· Data Processing Agreement
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	Essential
	Pass/Fail

	
	Tenderer Response:

	C3 
	Contract Documents

Both this Invitation to Tender, along with the successful supplier’s tender and all other relevant documentation will be included in the contract.
Please indicate your acceptance of this requirement.
	Essential
	Pass/Fail

	
	Tenderer Response:

	C4 
	Freedom of Information

You should note that because of the Freedom of Information Act 2000, the Council will NOT give a blanket commitment of confidentiality, neither will it commit to a perpetual guarantee of confidentiality to any item supplied to it. 
Further to the above you should therefore identify any information within your Tender response which you consider to be confidential, state the reasons for this and the length of time you expect it to be treated as confidential.  Please also supply contact details in case the Council wishes to subsequently release information that you consider confidential before the indicated time period has expired.
The Council may consult with you prior to releasing information covered by an exemption.  However, the Council cannot guarantee that if you withhold consent the Council will not release the information anyway following a public interest test as required by the Freedom of Information Act 2000.  This test will be conducted solely by the Council and the Council’s decision will be final. 

Please indicate your acceptance of this requirement.
	Essential
	Pass/Fail

	
	Tenderer Response:

	C5 
	Data Protection

You should confirm that you will comply with all requirements of the Data Protection Act 1998, including all eight principles of the Act, when handling any personal data, sensitive or otherwise, in the delivery and on-going maintenance of the system. 
You should only use personal data viewed or in your possession for the purpose of delivery of the service and confirm acceptance of this requirement.
You should confirm that you will only retain personal data for so long as it is necessary to deliver the requirement and ensure that personal data that is no longer required is permanently deleted and/or returned to the Council in accordance with the wishes of the Council. 
You should maintain systems of security that are sufficient to minimise the risk of access to personal data by any person or organisation except you the supplier and your authorised employees.
You should make available to the Council your policies and procedures regarding data protection and data retention and destruction. 
In the event that you become aware of an actual or suspected loss of personal data during the course of delivery or maintenance of the contract, you should immediately notify the Council by telephone and in writing. The Council reserves the right to make such a breach known to the Information Commissioners Office and to other relevant parties as appropriate. 
You should provide full details as to which country will host the data. You may not transfer data related to this contract outside of European Economic Area without the express permission of the Council. 
To seek permission to transfer data outside the EEA you should provide full details as to what security provision and safeguards are in place to protect the data.

Please indicate your acceptance of this requirement.
	Essential
	Pass/Fail

	
	Tenderer Response:

	C6 
	Invoice & Payment Terms

Payment of any supplier invoices against the contract will only be payable by the Council should the following be adhered to by the successful bidder: 
· All Invoices must be raised upon receipt of an official Council Purchase Order

· The Official Council Purchase order number needs to be clearly stated on the Invoice 

· Invoices must be sent electronically to BSC@leicester.gov.uk for payment. 

Payment will be made within 30 days following receipt of a properly rendered invoice with the correct process followed. 
Equally rebates will be expected to be paid to the Council within 30 days of confirmation of the rebate to be applied. 

Please indicate your acceptance of this requirement.
	Essential
	Pass/Fail

	
	Tenderer Response:

	C7 
	Payment Plan 

The Council’s proposed payment profile is as follows:

Upon Agreement Award and signature

10% of total price

Acceptance Sign off of solution
10% of total price

Successful completion of file conversions and document restructuring

80% of total price

Please indicate your acceptance of this payment profile. 
	Essential
	Pass/Fail

	
	Tenderer Response:

	C8 
	Exit Provision

Upon completion of the contract, dependent on the solution you have provided, any data held by you during the contract term will need to be provided to the Council free of charge in an agreeable format.         
Please confirm your acceptance of the relevant provision and detail any restrictions.
	Essential
	Pass/Fail

	
	Tenderer Response:


SECTION B – SELECTION QUESTIONNAIRE
Part 1: Potential Supplier Information

Please answer the following questions in full.  Note that every organisation that is being relied on to meet the selection must complete and submit the Part 1 and Part 2 self-declaration.

	Section 1

Potential supplier information

	Question 
number
	Question
	Response

	1.1(a)
	Full name of the potential supplier submitting the information
	

	1.1(b) – (i)
	Registered office address (if applicable)
	

	1.1(b) – (ii)
	Registered website address (if applicable)
	

	1.1(c)
	Trading status

a) public limited company

b) limited company

c) limited liability partnership

d) other partnership

e) sole trader

f) third sector

g) other (please specify your trading   status)
	

	1.1(d)
	Date of registration in country of origin
	

	1.1(e)
	Company registration number (if applicable)
	

	1.1(f)
	Charity registration number (if applicable)
	

	1.1(g)
	Head office DUNS number (if applicable)
	

	1.1(h)
	Registered VAT number
	

	1.1(k)
	Trading name(s) that will be used if successful in this procurement
	

	1.1(m)
	Are you a Small, Medium or Micro Enterprise (SME)?
	Yes  FORMCHECKBOX 
  No  FORMCHECKBOX 



Please provide the following information about your approach to this procurement:

	Section 1   Bidding model

	Question
number
	Question
	Response

	1.2(a) - (i)
	Are you bidding as the lead contact for a group of economic operators?
	Yes  FORMCHECKBOX 
  No  FORMCHECKBOX 



	1.2(a) - (ii)
	Name of group of economic operators (if applicable)
	

	1.2(b) - (i)
	Are you or, if applicable, the group of economic operators proposing to use sub-contractors?
	Yes  FORMCHECKBOX 
  No  FORMCHECKBOX 



Contact details and declaration

I declare that to the best of my knowledge the answers submitted and information contained in this document are correct and accurate.

I declare that, upon request and without delay I will provide the certificates or documentary evidence referred to in this document.

I understand that the information will be used in the selection process to assess my organisation’s suitability to be invited to participate further in this procurement.

I understand that the authority may reject this submission in its entirety if there is a failure to answer all the relevant questions fully, or if false/misleading information or content is provided in any section.

I am aware of the consequences of serious misrepresentation.

	Section 1   Contact details and declaration

	Question 

number
	Question
	Response

	1.3(a)
	Contact name
	

	1.3(b)
	Name of organisation
	

	1.3(c)
	Role in organisation
	

	1.3(d)
	Phone number
	

	1.3(e)
	E-mail address
	

	1.3(f)
	Postal address
	

	1.3(g)
	Signature (electronic is acceptable)
	

	1.3(h)
	Date
	


Part 2: Exclusion Grounds

Please answer the following questions in full. Note that every organisation that is being relied on to meet the selection must complete and submit the Part 1 and Part 2 self-declaration.

	Section 2  Grounds for mandatory exclusion

	Question 

number
	Question
	Response

	2.1
	Regulations 57(1) and (2)

The detailed grounds for mandatory exclusion of an organisation are set out on this web page, which should be referred to before completing these questions.

Please indicate if, within the past five years you, your organisation or any other person who has powers of representation, decision or control in the organisation been convicted anywhere in the world of any of the offences listed on the webpage.
	Yes  FORMCHECKBOX 
  No  FORMCHECKBOX 

If you have answered yes, please provide further details of the conviction, and on which grounds



	2.2
	Regulation 57(3)
Has it been established, for your organisation by a judicial or administrative decision having final and binding effect in accordance with the legal provisions of any part of the United Kingdom or the legal provisions of the country in which the organisation is established (if outside the UK), that the organisation is in breach of obligations related to the payment of tax or social security contributions?
	Yes  FORMCHECKBOX 
  No  FORMCHECKBOX 

If you have answered yes, please provide further details. Please also confirm you have paid, or have entered into a binding arrangement with a view to paying, the outstanding sum including where applicable any accrued interest and/or fines

	2.3
	If you have answered Yes to any of the points above have measures been taken to demonstrate the reliability of the organisation despite the existence of a relevant ground for exclusion? (Self Cleaning)
	


Please Note: The authority reserves the right to use its discretion to exclude a potential supplier where it can demonstrate by any appropriate means that the potential supplier is in breach of its obligations relating to the non-payment of taxes or social security contributions.

	Section 3 Grounds for discretionary exclusion

	Question 

number
	Question
	Response

	3.1
	Regulation 57 (8)
The detailed grounds for discretionary exclusion of an organisation are set out on this web page
Please indicate if, within the past three years, anywhere in the world any of the following situations have applied to you, your organisation or any other person who has powers of representation, decision or control in the organisation.
	Yes  FORMCHECKBOX 
  No  FORMCHECKBOX 

If you have answered Yes, explain what measures been taken to demonstrate the reliability of the organisation despite the existence of a relevant ground for exclusion? 

(Self Cleaning)


Part 3: Selection Questions 

	Section 4 Economic and Financial Standing 

	Question 

number
	Question
	Response

	4.1
	Are you able to provide a copy of your audited accounts for the last two years, if requested?

If No, can you provide one of the following:  (Please answer with Y/N in the relevant box).
	Yes  FORMCHECKBOX 
  No  FORMCHECKBOX 



	
	(a) A statement of the turnover, Profit and Loss Account/Income Statement, Balance Sheet/Statement of Financial Position and Statement of Cash Flow for the most recent year of trading for this organisation.
	Yes  FORMCHECKBOX 
  No  FORMCHECKBOX 



	
	(b) A statement of the cash flow forecast for the current year and a bank letter outlining the current cash and credit position.
	Yes  FORMCHECKBOX 
  No  FORMCHECKBOX 



	
	(c) Alternative means of demonstrating financial status if any of the above are not available (e.g. forecast of turnover for the current year and a statement of funding provided by the owners and/or the bank, charity accruals accounts or an alternative means of demonstrating financial status).
	Yes  FORMCHECKBOX 
  No  FORMCHECKBOX 




	Section 7 - Additional Questions 

	Question 

number
	

	7.1
	Insurance 

Please self-certify whether you already have, or can commit to obtain, prior to the commencement of the contract, the levels of insurance cover indicated below:  

Employer’s (Compulsory) Liability Insurance 
= £10 million
Yes  FORMCHECKBOX 
  No  FORMCHECKBOX 

*It is a legal requirement that all companies hold Employer’s (Compulsory) Liability Insurance of £5 million as a minimum. Please note this requirement is not applicable to Sole Traders.
Public / Product Liability Insurance 

= £5 million
Yes  FORMCHECKBOX 
  No  FORMCHECKBOX 

Professional Indemnity Insurance 

= £5 million
Yes  FORMCHECKBOX 
  No  FORMCHECKBOX 

Cyber Liability 




= £3 million 
Yes  FORMCHECKBOX 
  No  FORMCHECKBOX 

* it is noted by the Council that this is a relatively new type of policy and thus not all providers may have this in place at this time. Therefore if you do not have this insurance in place, please outline which policy from the above list would cover any data breaches/loss. 

Response if applicable:


SECTION C – PRICING SCHEDULE 
PLEASE NOTE THIS IS NOT AN ORDER
If this quotation is successful then an Official Order will be raised.

Date:  XXXXXX
	AUTHORISED OFFICER 

Contact Name:   
Lorraine Dixon
Leicester City Council (LCC)
Bosworth House
9-17 Princess Road West 

Leicester LE1 6TH
Telephone Number: 
0116 4541219
Email: 
lorraine.dixon@leicester.gov.uk

	Delivery Address or Site (if different)

	IMPORTANT INFORMATION

Quotations will only be accepted on this Document.  However, you may attach associated documents if necessary.
Your total price should be a fully inclusive price to convert all files in the Current Storage table detailed in RFQ Schedule 1 at page 2 to readable PDFs and also in line with the requirements stated in this document (RFQ Schedule 2).  
All prices submitted must be exclusive of V.A.T.

	DETAILS OF REQUIREMENT

Request For Quotation for Electronic Document Conversion & Restructuring.  

	Name of Company Providing Quote:
	xxxx

	QUOTATION TOTAL (“the Total Contract Value (TCV)”)
	£XXXXX


ADDITIONAL PRICING
The Council may have a requirement for additional documents and datasets to go through this process and would not expect costs to exceed those quoted for growth based on 1000 files.  A price for this should be inserted below.  Note that this pricing will not be scored as part of the tender evaluation.
	Additional work outside of tender requirements
	Comments
	Price

	Price per 1,000 pages stored in any number of files to be converted compiled and restructured
	
	£


	IMPORTANT INFORMATION FOR THE SUPPLIER
The above Quotation should remain open for acceptance by Leicester City Council for a minimum of 30 days from the deadline for submissions date, as shown in the Source Leicestershire advert.  

To the Supplier:  If your quotation expires later than this date, then please state here the exact date: 
………………………………

Your signature ………………………………………………. for and behalf of   ..…………………………………….………………………










 (Company Name)


DECLARATION

DECLARATION AND UNDERTAKING BY APPLICANT  

	DECLARATION

	I/We certify that this is a bona fide Quotation, intended to be competitive and that we have not or will not (either personally or by anyone acting on our behalf):

· Fixed the amount of the Quotation (or the rate and prices quoted) by agreement with any person;

· Communicated to anyone other than the Authority the amount or approximate amount or terms of my/our proposed Quotation (other than in confidence in order to obtain Quotation, professional advice or insurance necessary for the preparation of the Quotation);

· Entered into any agreement or arrangement with any other person that he shall refrain from Bidding or as to the amount or terms of any Quotation to be submitted by him; 

· Canvassed or solicited any member, officer or other employee of the Authority in connection with the award of this or any other Authority Contract or Quotation;

· Offered, given or agreed to give any inducement or reward in respect of this or any other Authority Contract or Quotation.
Having read carefully the RFQ:

· We offer to fulfil the Contract to meet the requirements of the RFQ in accordance with our Quotation and fully in accordance with the Contract;

· We agree that this Quotation shall constitute an irrecoverable, unconditional offer, which may not be withdrawn for a period of 90 days from this date;

· We understand that unless and until a formal Agreement is prepared and executed, this Quotation, together with your written acceptance thereof, shall constitute a binding Contract between us;

· We understand that the Authority is not bound to accept any Quotation it receives;

· We declare that to the best of our knowledge our Quotation response is true, complete and accurate in all respects, both as at the date communicated and as at the date of Quotation submission and understand that the Authority may reject our submission if we provide false/misleading information;

· We understand no representation or warranty, express or implied, is or will be given by the Authority or any of its agents or advisors with respect to information included in this RFQ.

The Quotation must be submitted by the organisation which it is proposed will enter into a formal Contract with the Authority if awarded the Contract. This Declaration must be signed:

· where the Supplier is a partnership, by two duly authorised partners;

· where the Supplier is a company, by two directors or by a director and the secretary of the company, such persons being duly authorised for that purpose.


	COMPLETED BY

	Signature:
	

	Print Name:
	

	Job Title/Designation:
	

	Date:
	

	For and on behalf of:
	Insert full Legal Name of company or organisation with which Authority will Contract

	Registered Number:
	

	Registered Address:
	


Leicester City Council - Policies, Standards and Guidelines
CORPORATE PRIORITIES:

	Local Procurement Task Force
	http://www.leicester.gov.uk/business/selling-to-leicester-city-council/

	Economic Regeneration Action Plan
	http://www.leicester.gov.uk/your-council/city-mayor-peter-soulsby/my-projects/economic-action-plan


CORE POLICIES:

	Health & Safety
	http://www.leicester.gov.uk/business/health-and-safety/ 

	Equalities
	https://www.leicester.gov.uk/your-council/how-we-work/equality-and-diversity/

	Environmental
	http://www.leicester.gov.uk/your-council/policies-plans-and-strategies/environment-and-waste/environmental-policy

	Guide to Sustainable Procurement
	http://www.leicester.gov.uk/your-council/policies-plans-and-strategies/environment-and-waste/sustainable-procurement-policy


SAFEGUARDING POLICIES:

	Safeguarding Adults
	http://www.leicester.gov.uk/health-and-social-care/adult-social-care/what-support-do-you-need/staying-safe-and-avoiding-harm/policies-and-procedures

	Safeguarding Children
	http://www.leicester.gov.uk/health-and-social-care/childrens-social-care/child-protection


ENVIRONMENT & PLANNING POLICIES:

	Planning & Development
	http://www.leicester.gov.uk/your-council/policies-plans-and-strategies/planning-and-development


DATA & INFORMATION POLICIES:

	Data Processing Retention & Disposal
	https://www.leicester.gov.uk/your-council/how-we-work/records-retention-and-disposal/ 

	Information Sharing and Privacy
	http://www.leicester.gov.uk/your-council/how-we-work/our-website/privacy


CORPORATE STANDARDS & GUIDELINES:

	Accessibility
	http://www.leicester.gov.uk/your-council/how-we-work/our-website/accessibility
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Data Processing Agreement

DEFINITIONS

Data Controller: has the meaning set out in Article 4(7) of the General Data Protection Regulation 

Data Processor: has the meaning set out in Section 1(1) of the DPA and Article 4(8) of the General Data Protection Regulation 

DPA; means the Data Protection Act 1998


Data Protection Impact Assessment: has the meaning set out in Article 35 of the General Data Protection Regulation 


Data Protection Officer; has the meaning set out in Articles 37-39 & 83 of the General Data Protection Regulation

Data Subject: an individual who is the subject of Personal Data

Erasure (right to); has the meaning set out in Articles 17 & 19 of the General Data Protection Regulation

General Data Protection Regulation: Regulation (EU) 2016/679 (GDPR)

Object (Right to): has the meaning set out in Articles 12 & 21 of the General Data Protection Regulation

Personal Data: has the meaning set out in Section 1(1) of the DPA and Article 4(1) of the General Data Protection Regulation and relates only to personal data, or any part of such personal data, of which the Council is the Data Controller and in relation to which the Service Provider is providing services under this Agreement.

Personal Data Breach: has the meaning set out in Article 4(12) of the General Data Protection Regulation 


Portability: has the meaning set out in Articles 12 & 20 of the General Data Protection Regulation


Processing: has the meaning set out in Section 1(1) of the DPA and Article 4(2) of the General Data Protection Regulation


Record of processing; has the meaning set out in Article 25 of the General Data Protection Regulation

Restriction (Right to): has the meaning set out in Articles 18 & 19 of the General Data Protection Regulation.

Right of access: has the meaning set out in Articles 12 & 15 of the General Data Protection Regulation


Supervisory Authority: has the meaning set out in Article 4(22) of the General Data Protection Regulation. In the UK: The Information Commissioner’s Office

Rectification; has the meaning set out in Articles 12, 16 & 19 of the General Data Protection Regulation

CLAUSES

1. Obligations of the Service Provider

1.1 The Council and the Service Provider acknowledge that for the purposes of the DPA and GDPR the Council is the Data Controller and the Service Provider is the Data Processor of any Personal Data under this Agreement.

1.2 The Service Provider shall process the Personal Data only to the extent, and in such a manner, as is necessary for the purposes specified in this Agreement and in accordance with the Council’s instructions from time to time and shall not process the Personal Data for any other purpose. The Service Provider will keep a record of any processing of personal data it carries out on behalf of the Council.

1.3 The Service Provider shall only process adequate, relevant and limited Personal Data as is necessary for the purposes specified in this Agreement, and shall undertake to keep Personal Data accurate and up to date during the duration of this Agreement.


1.4 The Council’s retention and disposal schedule will be followed by the Service Provider where appropriate and relevant; no decisions on retention or disposal are to be made by the Service Provider unless it is part of detailed processing under this agreement.

1.5 The Service Provider shall without undue delay comply with any request from the Council requiring the Service Provider to amend, securely transfer or delete the Personal Data held by it in the format and on the media reasonably specified by the Council at its own expense.

1.6 If the Service Provider receives any complaint, notice or communication which relates directly or indirectly to the processing of the Personal Data or to either party's compliance with the DPA and GDPR and the data protection principles set out therein, it shall without undue delay notify the Council and it shall provide the Council with full co-operation and assistance in relation to any such complaint, notice or communication. 

1.7 The Service Provider shall not transfer the Personal Data outside the European Union Member States (EU) without the prior written consent of the Council, such consent not to be unreasonably withheld.

1.8 In the event that the Service Provider requests and the Council agrees in accordance with clause 1.6 that Personal Data can be transferred outside the EU, the Service Provider will enter in to an agreement in relation to such  transfer of information prior to any information being so transferred on terms to be provided by the Council. 


1.9 The Service Provider shall without undue delay inform the Council if any Personal Data is lost or destroyed or becomes damaged, corrupted, or unusable.  The Service Provider will make regular backups of the Personal Data and will restore such Personal Data at its own expense.

1.10 The Service Provider shall notify the Council without undue delay after becoming aware of a Personal Data Breach, and at the very latest within 2 working days unless there is reasoned justification, and shall provide the Council with full co-operation and assistance in relation to the investigation into the Personal Data Breach.


1.11 The Service Provider shall notify the Council of its intention to self-report any Personal Data Breach of Personal Data processed under this Agreement to a Supervisory Authority in advance of making any such self-report.

1.12 The Service Provider shall comply with the Privacy and Electronic Communications Regulations 2003 [e-Privacy Regulation 2017] and all relevant statutory and non-statutory guidance where acting as Data Processor of all Personal Data as dealt with under the Agreement.

1.13 The Supplier shall:


(a) only make copies of the Customer Data to the extent reasonably necessary for the Business Purpose (which, for clarity, includes back-up, mirroring (and similar availability enhancement techniques), security, disaster recovery and testing of the Customer Data);


(b) not extract, re-utilise, use, exploit, redistribute, re-disseminate, copy or store the Customer Data other than for the Business Purpose; and


(c) not do anything that may materially damage the reputation of the Customer.


1.14 The Supplier shall take reasonable steps to ensure the reliability of all its employees who have access to the Customer Data, and undertake disclosure and barring checks where required by the Council at its own expense.


1.15 At the Council's request, and without undue delay, the Service Provider shall provide to the Council evidence of its compliance with the GDPR principles including but not limited to Data Protection Impact Assessments, contact details of the Data Protection Officer (if appointed), data subject rights, records of processing of Personal Data, employee training records and copies of relevant policies and procedures.

2. Service Provider's Employees

2.1 The Service Provider shall ensure that access to the Personal Data is limited to:

(a) those employees who need access to the Personal Data to meet the Service Provider's obligations under this Agreement; and

(b) in the case of any access by any employee, such part or parts of the Personal Data as is strictly necessary for performance of that employee's duties.

2.2 The Service Provider shall ensure that all employees:

(a) are informed of the confidential nature of the Personal Data;

(b) have undertaken training in the laws relating to handling Personal Data; and

(c) are aware both of the Service Provider's duties and their personal duties and obligations under such laws and this Agreement. 

3. Rights of the Data Subject

3.1 The Service Provider shall notify the Council within three working days if it receives a request from a Data Subject exercising their right of access to, request for portability of, objection to processing, rectification of, restriction of, or erasure of that person's Personal Data.

3.2 The Service Provider shall provide the Council with full co-operation and assistance in relation to any request made by a Data Subject under clause 3.1.

3.3 The Service Provider will provide the Council with a full copy of the required personal data within 5 working days of receiving a request from the Data Subject or the Data Controller. The Service Provider is not responsible for redacting or considering any elements of data release or refusal to process, this is the responsibility of the Council, as such all information falling into the scope of the request will be sent un-redacted for the Council’s consideration

3.4 The Service Provider shall not disclose the Personal Data to any Data Subject or to a third party other than at the request of the Council or as provided for in this Agreement.

4. Rights of the Council

4.1 The Council is entitled, on giving at least three days' notice to the Service Provider, to inspect or appoint representatives to inspect all facilities, equipment, documents and electronic data relating to the processing of Personal Data under this Agreement by the Service Provider.

4.2 The requirement under clause 4.1 to give notice will not apply if the Council believes that the Service Provider is in breach of any of its obligations under this Agreement.

5. Warranties

5.1 The Service Provider warrants that:

(a) it will process the Personal Data in compliance with all applicable laws, enactments, regulations, orders, standards and other similar instruments; and

(b) it will take appropriate technical and organisational measures against the unauthorised or unlawful processing of personal data and against the accidental loss or destruction of, or damage to, personal data to ensure compliance with Principle 7 of the DPA and Article 32 of the GDPR.

5.2 The Service Provider shall notify the Council immediately if it becomes aware of:

(a) any unauthorised or unlawful processing, loss of, damage to or destruction of the Personal Data;

(b) any advance in technology and methods of working which mean that the Council should revise the security measures set out in 5.1(b).

6. Indemnity

6.1 The Service Provider agrees to indemnify and keep indemnified and defend at its own expense the Council against all costs, claims, damages or expenses incurred by the Council or for which the Council may become liable due to any failure by the Service Provider or its employees or agents to comply with any of its obligations under this Agreement.

6.2 [The Service Provider shall take out insurance sufficient to cover any payment that may be required under clause 6.1 and produce the policy and receipt for premium paid, to the Council on request.] 

7. Appointment of subcontractors

7.1 The Service Provider may only authorise a third party (sub-contractor) to process the Personal Data:

(a) subject to the Council's prior written consent where the Service Provider has supplied the Council with full details of such sub-contractor;

(b) provided that the sub-contractor's contract contains terms which are substantially the same as those set out in this Agreement; and

(c) provided that the Service Provider ensures that there are robust monitoring arrangements in place in relation to the processing of Personal Data by the sub-contractor to the reasonable satisfaction of the Council; and


(d) provided that the sub-contractor's contract terminates automatically on termination of this Agreement 
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