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SELECTION OF LOTS

	LOT 1 - HOME TO SCHOOL PLANNING AND CONTRACT MANAGEMENT SYSTEM
	LOT 2 – PUBLIC TRANSPORT ASSET DATABASE AND PUBLICITY PRODUCTION SYSTEM

	Transfer of existing data and provision of software with the following main features:
· Database storage of information for pupils, educational establishments, operators, contracts, vehicles, etc 
· Automated assistance in the planning of home to school transport 
· Reporting of management information 
· Ability to store communications
	Transfer of existing data and provision of software with the following main features:
· Automated production of bus service information for displaying at roadside bus stops (i.e. showing buses using the stop, times, etc).
· Bus stop asset information database
· Reading and editing of bus registration information



Please indicate (tick) below the Lot(s) for which you are Tendering, by double clicking the grey tick box and selecting ‘checked’.
  
	LOT 1 - HOME TO SCHOOL PLANNING AND CONTRACT MANAGEMENT SYSTEM
	LOT 2 – PUBLIC TRANSPORT ASSET DATABASE AND PUBLICITY PRODUCTION SYSTEM

	
☐

	
☐



Tenderers may select up to two Lots








CHECKLIST FOR TENDERERS
Failure to provide all of the items in the checklist may cause your Tender to be non-compliant and not considered.

	Schedule
	Item
	Included in Tender?

	1. 
	Form of Tender
	☐

	2. 
	Certificate of non-collusion and non-canvassing
	☐

	3. 
	Standard Selection Questionnaire (SQ)
	☐

	4. 
	ITT Pricing Schedule
	☐

	5a
	ITT Quality Response Lot 1 (ITT Qualitative Evaluation Questions)
	☐

	5b
	ITT Quality Response Lot 2 (ITT Qualitative Evaluation Questions)
	☐


	6
	Compliance with specification and scope of requirements 
	☐


	7
	Declaration 
	☐


	Appendix A 
	Technical specification 
	☐


	Appendix D
	ICT security questionnaire (hosted and/or on-premise)
	☐







Cheshire East Borough Council
PROVISION OF HOME TO SCHOOL PLANNING AND CONTRACT MANAGEMENT SYSTEM  SYSTEM [(LOT 1] ) AND PUBLIC TRANSPORT ASSET DATABASE AND PUBLICITY PRODUCTION SYSTEM (LOT 2)

Period: 5 YEARS WITH OPTIONS TO EXTEND FOR 3 YEARS AND A FURTHER 2 YEARS 

SCHEDULE 1 - FORM OF TENDER 
Provision of home to school planning and contract management system (Lot 1) and/or Public transport asset database and publicity production system (Lot 2)
FORM OF TENDER
To: Cheshire East Borough Council
(Via ‘The Chest’)
For the Attention of Simon Hagan
Date: 			
Dear Sir/Madam,
TENDER FOR Provision of Home to School Planning and Contract Management System (Lot 1) and/or Public Transport Asset Database and Publicity Production System (Lot 2)
I/We the undersigned, hereby tender and offer to provide the Contract as listed below which is more particularly referred to in the Invitation to Tender supplied to me/us for the purpose of tendering for the provision of the Contract and upon the terms thereof.

Attached to this Form of Tender are the following:
1. A signed Certificate of Non Collusive Tendering and non-Canvassing Schedule 2
1.  The Completed Pricing Schedule. Schedule 4

1.  My/our response to the quality requirements of the ITT. Schedule 5



1. ICT Security Questionnaire (hosted and/or on-premise) Schedule. Appendix D 
1. Completed Compliance with Specification. Schedule 6
1. Completed Declaration. Schedule 9


I/We confirm that  I/we can supply the Contract as specified in the Invitation to Tender at the total costs of (excluding VAT) submitted within the Pricing Schedule herein. 

I/We confirm that we accept the Contract as issued with the Invitation to Tender. 

I/We undertake in the event of acceptance of our Tender to execute the Contract within the timescales stipulated. 

I/We understand that the Council reserves the right to accept or refuse this Tender whether it is lower, the same, or higher than any other Tender.

I/We confirm that the information supplied to you and forming part of this Tender including (for the avoidance of doubt) any information supplied to you as part of my/our initial expression of interest in tendering, was true when made and remains true and accurate in all respects.

I/We confirm that this Tender will remain valid for 120 days from the date of this Form of Tender.

I/We confirm and undertake that if any of such information becomes untrue or misleading that I/we shall notify you immediately and update such information as required.

I/We confirm that the undersigned are authorised to commit the Tenderer to the contractual obligations contained in the Invitation to Tender and the Contract.


Signed by
Name(s) 		
Position 		

for and on behalf of [ Insert Company Name ]

Full registered business / name and registered company address of the Tenderer

                                                               .

                                                               .

                                                               .

Cheshire East Borough Council
PROVISION OF HOME TO SCHOOL PLANNING AND CONTRACT MANAGEMENT SYSTEM (LOT 1) AND PUBLIC TRANSPORT ASSET DATABASE AND PUBLICITY PRODUCTION SYSTEM (LOT 2)

Period: 5 YEARS WITH OPTIONS TO EXTEND FOR 3 YEARS AND A FURTHER 2 YEARS 

SCHEDULE 2 - CERTIFICATE OF NON-COLLUSION AND 
NON-CANVASSING

TENDER FOR Provision of Home to School Planning and Contract Management System (Lot 1) and/or Public Transport Asset Database and Publicity Production System (Lot 2) (the “Contract”)
To: Cheshire East Borough Council
(Via ‘The Chest’)

Date: 			
For the Attention of: Simon Hagan
Statement of non-canvassing

[bookmark: OLE_LINK1]I/we hereby certify that I/we have not canvassed any member, Director, employee, representative or adviser of the Council in connection with the proposed award of the Contract by the Council, and that no person employed by me/us or acting on my/our behalf, or advising me/us, has done any such act.
I/we further hereby undertake that I/we will not canvass any member, Director, employee, representative or adviser of the Council in connection with the award of the Contract and that no person employed by me/us or acting on my/our behalf, or advising me/us, will do any such act.
Statement of non-collusion
The essence of selective tendering for the Contract is that the Council shall receive bona fide competitive Tenders from all Tenderers.
In recognition of this principle, I/we certify that this is a bona fide offer, intended to be competitive and that I/we have not fixed or adjusted the amount of the offer in accordance with any agreement or arrangement with any other person (except any sub-contractor identified in this offer).
I/we also certify that I/we have not done, and undertake that I/we will not do, at any time any of the following acts:
(a) communicate to a person other than the Council, the amount or approximate amount of my/our proposed offer except where the disclosure in confidence of the approximate value of the Tender was essential to obtain insurance premium quotations required for the preparation of the Tender; or

(b) enter into any agreement or agreements with any other person that they shall refrain from tendering or as to the amount of any offer submitted by them; or
(c) offer or agree to pay or give or actually pay or give any sum of money, inducement or valuable consideration, directly or indirectly, to any person for doing or having done or having caused to be done in relation to any other offer or proposed offer, any act or omission.
(d) committing any offence under the Bribery Act 2010 or any subordinate legislation made under that Act from time to time.
http://www.legislation.gov.uk/ukpga/2010/23/contents
I/we agree that there is a requirement to disclose and declare any direct or indirect 
financial or non financial interest in an organisation, company, or other body that is 
doing business with, or has dealings with, the council and where this may affect 
and/or could bring about a conflict with the Council’s interest.

I/we should notify this to the Council and that failure to disclose or declare such an 
interest could result in the contract being terminated.
I/we agree that the Council may, in its consideration of the offer and in any subsequent actions, rely upon the statements made in this Certificate.
Signed 		
Name:  		
Position 		
For and on behalf of [Tenderer]	
		
(End of Schedule 2)


Schedule 3 - Standard Selection Questionnaire


	NOTE TO ORGANISATION:

Section 6 and Section 8 of Schedule 5 (Standard Selection Questionnaire) will be scored on a pass/fail basis. 

Applicants / tenders that fail Schedule 3 will not be evaluated any further.

Questions marked ‘for information only’ will not be assessed however they must still be answered in full.

Tenderers are therefore strongly advised to ensure they answer all questions within each section. 

Cross Referencing an answer; from a questions response to another, will not be taken into consideration and will result in a score of zero for that question.

Failure to answer a question which is scored will result in a score of zero for that question. 
Failure to provide an acceptable explanation with any Fail Questions answered will fail on Schedule 3 as a result.
Consortia Bids
If the potential supplier is bidding on behalf of a group, for example, a consortium, or intends to use sub-contractors, there are different actions required for completion of Part 3 of the standard Selection Questionnaire compared to Part 1 and Part 2.  
The consortium lead should complete all of the questions on behalf of the consortium and/or any sub-contractors. The consortium lead should make it clear who the lead member of the group is, and who will be contractually responsible for delivery of the contract.
All members of the group are required to provide the information required in Part 3 of the standard Selection Questionnaire or procurement documents, as part of a single composite response (unless the question specifically directs otherwise). We may require members of the group to assume a specific legal form if awarded the contract, if considered necessary for the satisfactory performance of the contract. Where the group is proposing to create a separate legal entity, such as a Special Purpose Vehicle (SPV) or consortium, they should provide details of the actual or proposed percentage shareholding of the constituent members within the new legal entity. They should also provide the name for the new entity and details of its legal and operational structure. An SPV is a legal entity that is formed to perform a specific contract. 
Consortium arrangements may be subject to future changes and any updates to the
bidding model should be provided to the contracting authority so that a further
assessment can be carried out (by applying the selection criteria to the new
information provided). The contracting authority reserves the right to deselect the
Supplier prior to any award of contract, based on an assessment of the updated
information.




Potential Supplier Information and Exclusion Grounds: Part 1 and Part 2.
The standard Selection Questionnaire is a self-declaration, made by you (the potential supplier), that you do not meet any of the grounds for exclusion[footnoteRef:1]. If there are grounds for exclusion, there is an opportunity to explain the background and any measures you have taken to rectify the situation (we call this self-cleaning). [1:  For the list of exclusion please see https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/551130/List_of_Mandatory_and_Discretionary_Exclusions.pdf] 

A completed declaration of Part 1 and Part 2 provides a formal statement that the organisation making the declaration has not breached any of the exclusions grounds. Consequently we require all the organisations that you will rely on to meet the selection criteria to provide a completed Part 1 and Part 2. For example these could be parent companies, affiliates, associates, or essential sub-contractors, if they are relied upon to meet the selection criteria. This means that where you are joining in a group of organisations, including joint ventures and partnerships, each organisation in that group must complete one of these self-declarations. Sub-contractors that you rely on to meet the selection criteria must also complete a self-declaration (although sub-contractors that are not relied upon do not need to complete the self-declaration).  
When completed, this form is to be sent back to the contact point given in the procurement documents along with the selection information requested in the procurement documentation. 
Supplier Selection Questions: Part 3
The procurement document will provide instructions on the selection questions you need to respond to and how to submit those responses. If you are bidding on behalf of a group (consortium) or you intend to use sub-contractors, you should complete all of the selection questions on behalf of the consortium and/or any sub-contractors.
If the relevant documentary evidence referred to in the Selection Questionnaire is not provided upon request and without delay we reserve the right to amend the contract award decision and award to the next compliant bidder.
Consequences of misrepresentation
If you seriously misrepresent any factual information in filling in the Selection Questionnaire, and so induce an authority to enter into a contract, there may be significant consequences.  You may be excluded from the procurement procedure, and from bidding for other contracts for three years. If a contract has been entered into you may be sued for damages and the contract may be rescinded. If fraud, or fraudulent intent, can be proved, you or your responsible officers may be prosecuted and convicted of the offence of fraud by false representation, and you must be excluded from further procurements for five years. 

Cheshire East Borough Council
PROVISION OF HOME TO SCHOOL PLANNING AND CONTRACT MANAGEMENT SYSTEM (LOT 1) AND PUBLIC TRANSPORT ASSET DATABASE AND PUBLICITY PRODUCTION SYSTEM (LOT 2)

Period: 5 YEARS WITH OPTIONS TO EXTEND FOR 3 YEARS AND A FURTHER 2 YEARS 

Notes for completion
1. The “authority” means the contracting authority, or anyone acting on behalf of the contracting authority, that is seeking to invite suitable candidates to participate in this procurement process.
2. “You” / “Your” refers to the potential supplier completing this standard Selection Questionnaire i.e. the legal entity responsible for the information provided. The term “potential supplier” is intended to cover any economic operator as defined by the Public Contracts Regulations 2015 (referred to as the “regulations”) and could be a registered company; the lead contact for a group of economic operators; charitable organisation; Voluntary Community and Social Enterprise (VCSE); Special Purpose Vehicle; or other form of entity.
3. Please ensure that all questions are completed in full, and in the format requested. If the question does not apply to you, please state ‘N/A’. Should you need to provide additional information in response to the questions, please submit a clearly identified annex.
4. The authority recognises that arrangements set out in section 1.2 of the standard Selection Questionnaire, in relation to a group of economic operators (for example, a consortium) and/or use of sub-contractors, may be subject to change and will, therefore, not be finalised until a later date.  The lead contact should notify the authority immediately of any change in the proposed arrangements and ensure a completed Part 1 and Part 2 is submitted for any new organisation relied on to meet the selection criteria. The authority will make a revised assessment of the submission based on the updated information.
5. For Part 1 and Part 2 every organisation that is being relied on to meet the selection must complete and submit the self-declaration. 
6. All sub-contractors are required to complete Part 1 and Part 2[footnoteRef:2].  [2:  See PCR 2015 regulations 71 (8)-(9);
https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/551130/List_of_Mandatory_and_Discretionary_Exclusions.pdf
 ] 

7. For answers to Part 3 - If you are bidding on behalf of a group, for example, a consortium, or you intend to use sub-contractors, you should complete all of the questions on behalf of the consortium and/ or any sub-contractors, providing one composite response and declaration.
The authority confirms that it will keep confidential and will not disclose to any third parties any information obtained from a named customer contact, other than to the Cabinet Office and/or contracting authorities defined by the regulations, or pursuant to an order of the court or demand made by any competent authority or body where the authority is under a legal or regulatory obligation to make such a disclosure.
Part 1: Potential supplier Information

Please answer the following questions in full. Note that every organisation that is being relied on to meet the selection must complete and submit the Part 1 and Part 2 self-declaration. 

	Section 1
	Potential supplier information

	Question number
	Question
	Response

	1.1(a)
	Full name of the potential supplier submitting the information

	

	1.1(b) – (i)
	Registered office address (if applicable)
	

	1.1(b) – (ii)
	Registered website address (if applicable)
	

	1.1(c)
	Trading status 
a) public limited company
b) limited company 
c) limited liability partnership 
d) other partnership 
e) sole trader 
f) third sector
g) other (please specify your trading status)
	

	1.1(d)
	Date of registration in country of origin
	

	1.1(e)
	Company registration number (if applicable)
	

	1.1(f)
	Charity registration number (if applicable)
	

	1.1(g)
	Head office DUNS number (if applicable)
	

	1.1(h)
	Registered VAT number 
	

	1.1(i) - (i)
	If applicable, is your organisation registered with the appropriate professional or trade register(s) in the member state where it is established?
	[bookmark: _30j0zll]Yes ☐
[bookmark: _1fob9te]No  ☐
[bookmark: _3znysh7]N/A ☐

	1.1(i) - (ii)
	If you responded yes to 1.1(i) - (i), please provide the relevant details, including the registration number(s).
	

	1.1(j) - (i)
	Is it a legal requirement in the state where you are established for you to possess a particular authorisation, or be a member of a particular organisation in order to provide the services specified in this procurement?
	[bookmark: _2et92p0]Yes ☐
[bookmark: _tyjcwt]No   ☐

	1.1(j) - (ii)
	If you responded yes to 1.1(j) - (i), please provide additional details of what is required and confirmation that you have complied with this.
	

	1.1(k)
	Trading name(s) that will be used if successful in this procurement
	

	1.1(l)
	Relevant classifications (state whether you fall within one of these, and if so which one)
a) Voluntary Community Social Enterprise (VCSE)
b) Sheltered Workshop
c) Public service mutual
	

	1.1(m)
	Are you a Small, Medium or Micro Enterprise (SME)[footnoteRef:3]? [3:  See EU definition of SME: http://ec.europa.eu/growth/smes/business-friendly-environment/sme-definition/] 

	[bookmark: _3dy6vkm]Yes ☐
[bookmark: _1t3h5sf]No   ☐


	1.1(n)
	Details of Persons of Significant Control (PSC), where appropriate:  [footnoteRef:4]  [4:   UK companies, Societates European (SEs) and limited liability partnerships (LLPs) will be required to identify and record the people who own or control their company. Companies, SEs and LLPs will need to keep a PSC register, and must file the PSC information with the central public register at Companies House. See PSC guidance. ] 

- Name; 
- Date of birth; 
- Nationality; 
- Country, state or part of the UK where the PSC usually lives; 
- Service address; 
- The date he or she became a PSC in relation to the company (for existing companies the 6 April 2016 should be used); 
- Which conditions for being a PSC are met; 
 	- Over 25% up to (and including) 50%, 
	- More than 50% and less than 75%, 
	- 75% or more. [footnoteRef:5] [5:  Central Government contracting authorities should use this information to have the PSC information for the preferred supplier checked before award. ] 


(Please enter N/A if not applicable)
	

	1.1(o)
	Details of immediate parent company:
 
- Full name of the immediate parent company
- Registered office address (if applicable)
- Registration number (if applicable)
- Head office DUNS number (if applicable)
- Head office VAT number (if applicable)

(Please enter N/A if not applicable)
	

	1.1(p)
	Details of ultimate parent company:

- Full name of the ultimate parent company
- Registered office address (if applicable)
- Registration number (if applicable)
- Head office DUNS number (if applicable)
- Head office VAT number (if applicable)

(Please enter N/A if not applicable)
	



Please note: A criminal record check for relevant convictions may be undertaken for the preferred suppliers and the persons of significant in control of them.
Please provide the following information about your approach to this procurement:

	Section 1
	Bidding model

	Question number
	Question
	Response

	1.2(a) - (i)
	Are you bidding as the lead contact for a group of economic operators?
	[bookmark: _4d34og8]Yes ☐
[bookmark: _2s8eyo1]No   ☐
 If yes, please provide details listed in questions 1.2(a) (ii), (a) (iii) and to 1.2(b) (i), (b) (ii), 1.3, Section 2 and 3.
If no, and you are a supporting bidder please provide the name of your group at 1.2(a) (ii) for reference purposes, and complete 1.3, Section 2 and 3.

	1.2(a) - (ii)
	Name of group of economic operators (if applicable)
	

	1.2(a) - (iii)
	Proposed legal structure if the group of economic operators intends to form a named single legal entity prior to signing a contract, if awarded. If you do not propose to form a single legal entity, please explain the legal structure.
	

	1.2(b) - (i)
	Are you or, if applicable, the group of economic operators proposing to use sub-contractors?
	Yes ☐
No   ☐


	1.2(b) - (ii)
	If you responded yes to 1.2(b)-(i) please provide additional details for each sub-contractor in the following table: we may ask them to complete this form as well.
	Name
	

	
	
	
	

	Registered address
	

	
	
	
	

	Trading status
	
	
	
	
	

	Company registration number
	
	
	
	
	

	Head Office DUNS number (if applicable)
	
	
	
	
	

	Registered VAT number
	
	
	
	
	

	Type of organisation
	
	
	
	
	

	SME (Yes/No)
	
	
	
	
	

	The role each sub-contractor will take in providing the works and /or supplies e.g. key deliverables
	
	
	
	
	

	The approximate % of contractual obligations assigned to each sub-contractor
	
	
	
	
	






Contact details and declaration
I declare that to the best of my knowledge the answers submitted and information contained in this document are correct and accurate. 
I declare that, upon request and without delay I will provide the certificates or documentary evidence referred to in this document. 
I understand that the information will be used in the selection process to assess my organisation’s suitability to be invited to participate further in this procurement. 
I understand that the authority may reject this submission in its entirety if there is a failure to answer all the relevant questions fully, or if false/misleading information or content is provided in any section.
I am aware of the consequences of serious misrepresentation.

	Section 1
	Contact details and declaration

	Question number
	Question
	Response

	1.3(a)
	Contact name
	

	1.3(b)
	Name of organisation
	

	1.3(c)
	Role in organisation
	

	1.3(d)
	Phone number
	

	1.3(e)
	E-mail address 
	

	1.3(f)
	Postal address
	

	1.3(g)
	Signature (electronic is acceptable)
	

	1.3(h)
	Date
	





Part 2: Exclusion Grounds

Please answer the following questions in full. Note that every organisation that is being relied on to meet the selection must complete and submit the Part 1 and Part 2 self-declaration.

	Section 2
	Grounds for mandatory exclusion

	Question number
	Question
	Response

	2.1(a)
	Regulations 57(1) and (2) 
The detailed grounds for mandatory exclusion of an organisation are set out on this web page, which should be referred to before completing these questions. 
Please indicate if, within the past five years you, your organisation or any other person who has powers of representation, decision or control in the organisation been convicted anywhere in the world of any of the offences within the summary below and listed on the webpage.

	
	Participation in a criminal organisation.  
	[bookmark: _17dp8vu]Yes ☐
[bookmark: _3rdcrjn]No   ☐
If Yes please provide details at 2.1(b)

	
	Corruption.  
	[bookmark: _26in1rg]Yes ☐
[bookmark: _lnxbz9]No   ☐
If Yes please provide details at 2.1(b)

	
	Fraud. 
	[bookmark: _35nkun2]Yes ☐
[bookmark: _1ksv4uv]No   ☐
If Yes please provide details at 2.1(b)

	
	Terrorist offences or offences linked to terrorist activities
	[bookmark: _44sinio]Yes ☐
[bookmark: _2jxsxqh]No   ☐
If Yes please provide details at 2.1(b)

	
	Money laundering or terrorist financing
	[bookmark: _z337ya]Yes ☐
[bookmark: _3j2qqm3]No   ☐
If Yes please provide details at 2.1(b)

	
	Child labour and other forms of trafficking in human beings
	[bookmark: _1y810tw]Yes ☐
[bookmark: _4i7ojhp]No   ☐
If Yes please provide details at 2.1(b)  

	2.1(b)
	If you have answered yes to question 2.1(a), please provide further details.
Date of conviction, specify which of the grounds listed the conviction was for, and the reasons for conviction,
Identity of who has been convicted
If the relevant documentation is available electronically please provide the web address, issuing authority, precise reference of the documents.
	

	2.2
	If you have answered Yes to any of the points above have measures been taken to demonstrate the reliability of the organisation despite the existence of a relevant ground for exclusion? (Self Cleaning)
	[bookmark: _2xcytpi]Yes ☐
[bookmark: _1ci93xb]No   ☐


	2.3(a)
	Regulation 57(3)
Has it been established, for your organisation by a judicial or administrative decision having final and binding effect in accordance with the legal provisions of any part of the United Kingdom or the legal provisions of the country in which the organisation is established (if outside the UK), that the organisation is in breach of obligations related to the payment of tax or social security contributions?

	[bookmark: _3whwml4]Yes ☐
[bookmark: _2bn6wsx]No   ☐


	2.3(b)
	If you have answered yes to question 2.3(a), please provide further details. Please also confirm you have paid, or have entered into a binding arrangement with a view to paying, the outstanding sum including where applicable any accrued interest and/or fines.
	



Please Note: The authority reserves the right to use its discretion to exclude a potential supplier where it can demonstrate by any appropriate means that the potential supplier is in breach of its obligations relating to the non-payment of taxes or social security contributions.




	Section 3
	Grounds for discretionary exclusion 

	
	Question
	Response

	3.1
	Regulation 57 (8)
The detailed grounds for discretionary exclusion of an organisation are set out on this web page, which should be referred to before completing these questions. 
Please indicate if, within the past three years, anywhere in the world any of the following situations have applied to you, your organisation or any other person who has powers of representation, decision or control in the organisation.

	3.1(a)


	Breach of environmental obligations? 
	[bookmark: _qsh70q]Yes ☐
[bookmark: _3as4poj]No   ☐
If yes please provide details at 3.2

	3.1 (b)
	Breach of social obligations?  
	[bookmark: _1pxezwc]Yes ☐
[bookmark: _49x2ik5]No   ☐
If yes please provide details at 3.2

	3.1 (c)
	Breach of labour law obligations? 
	[bookmark: _2p2csry]Yes ☐
[bookmark: _147n2zr]No   ☐
If yes please provide details at 3.2

	3.1(d)
	Bankrupt or is the subject of insolvency or winding-up proceedings, where the organisation’s assets are being administered by a liquidator or by the court, where it is in an arrangement with creditors, where its business activities are suspended or it is in any analogous situation arising from a similar procedure under the laws and regulations of any State?
	[bookmark: _3o7alnk]Yes ☐
[bookmark: _23ckvvd]No   ☐
If yes please provide details at 3.2



	3.1(e)
	Guilty of grave professional misconduct?
	[bookmark: _ihv636]Yes ☐
[bookmark: _32hioqz]No   ☐
If yes please provide details at 3.2

	3.1(f)
	Entered into agreements with other economic operators aimed at distorting competition?
	[bookmark: _1hmsyys]Yes ☐
[bookmark: _41mghml]No   ☐
If yes please provide details at 3.2

	3.1(g)
	Aware of any conflict of interest within the meaning of regulation 24 due to the participation in the procurement procedure?
	[bookmark: _2grqrue]Yes ☐
[bookmark: _vx1227]No   ☐
If yes please provide details at 3.2

	3.1(h)
	Been involved in the preparation of the procurement procedure?
	[bookmark: _3fwokq0]Yes ☐
[bookmark: _1v1yuxt]No   ☐
If yes please provide details at 3.2

	3.1(i)
	Shown significant or persistent deficiencies in the performance of a substantive requirement under a prior public contract, a prior contract with a contracting entity, or a prior concession contract, which led to early termination of that prior contract, damages or other comparable sanctions?
	[bookmark: _4f1mdlm]Yes ☐
[bookmark: _2u6wntf]No   ☐
If yes please provide details at 3.2

	3.1(j)

3.1(j) - (i)





3.1(j) - (ii)



3.1(j) –(iii)




3.1(j)-(iv)





	Please answer the following statements

The organisation is guilty of serious misrepresentation in supplying the information required for the verification of the absence of grounds for exclusion or the fulfilment of the selection criteria.

The organisation has withheld such information.


 The organisation is not able to submit supporting documents required under regulation 59 of the Public Contracts Regulations 2015.

The organisation has influenced the decision-making process of the contracting authority to obtain confidential information that may confer upon the organisation undue advantages in the procurement procedure, or to negligently provided misleading information that may have a material influence on decisions concerning exclusion, selection or award.
	
[bookmark: _19c6y18]Yes ☐
[bookmark: _3tbugp1]No   ☐
If Yes please provide details at 3.2


[bookmark: _28h4qwu]Yes ☐
[bookmark: _nmf14n]No   ☐
If Yes please provide details at 3.2

Yes ☐
No   ☐
If Yes please provide details at 3.2


Yes ☐
No   ☐
If Yes please provide details at 3.2







	3.2
	If you have answered Yes to any of the above, explain what measures been taken to demonstrate the reliability of the organisation despite the existence of a relevant ground for exclusion? (Self Cleaning)
	


[bookmark: _37m2jsg]
[bookmark: _1mrcu09]
[bookmark: _46r0co2]
Part 3: Selection Questions[footnoteRef:6]  [6:  See Action Note 8/16 Updated Standard Selection Questionnaire
] 


	Section 4
	Economic and Financial Standing 
(This question is to be scored on a pass/fail basis.)

	
	Question
	Response

	4.1
	Are you able to provide a copy of your audited accounts for the last two years, if requested?
If no, can you provide one of the following: answer with Y/N in the relevant box.

	Yes ☐
No   ☐

	
	(a)  A statement of the turnover, Profit and Loss Account/Income Statement, Balance Sheet/Statement of Financial Position and Statement of Cash Flow for the most recent year of trading for this organisation.

	Yes ☐
No   ☐

	
	(b) A statement of the cash flow forecast for the current year and a bank letter outlining the current cash and credit position.
	Yes ☐
No   ☐

	
	(c) Alternative means of demonstrating financial status if any of the above are not available (e.g. forecast of turnover for the current year and a statement of funding provided by the owners and/or the bank, charity accruals accounts or an alternative means of demonstrating financial status).
	Yes ☐
No   ☐

	4.2
	Where we have specified a minimum level of economic and financial standing and/ or a minimum financial threshold within the evaluation criteria for this procurement, please self-certify by answering ‘Yes’ or ‘No’ that you meet the requirements set out.

	Yes ☐
No   ☐



	Section 5
	If you have indicated in the Selection Questionnaire question 1.1(o) and/or 1.1(p) that you are part of a wider group, please provide further details below:
(This question is to be scored on a pass/fail basis.)

	Name of organisation
	

	Relationship to the Supplier completing these questions
	



	5.1
	Are you able to provide parent company accounts if requested to at a later stage?
	Yes ☐
No   ☐

	5.2
	If yes, would the parent company be willing to provide a guarantee if necessary?
	Yes ☐
No   ☐

	5.3
	If no, would you be able to obtain a guarantee elsewhere (e.g. from a bank)? 
	Yes ☐
No   ☐



	Section 6
	Technical and Professional Ability 
(This question is to be scored on a pass/fail basis.)

	6.1
	Relevant experience and contract examples

Please provide details of up to two contracts, in any combination from either the public or private sector; voluntary, charity or social enterprise (VCSE) that are relevant to our requirement. VCSEs may include samples of grant-funded work. Contracts for supplies or services should have been performed during the past three years. Works contracts may be from the past five years.

The named contact provided should be able to provide written evidence to confirm the accuracy of the information provided below.

Consortia bids should provide relevant examples of where the consortium has delivered similar requirements. If this is not possible (e.g. the consortium is newly formed or a Special Purpose Vehicle is to be created for this contract) then two separate examples should be provided between the principal member(s) of the proposed consortium or Special Purpose Vehicle (two examples are not required from each member).

Where the Supplier is a Special Purpose Vehicle, or a managing agent not intending to be the main provider of the supplies or services, the information requested should be provided in respect of the main intended provider(s) or sub-contractor(s) who will deliver the contract.



	
	Contract 1
	Contract 2

	Name of customer organisation
	
	

	Point of contact in the organisation
	
	

	Position in the organisation
	
	

	E-mail address
	
	

	Description of contract 
	
	

	Contract Start date
	
	

	Contract completion date
	
	

	Estimated contract value
	
	




	
6.2


	Where you intend to sub-contract a proportion of the contract, please demonstrate how you have previously maintained healthy supply chains with your sub-contractor(s)

Evidence should include, but is not limited to, details of your supply chain management tracking systems to ensure performance of the contract and including prompt payment or membership of the UK Prompt Payment Code (or equivalent schemes in other countries)




	Section 7
	Modern Slavery Act 2015: Requirements under Modern Slavery Act 2015[footnoteRef:7] [7:  Procurement Policy Note 9/16 Modern Slavery Act 2015] 

(This question is to be scored on a pass/fail basis.)

	7.1
	Are you a relevant commercial organisation as defined by section 54 ("Transparency in supply chains etc.") of the Modern Slavery Act 2015 ("the Act")?
	
Yes   ☐
N/A   ☐

	7.2
	If you have answered yes to question 1 are you compliant with the annual reporting requirements contained within Section 54 of the Act 2015?

	Yes   ☐
Please provide the relevant url …

No    ☐
Please provide an explanation





8	
	Section 8
	Additional Questions 

	8.1
	Insurance
(This question is to be scored on a pass/fail basis.)

	8.1.A
	Please self-certify whether you already have, or can commit to obtain, prior to the commencement of the contract, the levels of insurance cover indicated below:
Please self-certify whether you already have, or can commit to obtain, prior to the commencement of the contract, the levels of insurance cover indicated below:
1. Employer’s Liability Insurance* = £10million.  Is required in respect of each and every claim.
1. Public Liability Insurance = £5 million. Is required in respect of each and every claim with no abuse exclusion/inner limit.
1. Professional Indemnity Insurance = £1million. Is required in respect of each and every claim.  
1. or as an alternative to (b) and (c) above, a specialist tailor made policy for the Emotionally Healthy School project which includes the full cover for public liability insurance with no efficacy exclusion including professional indemnity insurance with a minimum limit of indemnity as stated in (b) and (c) above. 
* It is a legal requirement that all companies hold Employer’s Liability Insurance of £5 million as a minimum. Please note this requirement is not applicable to Sole Traders
	
Yes ☐
No ☐


	8.1.B
	Please confirm that your Professional Indemnity Insurance covers data breach, data loss and reputational damage. If your answer is ‘yes’, skip questions 8.1.C & 8.1.D.

	

Yes ☐
No ☐


	8.1.C
	If your Professional Indemnity Insurance does not cover data breach, data loss and reputational damage, Cheshire East Council recommends that you obtain Cyber Insurance at £5m. Please confirm you have Cyber Insurance of £5m or are willing to obtain it.  If you answer is ‘yes’ skip question 8.1.D.
	

Yes ☐
No ☐


	8.1.D
	If answered no to both 8.2.B & 8.2.C, please state what your intentions and procedures would be in the event of any instance of data breach, data loss or reputational damage and how you would manage the potential impact on your company/organisation
	

Yes ☐
No ☐


	Enter details here if necessary for 8.2.D

	Please self-certify whether you already have, or can commit to obtain, prior to the commencement of the contract, the levels of insurance cover indicated below:  
Y/N  please complete level of coverage offered 

Employer’s (Compulsory) Liability Insurance = £x 

Public Liability Insurance = £x
Professional Indemnity Insurance = £x

Product Liability Insurance = £x

*It is a legal requirement that all companies hold Employer’s (Compulsory) Liability Insurance of £5 million as a minimum. Please note this requirement is not applicable to Sole Traders.




	ICT SECURITY QUESTIONNAIRE

	PLEASE NOTE THAT SUPPLIERS ARE ASKED TO COMPLETE A FURTHER ICT SECURITY QUESTIONNAIRE (APPENDIX D) WHICH WILL BE MARKED ON A PASS / FAIL BASIS. THE COUNCIL RESERVES THE RIGHT TO NOT AWARD THE CONTRACT TO ANY BIDDER WHO IS UNABLE TO SATISFY ICT AND DATA SECURITY REQUIREMENTS.



Bidder represents and warrants that their responses to the questions are accurate and that the system configuration will continue to conform to these answers unless mutually agreed upon by Cheshire East Council and the Bidder.  Bidder further agrees to work with Cheshire East Council in good faith to maintain compliance with new laws and regulations and/or to improve the security of the system.


Agreed on _______________ day of _______________, 2019
				
	     

  Company Name: 

				
	   Signer's Name: 

				
	    Signer's Title:



[bookmark: _MON_1620122713]          


End of Data and ICT security questionnaire.

(End of Schedule 2 SQ)



9	Declaration


	9
	
I declare that to the best of my knowledge the answers submitted to these questions are correct. I understand that the information will be used in the selection process to assess my organisation’s suitability to be invited to participate further in this procurement, and I am signing on behalf of...................... (Insert name of supplier).

I understand that the Authority may reject my submission if there is a failure to answer all relevant questions fully or if I provide false/misleading information. I have provided a full list of any Appendices used to provide additional information in response to questions.

I also declare that there is no conflict of interest in relation to the Authority’s requirement.

The following appendices form part of our submission;

	Yes ☐

No ☐


	Section ref of SQ
	Supplier Appendix number

	Enter here if necessary…
	Enter here if necessary…

	
	

	SQ completed by:

	9.1
	Name
	


	9.2
	Role in Organisation
	


	9.3
	Date
	


	9.4
	Signature
	




(End of Schedule 3 SQ)


Cheshire East Borough Council
PROVISION OF HOME TO SCHOOL PLANNING AND CONTRACT MANAGEMENT SYSTEM (LOT 1) AND PUBLIC TRANSPORT ASSET DATABASE AND PUBLICITY PRODUCTION SYSTEM (LOT 2)

Period: 5 YEARS WITH OPTIONS TO EXTEND FOR 3 YEARS AND A FURTHER 2 YEARS 

SCHEDULE 4 – PRICING SCHEDULE

Pricing Schedule – [30%] of total evaluation score

Please complete the pricing schedule below for your proposed charges for the provision of:

Home to School Planning and Contract Management Ststemoftware [Lot 1]
AND/OR
Public Transport Asset Database and Publicity Production System [Lot 2]
PLEASE DELETE AS APPROPRIATE 

This should represent the full charges payable by Cheshire East Council for the initial term of 5 years available under the contract and the additional 3 and 2 year options (additional options not evaluated) - No claim for additional payment will be considered for items that have not been specified.

Please ensure that you use the following schedules.

Please note that the evaluated price will be the Total Amount Payable (excluding VAT) which must include ALL charges in respect of the term of the contract.

Failure to quote for all aspects of the project listed will result in a score of zero for this section. If no separate charge is made for any of the below please indicate the charge is “nil” rather than leave the box blank.  

		[image: CEC_jpeg_rgb]
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Lot 1 – Pricing Schedule 


See separate spreadsheet on The Chest 


Lot 2 – Pricing Schedule 



See separate spreadsheet on The Chest 



(End of Schedule 4)



Cheshire East Borough Council
PROVISION OF HOME TO SCHOOL PLANNING AND CONTRACT MANAGEMENT SYSTEM (LOT 1) AND PUBLIC TRANSPORT ASSET DATABASE AND PUBLICITY PRODUCTION SYSTEM (LOT 2)

Period: 5 YEARS WITH OPTIONS TO EXTEND FOR UP TO A FURTHER 5 YEARS

SCHEDULE 5 
ITT QUALITATIVE EVALUATION QUESTIONS

Quality Questions –70% of total evaluation score)

Introduction

These are the ITT Qualitative questions, which are contract specific and relate to the technical and professional ability of the supplier and the solution.  Please ensure you responses are in line with the word limit. Anything beyond the word limit will not be taken into consideration by the Council. “Cross Referencing an answer; from a questions response to another, will not be taken into consideration and will result in a score of zero for that question”
Tender responses should be in the English language only. Lines of computer code will not be acceptable. No more than 5 screenshots and/or graphics will be permitted per question. 

Lot 1 ONLY

Q1 – School re-planning  
Please describe how your offered product could be used to undertake a large scale re-planning exercise of home to school transport for SEND and mainstream children (e.g. ahead of a new school year where some school contracts would end / continue). 
Your response should include any features which your offered product has which would assist the user.
This question will be scored based on a 10% weighting
	Response 


Maximum word count 1,000 words 



Q2.  In year planning 
Please describe how your offered product could be used to identify home to school transport options for a single  mainstream or SEND child (e.g. if transport is required part way through a school year with existing home to school contracts in place). 
Your response should include any features which your offered product has which would assist the user.
This question will be scored based on a 5% weighting
	Response 


Maximum word count 500 words



Q3. Financial forecasting
Please describe how your offered product could be used to track previous expenditure and forecast expenditure on all children who are receiving home to school transport. Your answer should also set out how costs can be broken down for individual sub-categories of children (e.g. primary / secondary children, SEND / mainstream transport provision). 

Please also provide a high level summary of where the data is drawn from so that the Council can understand the accuracy of the figures that will be provided. 

This question will be scored based on a 10% weighting
	Response 

Maximum word count 1,000 words



Q4 – Reporting capabilities 
Please describe how your system could meet our reporting needs which are identified in the specification and if any development work would be required.  

Please also explain how a user would run a report using your offered product. 

This question will be scored based on a 10% weighting
	Response 
Maximum word count 1,000 words




Q5 - System Capabilities
Please complete the indicated column in the system specification in Appendix A detailing how your product complies with the listed system requirements, listing any minor development work that would be required.
Please note:
· Any requirement identified as a ‘must’ will be marked on a pass/fail basis.   
· For requirements identified as ‘should’ or ‘could’ that would be at additional cost, please include these costs as additions in the pricing in Schedule 4. “Shoulds” and “Coulds” will be allocated a score of 5 or 2 and the total evaluated score will be divided total possible score and then allocated the proportion of 15% (the weighting) 

Please also identify any additional features of your offered product (or offer to the Council) which are not outlined in the specification and that add value for the client.

This question will be scored based on a 15% weighting
	Response 

Maximum word count 1,500 words




Q6 – Project Implementation Plan 
Please provide an Implementation Plan which demonstrates how your software could be implemented and fully functional before the required implementation date of 20th January 2020. 
Your response should show:
· Key milestones, 
· Processes 
· Key risks and how these would be mitigated
· The method of migrating data from the current system 
· 
· Key personnel involved in the implementation of the project  

This question will be scored based on a 10% weighting
	Response 

Maximum word count 1,000 words




Q7 – Training, support and maintenance 
Please outline the training, aftercare and licensing arrangements that would be provided with your offer.

This question will be scored based on a 10% weighting
	Response 

Maximum word count 1,000 words





Lot 2 ONLY

Q1 – Preparation of Roadside Bus Stop Information
Please describe how a user would prepare updated bus stop roadside timetable information if the times of a bus service were to change. This should also include how your product meets the Equalities Act standards.

Your response should include any features which your offered product has which would assist the user.

This question will be scored based on a 15% weighting
	Response 

Maximum word count 1,500 words




Q2 Local Bus Registrations
Please describe how a user would create or update a complete local bus registration. 

Your response should also include how the Council would meet its obligations to supply data using the relevant UK data standards for Bus service registrations (both paper and EBSR), Traveline, DfT systems. 

Your response should include any features which your offered product has which would assist the user.

This question will be scored based on a 10% weighting
	Response 

Maximum word count 1,000 words




Q3 Bus stop asset inventory 
Please indicate how your offered product would meet the specification requirement to hold a database of all bus stop asset information in Cheshire East.  
This question will be scored based on a 5% weighting
	Response 

Maximum word count 500 words





Q4 Open data obligations 
Please identify how your product would meet the Council’s upcoming obligations as part of the DfT Open Data consultation.
This question will be scored based on a 15% weighting
	Response 

Maximum word count 1,500 words





Q5 - System Capabilities
Please complete the indicated column in the system specification in Appendix A detailing how your product complies with the listed system requirements, listing any minor development work that would be required.
Please note:
· Any requirement identified as a ‘must’ will be marked on a pass/fail basis.   
· For requirements identified as ‘should’ or ‘could’ that would be at additional cost, please include these costs in the pricing in schedule 4.

Please also identify any additional features of your offered product (or offer to the Council) which are not outlined in the specification and that add value for the client.
“Shoulds” and “Coulds” will be allocated a score of 5 or 2 and the total evaluated score will be divided total possible score and then allocated the proportion of 5% (the weighting)
This question will be scored based on a 5% weighting
	Response 


Maximum word count 1,000 words



[bookmark: _GoBack]
Q6 – Project Implementation Plan 
Please provide an Implementation Plan which demonstrates how your software could be implemented and fully functional before the required implementation date of 20th January 2020. 
Your response should show key milestones, and processes as well as identifying key risks and how these would be mitigated. 

This question will be scored based on a 10% weighting
	Response 

Maximum word count 1,000 words




Q7 – Training, support and maintenance
Please outline the training, aftercare and licensing arrangements that would be provided with your offer.

This question will be scored based on a 10% weighting
	Response 

Maximum word count 500 words








End of Schedule 5 ITT Response














Cheshire East Borough Council
PROVISION OF HOME TO SCHOOL PLANNING AND CONTRACT MANAGEMENT SYSTEM [(LOT 1] ) AND PUBLIC TRANSPORT ASSET DATABASE AND PUBLICITY PRODUCTION SYSTEM [(LOT 2])

Period: 5 YEARS WITH OPTIONS TO EXTEND FOR 3 YEARS AND A FURTHER 2 YEARS 

SCHEDULE 6

COMPLIANCE WITH SPECIFICATION & SCOPE OF REQUIREMENTS

This section will be evaluated on a pass / fail basis 

Please confirm you have complied with the stated specification included within this RFQ document, by entering an ‘X’ in the field below:

Yes ☐
If ‘NO’ please advise areas of non compliance in the field below:

	





Please also confirm that you accept and will comply with the terms and conditions of the contract that has been supplied with the tender documentation, as they will not be open to negotiation post award.

Yes ☐





Cheshire East Borough Council
PROVISION OF HOME TO SCHOOL PLANNING AND CONTRACT MANAGEMENT SYSTEM [(LOT 1] ) AND PUBLIC TRANSPORT ASSET DATABASE AND PUBLICITY PRODUCTION SYSTEM [LOT 2])


SCHEDULE 7

DECLARATION

I/We certify that the information supplied by me/us in this document is accurate to the best of my/our knowledge.  I/We understand that the giving of false or incomplete information could result in my/our exclusion from the quotation exercise and may result in Criminal Proceedings.

I/We also understand that it is a Criminal Offence, punishable by imprisonment, to give or offer any gift or consideration whatsoever as an inducement or reward to any servant of a public body and that any such action will empower the Council to cancel any contract currently in force and will result in my/our exclusion from the quotation exercise. As per the bribery act 2010.
I/We certify that I/we have not now or will in the future, canvassed or solicited any member, officer or employee of the council and any other companies in the group of which the council forms part, in connection with this document and that to the best of our knowledge and belief no person employed by me/us or acting on my/our behalf has done such an act.

Signed for on the behalf of the Organisation:      

Name:      

Position/Status in the Organisation:      

Date:      


End of Schedule 6 7 ITT Response
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[bookmark: h.gjdgxs][bookmark: _GoBack]Cheshire East Council ICT Security – (Private Cloud)

Instruction:

1. The work limit for your response to each question is 500.

2. Diagrams and pictures can be used in your response.

		Ref

		Requirements

		500 word maximum for your written response.



		1

		ICT Security and Data Protection

		



		1.01

		Confidentiality

		Response



		1.01.1

		Any passwords stored by the solution should be stored in a manner that prevents them from being read, disclosed or otherwise compromised. 

Please describe how the solution meets requirements.

		



		1.01.2

		The solution’s appointed security supervisors / administrators should be able to issue new passwords in the event of users forgetting their passwords. Users should be prompted to change their password at regular intervals.

Please describe how the solution meets requirements.

		



		1.01.3

		The solution shall have full audit trail functionality available and attributable to individual solution users, using role based access permissions.  These may include but not be limited to:
• Successful login / logout
• Unsuccessful login / logout
• Unauthorised access (where applicable)
• Record or data access attempts
• Privileged system changes (e.g. account management, policy changes, device configuration)
•Location of access (IP address)

Please describe how the solution meets requirements. Can the log data be exported and in what format should the client wish to import into an internal SIEM (security incident and event management) solution? 

		





		1.01.4

		The solution shall enable only approved Council staff to authorise setup and amend user accounts.

Please describe how the solution meets requirements.  

		



		1.01.5

		The solution should achieve equivalent strength & configurability of password management as that provided by the Council's implementation of Active Directory, including control over minimum password length, password composition and complexity, frequency of password changes and re-use of passwords.

Please describe how the solution meets requirements.



Please ensure, as a minimum, that your response meets with Council’s Code of Practice: 



•	A password should be at least eight characters in length.

•	Contain characters from three of the four categories: uppercase; lowercase; 0 through 9; or special characters (*&^%$£”! etc.).

•	Not contain two of the same characters consecutively.

•	Be difficult for anyone else to guess.

•	Be kept confidential and not shared with anyone, not written down, and not included as part of an automated routine e.g. stored in a macro.

•	Be changed regularly and not used again for at least 12 months.



		



		1.01.6

		Identity management such as SAML, ADFS, Open ID or 2 factor authentication is important in reducing the risk of unauthorised access. Please provide details of any identity management controls that your solution employs.


If SAML is supported, please provide further clarification on what is provided within the SAML token.



Do you provide clients with strong (multifactor) authentication options (digital certs, tokens, biometrics, geographic location?  etc.) as an authentication factor for user access?

Please describe how the solution meets requirements.



		



		1.01.7

		Describe how the solution can utilise Identity Management to provide authentication to citizens, if required.

Please describe how the solution meets requirements.



		



		1.01.8

		Please list how you segregate production data from other non-production environments e.g. Development, Test, UAT?



		



		1.01.9

		Please list controls that ensure that data is separated appropriately for environments that are used for purposes other than production e.g. test, UAT.  Controls should include anonymisation, auditing, access restrictions, logically and physically segregated reduction and non-production environments, and separate retention capabilities.  

		



		1.01.10

		The solution shall provide a mechanism to restrict access to the system, based on user role so that only known endpoints have the ability to connect.

Please describe how the solution meets requirements.



		



		1.01.11

		Policies and procedures shall be established and maintained in support of data security to include (confidentiality, integrity, and availability) across multiple system interfaces, jurisdictions, and business functions to prevent improper disclosure, alternation, or destruction.



Please confirm audit controls and procedures that are in place across application interfaces or any relevant standards in use?



		



		1.01.12

		The solution should comply with the principles of the of the UK data protection act 1998.

Please describe how the solution meets requirements and provide details of your compliance.



		



		1.01.13

		Please confirm whether the implementation of your solution requires any integration with corporate architecture to enable successful delivery e.g. email.



Please describe the necessary elements needed to facilitate the integration and any resource requirements.



		



		1.01.14

		Applications and programming interfaces (APIs) shall be designed, developed, deployed, and tested in accordance with leading industry standards and adhere to applicable legal, statutory, or regulatory compliance obligations.

Please list the controls that you have in place for example:-
Do you publish a list of all APIs available in the service and indicate which are standard and which are customised?
Automated source code analysis tool to detect security defects in code prior to production?
Manual source-code analysis to detect security defects in code prior to production?
Assurance that all of your software suppliers adhere to industry standards for Systems/Software Development Lifecycle (SDLC) security?
Review of applications for security vulnerabilities and address any issues prior to deployment to production?

		



		1.01.15

		Please confirm if the environment is capable of holding Credit Card data and have relevant PCI compliance (PA DSS, PCI DSS). Please provide further details.



		



		1.01.16

		Are controls in place to prevent unauthorised access to your application, program or object source code, and assure it is restricted to authorised personnel only?

		



		1.02

		Integrity

		



		1.02.1

		Independent reviews and assessments shall be performed at least annually to ensure that the organisation addresses nonconformities of established policies, standards, procedures, and compliance obligations. Please describe how your solution meets this requirement and consider the following :-



- Network and application penetration tests of the service infrastructure regularly, as prescribed by industry best practices and guidance? 

-External third party services employed to conduct vulnerability scans and periodic penetration tests to validate risks on your applications?

-Do you allow clients to view your ISO 27001 or similar third-party audit or certification reports?

-Do you conduct internal and external audits regularly as prescribed by industry best practices and guidance?

-Are the results of internal and external audits available to clients at their request?

-Do you permit clients to perform independent vulnerability assessments?

		





		1.02.2

		Robust controls or counter measures should be provided by the system to ensure the confidentiality, integrity and availability of system data.

Please provide details of any previous data loss, data breach processes.

		



		1.02.3



		Are data input and output integrity routines (i.e., reconciliation and edit checks) implemented for application interfaces and databases to prevent manual or systematic processing errors or corruption of data?



		



		1.02.4

		The solution shall provide end to end encryption which includes data transmitted between clients and services i.e. server and back-end platforms (including any login credentials).

Please describe how the solution meets requirements.



		



		1.02.5

		Are routine electronic transfers of data containing sensitive data done through secure methods, and is the data encrypted before transfer? 



		



		1.02.6

		Are encryption methods that meet Advanced Encryption Standards (AES) always used to move sensitive data? 



		



		1.02.7

		Are ancillary or working data sets containing sensitive data encrypted when not in use?



		



		1.02.8

		Organisational policies, industry or government regulations and compliance, may require the use of encryption “at rest” to protect corporate data. Please describe if your solution has the capability for encrypting “data at rest” as part of the proposed solution and what protective marking level the solution is accredited too. 



		



		1.01.9

		Please list the change controls process for development of new or updated applications, systems, databases, infrastructure, services, operations and facilities?

Indicate whether you follow specified standards e.g. ITIL 



		



		1.01.10

		Do you have controls in place to ensure that standards of quality are being met for all software development?

		



		1.01.11

		Is documentation describing known issues with certain products/services available?

		



		1.01.12

		Are there policies and procedures in place to triage and remedy reported bugs and security vulnerabilities for product and service offerings?

		



		1.01.13

		Are systems in place to monitor for privacy breaches and notify clients expeditiously if a privacy event may have impacted their data?

		



		1.01.14

		Are policies and procedures established and measures implemented to strictly limit access to your sensitive data and client data from portable and mobile devices within your organisation, including supply chain 3rd parties (e.g., laptops, cell phones and personal digital assistants (PDAs), which are generally higher-risk than non-portable devices (e.g., desktop computers at the provider organisation’s facilities)?

		



		1.01.15

		Do you provide clients with a role definition document clarifying your administrative responsibilities versus those of the client?

		



		1.01.16

		Please detail any controls around access to client data (including metadata).

Your answer should include :-


Who can request access to data and how this is provide along with any information gathering or collection that takes place including mining of data or metadata.
If you collect or create metadata about client data usage through inspection technologies (search engines, etc.)?



		



		1.03

		Availability

		



		1.03.1

		Suppliers shall detail the controls in place to ensure their systems and solutions are patched efficiently and effectively and cover against potential threats (this can include zero day exploits and known threats).



		



		1.03.2

		The supplier shall detail how the solution shall enable the installation of software updates without requiring the solution to be re-installed and without causing major operational disruption.



		



		1.04

		Compliancy & Certification

		



		1.04.1

		The system/supplier should comply with industry recognised standards and guidance, such as: 
•       ISO 20000 (ITIL) 
•       ISO 25777 (ICT Continuity).
•       ISO 25999 (Business Continuity).
•       ISO 9001:2000.
•       ISO 27001 (Information Security Management System) (formerly BS 7799).
•       ISO 270035:2011 (Information Security Incident Management)
•       ISO 14001 (Environmental Management System)


Please provide details of any security certification that your company holds

Please describe how the solution meets requirements



		





		1.04.2

		Please describe how the system complies with all current relevant legislation pertaining to computer systems and data management. This will include specifically, although not exclusively, the Computer Misuse Act and the Data Protection Act. Also describe how this compliance is reviewed and maintained.

Please describe how the solution meets requirements 



		



		1.04.3

		Please detail whether you have been assessed and awarded certification to the standards set out within the UK Governments “Cyber Essentials or Cyber Essentials Plus Scheme”, including any supporting evidence.

		



		1.05

		Hosted Solution

		



		1.05.1

		The authority requires provision for data protection and the archiving and deletion of personal data. The supplier must provide details showing how these requirements will be met.

		



		1.05.2

		The authority requires provision for data protection and the archiving and deletion of personal data. The supplier must provide details showing how these requirements will be met.

		



		1.05.3

		Please detail how the solution will be hosted (e.g. Private Cloud) and responsibility for the following:

Data Security 
Application Security 
Platform Security 
Infrastructure Security 
Physical Security

Please confirm awareness and adoption of CESG Cloud Security Principles https://www.gov.uk/government/publications/cloud-service-security-principles/cloud-service-security-principles 

		



		1.06

		Network compatibility

		



		1.06.1

		Is the solution capable of traversing a network that uses Network Address Translation (NAT)?

Please describe how the solution meets requirements.



		



		1.06.2

		List all of the TCP ports that the system uses in all communications across the network.



		



		1.06.3

		What network protocols are to be used?  e.g. DNS, DHCP, TCP, TFTP, HTTP, HTTPS, UDP etc.
Please provide details.



		



		1.07

		Business Continuity and Disaster Recovery (BCDR)

		



		1.07.1

		The supplier is to provide details of their disaster recovery/business continuity (BCDR). Please provide a method statement demonstrating how it proposes to manage operational risks and what steps it will put in place to ensure that the likelihood of a disaster occurring is reduced/mitigated. 



		





		1.07.2

		Please provide details of personnel security screening and security education undertaken by employees.



		



		1.07.3

		Please provide details of what and how audit records are provided to the client to monitor access to the service or data held.



		





		1.07.4

		Please provide details of protective monitoring undertaken within the service platforms.



		



		1.07.5

		Do you provide tenants with documentation showing the transport route of their data between your systems?

		





		1.07

		Network Requirements

		





		1.07.1

		What is the maximum required bandwidth for a single connection to the system (one user)?
Is this scalable equally to greater numbers?
 e.g. 1 client = 1meg so 10 clients = 10meg

Please describe how the solution meets requirements.

		



		1.07.2

		What is the peak bytes/second transmitted to the network by the heaviest using client?  



		



		1.07.3

		What is the maximum permissible network latency between Client and Server in milliseconds? 

		



		1.07.4

		What is the average bytes/second transmitted to the network by the heaviest using client?

		



		1.07.5

		What is the peak bytes/second transmitted to the network by the system under its maximum load?  



		



		1.07.6

		What is the average bytes/second transmitted to the network by the system under its maximum load?  



		



		1.08.1

		Does the application require a link through the wide area network to an external network (e.g. the Internet)?  What Internet sites and protocols does the application need to contact? 



		





		1.09

		Remote support requirements

		





		1.09.1

		Does the supplier of the system require any remote support connections into the wide area network for ongoing support or upgrades by the supplier?

  

Please describe the requirements.
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Cheshire East Council ICT Security Hosted Procurement Questionnaire

As part of the selection process Suppliers must demonstrate compliance with the security criteria listed by responding in writing to every relevant statement and question. Validation of the answers provided by the supplier may be conducted during the review/audit process.  Any erroneous information could limit the vendor's ability to finalise implementation of the proposed solution. 

 Suppliers are expected to maintain an awareness of the laws and regulations applicable to the use of the proposed solution in a Local Authority environment.																			

Documentation

The Supplier should provide security whitepapers, technical documents, or copies of policies as necessary to fully demonstrate compliance with the requirement. Failure to provide the necessary information to meet the requirements in this section could lead to potential disqualification.											

Compensating Controls and Descriptions

All statements and questions below are mandatory unless they are not applicable.  The Supplier must clearly explain why a given question is not applicable.  For all other questions, if a requirement cannot be met, the Supplier still has an opportunity to meet the requirement by the use of compensating controls. Compensating controls must be described in full.  When more room is needed to fully explain the compensating control, attachments can be included in the response so long as such attachments are labelled and cross-referenced in the response. In such circumstances, the Supplier must provide a full explanation of the compensating control including an explanation of how the control meets the intent of the original question. Cheshire East Council has the sole right to determine if a proposed compensating control is an acceptable solution.	

In some instances, Cheshire East Council has requested that the Supplier provide a description to accompany their response to a particular statement or question below.  Descriptions are requested when an answer alone could be deceptive without further detail.  When more room is needed to provide a complete description, attachments can be included in the response so long as such attachments are labelled accordingly.  Cheshire East Council has the sole right to determine if the details provided describe a solution that truly meets or exceeds the needs of Cheshire East Council.





Suppliers/Product Information (MUST BE COMPLETED)

Suppliers Name and Contact Information:



Product Name and Brief Description:

Supplier represents and warrants that their responses to the questions are accurate and that the system configuration will continue to conform to these answers unless mutually agreed upon by Cheshire East Council and the Supplier.  Supplier further agrees to work with Cheshire East Council in good faith to maintain compliance with new laws and regulations and/or to improve the security of the system.



Agreed this _______________ day of _______________, 20__



				

	       Company Name



				

	        Signer's Name



				

	         Signer's Title

																			

																			

																		


Cheshire East Council ICT Security

Instruction:

1. The work limit for your response to each question is 500.

2. Diagrams and pictures can be used in your response.

		Ref

		Requirements

		500 word maximum for your written response.



		1

		ICT Security and Data Protection

		



		1.01

		Governance

		Response



		1.01.1

		Please provide full contact details of your appointed Senior responsible named officer, associated personnel and resources who will act as a first point of contact and conduct ongoing management of security incidents including identification, managing and agreed reporting procedures for actual or suspected security breaches.



		



		1.01.2

		Please confirm if your appointed responsible named officer also has the responsibility for risk management within your organisation. If not please supply full contact details of the person responsible for risk management

		



		1.01.3

		Provide details of the name, contract function and details of any proposed subcontractors you will use

		



		1.01.4

		Please provide you overarching policy covering information security/data protection policy.

		



		1.01.5

		Are your policies reviewed at regular intervals and if so how often?

		



		1.01.6

		In order to assure all security holding and sharing of data CEC require a clear "warranty" from the Supplier that all data provided, stored and accessed at any proposed subcontractor (including Data Centre’s) will be treated with rigour as required by the contract

		



		1.01.7

		Please outline how you will monitor and gain assurance that subcontractors are compliant with the security requirements in accordance with the contract terms

		



		1.02

		Confidentiality

		



		1.02.1

		Please confirm how this is provided and managed and/or your agreement to implementing this requirement.

		



		1.02.2

		Do you require your staff and subcontractors to confirm confidentiality as part of their conditions of employment?

		



		1.02.3

		Provide agreement here that, where at the written request of the Authority, the Supplier shall obtain individual confidentiality statements from supplier’s personnel including subcontractors.

		



		1.02.4

		Any passwords stored by the solution should be stored in a manner that prevents them from being read, disclosed or otherwise compromised. 



Please describe how the solution meets requirements

		



		1.02.5

		The solution’s appointed security supervisors / administrators should be able to issue new passwords in the event of users forgetting their passwords. Users should be prompted to change their password at regular intervals.

Please describe how the solution meets requirements.

		



		1.02.6

		The solution shall have full audit trail functionality available and attributable to individual solution users, using role based access permissions.  These may include but not be limited to:
• Successful login / logout
• Unsuccessful login / logout
• Unauthorised access (where applicable)
• Record or data access attempts
• Privileged system changes (e.g. account management, policy changes, device configuration)
•Location of access (IP address)

Please describe how the solution meets requirements. Can the log data be exported and in what format should the client wish to import into an internal SIEM (security incident and event management) solution? 

		





		1.02.7

		The solution shall enable only Authorised Council staff to authorise setup and amend user accounts.

Please describe how the solution meets requirements.  

		



		1.02.8

		The solution should achieve equivalent strength & configurability of password management as that provided by the Council's implementation of Active Directory, including control over minimum password length, password composition and complexity, frequency of password changes and re-use of passwords.

Please describe how the solution meets requirements.



Please ensure, as a minimum, that your response meets with Council’s Code of Practice: 



•	A password should be at least eight characters in length.

•	Contain characters from three of the four categories: uppercase; lowercase; 0 through 9; or special characters (*&^%$£”! etc.).

•	Not contain two of the same characters consecutively.

•	Be difficult for anyone else to guess.

•	Be kept confidential and not shared with anyone, not written down, and not included as part of an automated routine e.g. stored in a macro.

•	Be changed regularly and not used again for at least 12 months.

		



		1.02.9

		Identity management such as SAML, ADFS, Open ID or 2 factor authentication is important in reducing the risk of unauthorised access. Please provide details of any identity management controls that your solution employs.


If SAML is supported, please provide further clarification on what is provided within the SAML token.



Please describe how the solution meets requirements.

		



		1.02.10

		Describe how the solution can utilise Identity Management to provide authentication to citizens.

Please describe how the solution meets requirements.

		



		1.02.11

		The solution shall provide a mechanism to restrict access to the system, based on user role so that only known endpoints have the ability to connect.

Please describe how the solution meets requirements.

		







		1.02.12

		Do you have controls in place to restrict and monitor the installation of unauthorised software onto systems which may host or connect to council data?

		



		1.02.13

		Please detail any controls that are in place to segregate client data e.g. when traversing across organisational boundaries over the internet.

		



		1.02.14

		Please list how you segregate production data from other non production environments e.g. Development, Test, UAT?

		



		1.02.15

		Please describe any controls in place to prevent data leakage or intentional/accidental compromise between tenants in a multi-tenant environment?

		



		1.02.16

		Do you restrict, log and monitor access to your information security management systems? (E.g. hypervisors, firewalls, vulnerability scanners, network sniffers, APIs, etc.)

		



		1.02.17

		Higher levels of assurance are required on hosted environments to detect potentially suspicious network behaviours and/or file integrity anomalies, and to support forensic investigative capabilities in the event of a security breach.



Please list controls for collection, protection, retention, and lifecycle management of audit logs, adhering to applicable legal, statutory, or regulatory compliance obligations and providing unique user access accountability including voice/call recording.



Responses should also include details of whether :-



File integrity (host) and network intrusion detection (IDS) tools are implemented to help facilitate timely detection, investigation by root cause analysis and response to incidents?

Physical and logical user access to audit logs are restricted to authorised personnel?

Audit logs are centrally stored and retained?

Audit logs are reviewed on a regular basis for security events (e.g. with automated tools)?

You use a synchronised time-service protocol (e.g. NTP) to ensure all systems have a common time reference?

Security Information and Event Management (SIEM) is in use and if it merges data sources (app logs, firewall logs, IDS logs, physical access logs, etc.) for granular analysis and alerting?



		



		1.02.18

		Please list controls that ensure that data is separated appropriately for environments that are used for purposes other than production e.g. test, UAT.  Controls should include anonymisation, auditing, access restrictions, logically and physically segregated reduction and non-production environments, and separate retention capabilities.  

		



		1.02.19

		Have you tested your security incident response plans in the last year?

		



		1.02.20

		Please describe the Incident Management measures you will operate within your organisation and how you will implement them – Please attach any relevant policies 

		



		1.02.21

		Please confirm that you will notify the Authority immediately should any incident occur which could compromise Authority Data

		



		1.02.22

		Do third-party agreements include provision for the security and protection of information and assets?

		



		1.02.23

		The supplier shall provide assurances on the physical destruction of media containing personal data to prevent accidental disclosure. This may arise due to hardware replacement programme or in the case of contract termination etc.

Employs "Data Destruction Software" certified to recognised international standards, including but not limited to, CESG HMG Infosec Standard No: 5 Secure Sanitisation (Baseline and Enhanced), Navy Staff Office Publication (NAVSO P-5239-26), US National Security Agency Overwrite standard and US Department of Defence Standard, dependant on impact level.

Please describe how the solution meets requirements.

		



		1.02.24

		Policies and procedures shall be established and maintained in support of data security to include (confidentiality, integrity, and availability) across multiple system interfaces, jurisdictions, and business functions to prevent improper disclosure, alternation, or destruction.

Please confirm audit controls and procedures that are in place across application interfaces or any relevant standards in use in the organisation?

		



		1.02.25

		Any access given to 3rd parties must only be to a level for the tasks they are required to perform and must be controlled and logged throughout.

Please describe how the solution meets requirements.

		



		1.02.26

		The solution should comply with the principles of the of the UK Data Protection Act 2018.

Please describe how the solution meets requirements and provide details of your compliance including your data registration number.

		



		1.02.27

		Please confirm if your organisation is considering off shoring in relation to the proposed solution and that Authority approval will be sought and gained before off shoring processes or storage of Authority Data.

		



		1.02.28

		Please confirm whether the implementation of your solution requires any integration with corporate architecture to enable successful delivery.



Please describe the necessary elements needed to facilitate the integration and any resource requirements, including if Browser Extension(s) are used within your solution offering or API including standards adhered to e.g. https://www.gov.uk/guidance/gds-api-technical-and-data-standards

		



		1.02.29

		Please confirm whether the solution will need to send email from a Cheshire East managed email domain e.g. cheshireeast.gov.uk. If so:

Please provide the IP address of the mail server(s) that will be used so that these can be added as an authorised email server for our domain.



Please confirm that the solution supports DKIM signing of all emails generated.



		



		1.02.30

		How do you transfer Authority data to and from your subcontractors?

		



		1.02.31

		Please describe how your organisation classifies data and how assets are managed.

Provide any policies for handling, storing, copying or transferring assets i.e. asset registers.

		



		1.02.32

		Please confirm if the environment is capable of holding Credit Card data and have relevant PCI compliance (PA DSS, PCI DSS). Please provide further details.

		



		1.03

		Integrity

		



		1.03.1

		Independent reviews and assessments shall be performed at least annually to ensure that the organisation addresses nonconformities of established policies, standards, procedures, and compliance obligations. Please describe how your solution meets this requirement and consider the following :-



-Do you conduct network and application penetration tests of your cloud service infrastructure regularly as prescribed by industry best practices and guidance? 

-Do you have external third party services conduct vulnerability scans and periodic penetration tests to validate risks on your applications and networks?

-Are the results of the penetration tests available to tenants at their request?

-Do you allow tenants to view your ISO 27001 or similar third-party audit or certification reports?

-Do you conduct internal and external audits regularly as prescribed by industry best practices and guidance?

-Are the results of internal and external audits available to tenants at their request?

-Do you permit tenants to perform independent vulnerability assessments?



		



		1.03.2

		The solution shall have robust mechanisms for protection against attacks affecting system integrity, availability and confidentiality. The solution’s functional security claims shall be formally and independently accredited. 

Please describe how the solution meets requirements and supply evidence of the independent accreditation 



		





		1.03.3

		Robust controls or counter measures should be provided by the system to ensure the confidentiality, integrity and availability of system data.

Please provide details of any previous data loss, data breach processes and associated policies  and incident management processes

		



		1.03.4

		What will you do when a vulnerability impacting your product/service is discovered? 

· Is there governance and process in place to deal with security incidents (i.e. how are vulnerabilities reported and triaged)? 

· When vulnerability is discovered, have you thought about the processes which are needed to respond? 

· Is the product or service maintainable when a security vulnerability is uncovered? For example can the patching process be made easier for the customer? 

		



		1.03.5

		The solution shall provide end to end encryption which includes data transmitted between client and services i.e. server and back-end platforms (including any login credentials).

Please describe how the solution meets requirements.

		



		1.03.6

		Are routine electronic transfers of data containing sensitive data done through secure methods, and is the data encrypted before transfer? 

		



		1.03.7

		Are encryption methods that meet Advanced Encryption Standards (AES) always used to move sensitive data? 

		



		1.03.8

		Are ancillary or working data sets containing sensitive data encrypted when not in use?

		



		1.03.9

		Organisational policies, industry or government regulations and compliance, may require the use of encryption “at rest” to protect corporate data. Please describe if your solution has the option for encrypting “data at rest” as part of the proposed solution and what protective marking level the solution is accredited too. 

		



		1.03.10

		Please confirm details of data segregation which is applied to the tenant data environment to enable controls can be applied (i.e. Retention schedules, deletion policies).  

		



		1.03.11

		Are scripts accessible and in use to delete or anonymise test data?

		



		1.03.12

		Are there policies and procedures in place to triage and remedy reported bugs and security vulnerabilities for product and service offerings?

		



		1.03.13

		Are systems in place to monitor for privacy breaches and notify clients expeditiously if a privacy event may have impacted their data?

		



		1.03.14

		Are policies and procedures established and measures implemented to strictly limit access to your sensitive data and client data from portable and mobile devices within your organisation, including supply chain 3rd parties (e.g., laptops, cell phones and personal digital assistants (PDAs), which are generally higher-risk than non-portable devices (e.g., desktop computers at the provider organisation’s facilities)?

		



		1.03.15

		Please detail any controls around access to client data (including metadata).

Your answer should include :-

Who can request access to data and how this is provide along with any information gathering or collection that takes place including mining of data or metadata.

If you collect or create metadata about client data usage through inspection technologies (search engines, etc.)?

		



		1.04

		Availability

		



		1.04.1

		The solution’s underlying hardware, operating system and software component platforms (i.e. Windows, SQL) must have their own current vendor security patches and firmware updates are applied without causing disruption to the solution and without voiding the systems support arrangements. 

Please give examples of where critical security vulnerability has been identified in the past and state timeline for issuing a tested patch.

		



		1.04.2

		Suppliers shall detail the controls in place to ensure their systems are patched efficiently and effectively and cover against potential threats (this can include zero day exploits and known threats).

		



		1.04.3

		The supplier shall detail how the solution shall enable the installation of software updates without requiring the solution to be re-installed and without causing major operational disruption.

		



		1.04.4

		Can you confirm that any external facing URL is sufficient for the data classification held and free from known vulnerabilities? The Council will use “Web Check" offered by the NCSC (National Cyber Security Centre), as part of its audit check on an annual basis to confirm assurance to minimal standards. The use of Web Check is to validate user data is protected, if protective technologies such as HTTP strict transport security (HSTS) and content security policy (CSP) are in place. 

		



		1.05

		Compliancy & Certification

		



		1.05.1

		The system/supplier should comply with industry recognised standards and guidance, such as: 
•       ISO 20000 (ITIL) 
•       ISO 25777 (ICT Continuity).
•       ISO 25999 (Business Continuity).
•       ISO 9001:2000.
•       ISO 27001 (Information Security Management             System) (formerly BS 7799).
•       ISO 270035:2011 (Information Security Incident Management)
•       ISO 14001 (Environmental Management System)

Please provide details of any security certification that your company holds

Please describe how the solution meets requirements

		





		1.05.2

		Please describe how the system complies with all current relevant legislation pertaining to computer systems and data management. This will include specifically, although not exclusively, the Computer Misuse Act and the Data Protection Act. Also describe how this compliance is reviewed and maintained.

Please describe how the solution meets requirements 

		



		1.05.3

		Please detail whether you have been assessed and awarded certification to the standards set out within the UK Governments “Cyber Essentials or Cyber Essentials Plus Scheme”, including any supporting evidence.

		



		1.05.4

		Please detail your awareness and adoption of the responsibilities set out in the EU Directive 2016/2102 due for adoption September 2018, by the UK Government.

Further guidance is included below:

https://ec.europa.eu/digital-single-market/en/web-accessibility

https://webdevlaw.uk/2016/12/05/plain-english-guide-eu-accessibility-directive/

		



		1.05.5

		Please detail your awareness and adoption of the responsibilities set out in the EU Directive for NIS (Network and Information Systems) and Directive 95/46/EC  GDPR (General Data Protection Regulation) due for adopted May 2018, by the UK Government.

Further NCSC (National Cyber Security Centre) guidance is included below:

https://www.ncsc.gov.uk/guidance/nis-guidance-collection

https://www.ncsc.gov.uk/guidance/cyber-assessment-framework-caf

		



		1.05.6

		If this system requires or would benefit from an Address Validation/Lookup feature then please note that Cheshire East Council’s preferred methodology is that the system interfaces to an in-house web-service (details of which are available on request) which provides access to our centralised Address repository (and which is maintained daily). This ensures that any Address Data accessed is always the most current version available.

In the event that the system is not capable of using the CE web-service, then National Land and Property Gazetteer (NLPG) data can be provided at a regular frequency via Change Only Update (COU) files in their native format (currently DTF 7.3.3.1)

Please be aware that any supplier who wishes to access Cheshire East Council’s LLPG/NLPG data (in whatever guise) will be expected to sign the PSMA (Public Sector Mapping Agreement) Contractor licence which is available here

https://www.ordnancesurvey.co.uk/docs/licences/psma-standard-contractor-licence-form-field.docx

Prospective suppliers must confirm 

(i) whether they propose to utilise Cheshire East Council’s LLPG/NLPG data.

If the answer to (i) above is affirmative, prospective suppliers must then also confirm

(ii) the proposed method by which their system will access the data (web-service or consumption of raw data into an internal Gazetteer (Address lookup database)) 

(iii) acceptance of the terms found in the PSMA Contractor Licence

(iv) the coverage of the data required (Cheshire East Council or Cheshire East Council plus neighbouring Authorities)

(v) whether the Unique Property Reference Number (UPRN) associated with an address is stored within the system. Please note that Cheshire East Council interprets the UPRN as Personally Identifiable Information (PII) under GDPR.

		



		1.06

		Hosted Solution

		



		1.06.1

		Please confirm if data will be hosted and processed within the EEA (European Economic Area) and adherence to Chapter 5 (Transfers of personal data to third countries or international organisations) of GDPR (General Data Protection Regulation) in relation to data transfers.

Please review the ICO Guidance on data transfers and provide details of data centre locations and service management location.



		



		1.06.2

		The authority requires provision for data protection and the archiving and deletion of personal data. The supplier must provide details showing how these requirements will be met.

		



		1.06.3

		Please detail how the solution is presented to users (i.e. over the internet, Corporate Client / Server install, Private VPN connection).

		



		1.06.4

		Has a technical analysis of the design and/or implementation been conducted from a security point of view? 

- A review could cover all or a part of the development lifecycle, from Concept through to Design, Implementation and Operation 

- An analysis can be done using internal personnel with cyber security expertise, or use of an independent third party organisation 

- Consider what a reviewer might need in terms of documentation, source code or physical access to the product/service 

		



		1.06.5

		Do you know what third party elements your product is dependent on, and do you have adequate support when vulnerabilities are found in them?

		



		1.06.6

		Please detail how the solution will be hosted (e.g. Public Cloud, Private Cloud) and whether it will be delivered as SAAS, PAAS or IAAS. Include in the response responsibility for the following (e.g. tenant, hosting provider, suppler).

Data Security 
Application Security 
Platform Security 
Infrastructure Security 
Physical Security

Please confirm awareness and adoption of NCSC Cloud Security Principles https://www.ncsc.gov.uk/guidance/implementing-cloud-security-principles

https://www.ncsc.gov.uk/design-principles

		



		1.07

		Network compatibility

		



		1.07.1

		Is the solution capable of traversing a network that uses Network Address Translation (NAT)?

Please describe how the solution meets requirements.

		



		1.07.2

		List all of the TCP ports that the system uses in all communications across the network.

		



		1.07.3

		What network protocols are to be used?  e.g. DNS, DHCP, TCP, TFTP, HTTP, HTTPS, UDP etc.
Please provide details.



		



		1.08

		Business Continuity and Disaster Recovery (BCDR)

		



		1.08.1

		The supplier is to provide details of their disaster recovery/business continuity (BCDR). Please provide a method statement demonstrating how it proposes to manage operational risks and what steps it will put in place to ensure that the likelihood of a disaster occurring is reduced/mitigated. 

		



		1.08.2

		Please provide details of protective monitoring undertaken within the service platforms.

How many premises/sites will be used in the delivery of this solution?

		



		1.08.3

		If multiple sites are involved in the delivery of the solution then please describe your premises setup. E.g. whether it involves being a sole occupier of buildings owned by your organisation or within a multiple occupancy site that your organisation does not own, or another configuration.

		



		1.08.4

		Please describe the building security physical and technical measures you will operate for your premises to ensure that Authority Data is protected from unauthorised access, theft or damage – Please attach any relevant policies.



		





		1.09

		Legal and Contractual Obligations

		





		1.09.1

		Describe the specific measures you will operate and how you will implement them - please attach the relevant policies



Describe organisational and individual responsibilities for information security and explain how they are clearly defined. Are all staff aware of the security breach policy and potential sanctions available for inappropriate behaviour?



Is a process in place to ensure your organisation is kept up to date with relevant current and emerging best practice?





		



		1.10

		Personnel Security

		





		1.10.1

		Please provide details of personnel security screening to manage the security vetting of staff

		



		1.10.2

		How many of your personnel access, handle and process Authority Data?

		



		1.10.3

		How many of your subcontractor personnel access, handle and process Authority Data?

		



		1.10.4

		Please provide details of what and how audit records are provided to the client to monitor access to the service or data held.

		







		1.11

		Staff Training and Awareness

		





		1.11.2

		Please describe the specific measures you operate and there implementation - please attach the relevant policies – if using Social Media.



Is your organisation proposing to use any form of social media in the delivery of this service? If yes, please provide detail? Please confirm that you will not use any form of social media, without prior approval/consent by Cheshire East Council.

		







OFFICIAL

OFFICIAL

OFFICIAL

		

1

		 ICT Security Questionnaire V14.0








image4.emf
Lot 1 Pricing  Schedule.xlsx


image5.emf
Lot 2 Pricing  Schedule.xlsx


image6.emf
LOT 1 Home to  school planning.xlsx


image7.emf
Lot2  Specification  Public Transport Asset Database.xlsx


image3.jpeg
AN
I’IIII)

Cheshire Ec/;’s/”t\\h

CouncilZ




