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A1:  Invitation to Tender

	Invitation to Tender No:  

CP1123-15
	
	DEVON COUNTY COUNCIL
Devon Procurement Services

Room 120, County Hall,

Exeter, Devon  EX2 4QD


	Tender for:


Period of Contract:
	Committee Management System
3 year term with optional extensions (2 further extensions of 24 months each)
	Due for return by 12 Noon on:

Friday 28th August 2015


Conditions of Invitation (Qualification)
1.
Tenders are invited for the supply of the goods or services specified or described in the invitation.  

2.
The contract shall be subject to the Authority’s Standard Conditions of Contract.  Wherever special conditions of contract are contained in the invitation to tender, the contract shall be subject to those special conditions in addition to the Standard Conditions of Contract, and where those special conditions are inconsistent with the Authority’s Standard Conditions of Contract, the special conditions shall prevail. Offers by tenderers made subject to additional or alternative conditions may not be considered and may be rejected on the grounds of such conditions alone.
3.
The Authority does not bind itself to accept the lowest or any tender, and reserves the right to accept a tender either in whole or in part, for such item or items specified in the invitation to tender, and for such place or places of delivery as it thinks fit, each item and establishment being for this purpose considered as tendered for separately.

4.    The Authority reserves the right, subject to relevant laws, and at any time, to reject any Tender Response and/or to terminate discussions with any of the Tenderers.

5     This Invitation to Tender (ITT) together with any other information to be provided at any time within the procurement process has been and will be provided in the interests of assisting Tenderers to develop their proposals. It is intended only as an explanation of the Authority’s requirements and is not as a representation to induce any Tenderer to enter into any form of contract with the Authority. 

6.    Accordingly information provided does not purport to be all-inclusive or to contain all the information that the prospective Operator may require. Tenderers and their advisers must take their own steps to verify information, which they use and must make an independent assessment of the opportunity described in this ITT after making such investigation and taking such professional advice as they deem necessary.

7.    Neither the Authority nor any of its directors, officers, employees, agents who now or at any time become concerned with the procurement process shall be considered to make or be deemed to have made any representation or warranty as to the adequacy, accuracy, reasonableness or completeness of the information contained in this ITT and any associated documents.  However the Authority does not exclude any liability that it may have for fraudulent misrepresentation or any other liability not capable of being excluded by law.

8.    Neither the Authority nor its professional advisors shall be liable for any loss or damage arising as a result of reliance on the information in this ITT and attachments, or any associated documents or other information subsequently or previously provided, nor for any expenses incurred by Tenderers at any time.  No third party has been or will be authorised to accept or agree to accept on behalf of the Authority any such liability.

9.    Tenderers remain responsible for all costs and expenses incurred by them or by any third party acting under instructions from them in connection with their Tender Responses whether incurred directly by them or their advisors or subcontractors and regardless of whether such costs arise as a consequence direct or indirect of any amendments made to this ITT and/or other documents issued by the Authority at any time. For the avoidance of doubt, the Authority shall have no liability whatsoever to Tenderers for the costs of any discussions or communications.

10   The information in this ITT and any associated documents is made available on condition that it is treated as confidential by the Tenderers and is not disclosed, copied, reproduced, distributed or passed to any other person at any time except for the purpose of enabling a submission to be made.  For example disclosure by a Tenderers to its insurers and funders who are directly involved in the tender, provided they have each given an undertaking at the time of receipt of the relevant information (and for the benefit of the Authority) to keep such information confidential. 

11.
Other than as specified above, Tenderers shall not make any of the information referred to in paragraph 10 available to any other parties in any circumstances without the prior written consent of the Authority nor use it for any purpose other than that for which it is intended. 

12.
Tenderers shall be responsible for the confidentiality of their own information. 

13. 
This ITT is the copyright of the Authority. Tenderers shall not reproduce any of the ITT or any associated documents in any material form (including photocopying or storing it in any medium by electronic means) without the written permission of the Authority, other than for use strictly for the purpose of preparing their Tender Responses.  This ITT and any document at any time issued as supplemental to it are and shall remain the property of the Authority and must be returned or destroyed upon demand.

14
Any Tenderer who, in connection with this tender:

14.1
offers any inducement, fee or reward to any member or officer of the Authority or any person acting as an advisor for the Authority; or 

14.2
does anything which would constitute a breach of the Bribery Act 2010; or 

14.3
contacts any officer of the Authority about any aspect of the tender, except as authorised by this ITT including (but without limitation) for the purposes of discussing the possible transfer to the employment of the Tenderer of such officer for the purpose of the Project or for soliciting information in connection with the Project, 

will be disqualified from any further involvement in the procurement process (without prejudice to any other civil remedies available to the Authority and without prejudice to any criminal liability, which such conduct by a Tenderer may attract).

15.
Tenderers should advise the Authority as soon as practicable in the event of a conflict of interest arising in respect of a Bidder’s Tender Response. In such circumstances, the Authority may require further information from Tenderers but reserves the right to disqualify a Tenderer from further involvement in the procurement process.

16.
In the event of any inconsistency, this document and enclosures will take precedence over any documents previously issued by the Authority in relation to this Project.

17.
The laws of England and Wales shall apply to this ITT and the Tender Responses.

18.
The Authority reserves the right to disregard Tender Responses it considers as non-compliant unless exceptional extenuating circumstances prevail, of which the Authority will be the final arbiter. The Authority will reject any Tender Response that is:

18.1
not in accordance with the Conditions of Invitation and all other instructions issued by the Authority during the procurement process; and/or

18.2
received after the time specified in this ITT.

19
The Authority reserves the right to:

19.1
cancel the procurement process at any stage; and 

19.2
require a Tenderer to clarify its submission in writing and/or provide additional information. (Failure to respond adequately may result in the Tenderer being disqualified).
20.
Tenderers must satisfy themselves that they are eligible to take part in this tender and would not be subject to exclusion as a result of meeting any of the grounds set out in regulation 57 of the Public Contracts Regulations 2015 (Exclusion grounds).  A copy of the Public Contracts Regulations 2015 can be found at http://www.legislation.gov.uk/uksi/2015/102/contents/made By signing below you are confirming that you do not meet any of the exclusion grounds. 

_______________________________________________________________________________________
To Devon County Council
I / We the undersigned DO HEREBY UNDERTAKE on the acceptance by the Authority of my / our tender either in whole or in part, to supply (or perform the services), on such terms and conditions and in accordance with such specifications (if any), as are contained or incorporated in the Councils invitation to tender.  I / We agree and declare that the acceptance of this tender by letter on behalf of the Authority, whether for the whole or part of the items included therein, will constitute a contract for the supply of such items, and, I  / We agree to enter into a further agreement for the due performance of the contract.

*Signed: ...................................................…………............................. Date: ........................................................
Name: (in block capitals): .......................………….................................................................................................
In the capacity of: ..................................................................... on behalf of: ...............…………..........................
(State official position, ie Director, Manager, Secretary etc).

Company Name and postal address:........................................................…………..............................................
...................................................................................................................………….............................................
Telephone No: ......................................…......……........ Fax No: ........................................…..............................
E-mail


*Company Registration Number and legal form: ………………………………………………………………………………….

*(It must be clearly shown whether the Tenderer is a limited company, statutory corporation, partnership or single individual, trading under his own or another name, and also if the signatory is not the actual Tenderer, the capacity in which he/she signs or is employed).
	A2:   Definitions  

	Applicant shall mean:
	Any organisation that has registered an interest in, or responded to, this Invitation to Tender 

	(The) Authority shall mean:  
	Devon County Council

	Authorised Representative shall mean:
	Any employee of the Authority or the Contractor empowered to make decisions relating to this contract, on behalf of their organisation

	Contract shall mean:
	The agreement between the Customer and the Contractor for the provision of a Committee Management System being the subject of this Tender, including all documents to which reference may properly be made in order to ascertain the rights and obligations of the parties

	Contract Price shall mean:
	That sum so named in the Contract, together with any additions thereto or deductions there from, agreed in writing under the Contract

	Contractor shall mean:
(The) Council shall mean:
Customers shall mean:

	The person, firm or company named as such in the Contract as responsible for carrying out the Contract and shall include the Contractor’s legal personal representatives, successors and permitted assigns
The Devon County Council or its duly authorised officers.
Any representative of the Authority entitled to place orders under this contract


	DCC shall mean:
DPS shall mean:

	Devon County Council
Devon Procurement Services


	EDRM shall mean;
	Electronic Document and Records Management


	HTML5
	As defined at http://www.w3.org/html/wg/drafts/html/master/ 

	ITT shall mean:
	Invitation to Tender

	MEAT shall mean:

	Most Economically Advantageous Tender as outlined within the EU Procurement Directives


	Offer to Supply shall mean;
	The ITT document fully completed by the applicant and returned to DCC by the means indicated within this documentation


	ODF shall mean;
	Open Document Format as defined at
 http://docs.oasis-open.org/office/v1.2/OpenDocument-v1.2.html

	Part 2 shall mean:
	An item of business under Section 100(A)(4) of the Local Government Act 1972 that it involves the likely disclosure of exempt information as defined in Paragraph 3 of Schedule 12A of the Act and, in accordance with Section 36 of the Freedom of Information Act 2000.

	PDF/A
	ISO-standardised version of the Portable Document Format as defined here http://www.iso.org/iso/iso_catalogue/catalogue_tc/catalogue_detail.htm?csnumber=50655 

	Penetration Test shall mean:
	A penetration test is a software attack on a computer system that looks for security weaknesses, potentially gaining access to the computer's features and data.

	Tenderer shall mean:
	Any organisation that has submitted an Offer to Supply in response to an Invitation to Tender


	XML shall mean
	Extensible Markup Language (XML) is a markup language that defines a set of rules for encoding documents in a format which is both human-readable and machine-readable. It is defined by the W3C's XML 1.0 Specification and by several other related specifications, all of which are free open standards


	A3:  Certificate of Undertaking and Absence of Collusion




The tenderer shall sign the below Certificate of Undertaking and Absence of Collusion (at foot of page), clearly indicating whether they sign as a Consortium or Member of a Consortium (box A), or as a single body and/or individual (box B) by striking through Box A or B, whichever is inapplicable.  



For and on behalf of: ………………………………………………………………………………………….…………

Signed:…………………………………………………………  Date ………………….
(Duly authorised agent of the tenderer)
Position held:……………………………….……………
	A4:  Guide to the competitive process and instructions for acknowledgement and completion of tender




A4.1
Guidance on the Invitation to Tender Process
Evaluation will be undertaken by a panel, who will award scores in line with the scoring matrix, Weightings will be applied to the awarded scores to identify a quality score for each tenderer. Pricing will be evaluated separately by a difference panel. The lowest priced tender will attract 100 marks with higher priced tenders being allocated marks on a pro rata basis.

Weightings will be applied to the price scores and the price and quality scores will be combined to identify the most economically advantageous tender

There are four key stages that all tenderers should be aware of that Devon County Council will conduct throughout this process.

A4.1.2
Qualification
All tenderers must comply with the conditions of invitation (qualification) stage which included the requirement to be fully compliant with regulation 57 of the Public Contracts Regulations 2015 http://www.legislation.gov.uk/uksi/2015/102/contents/made. Any tenderers who do not fully meet the requirements of regulation 57 or misrepresent any information or evidence provided in relation to regulation 57 may be excluded from further consideration.  

.

A4.1.3
Selection Criteria

All tenderers must complete this section and if the completed response meets the requirements detailed within the Invitation to Tender documents the tenderer will be taken forward to the Award Criteria stage. This section is not scored as part of the Award Criteria.
A4.1.4
Commercial Requirements


There are certain commercial requirements detailed within the ITT for instance financial reports, parental guarantees and insurance cover these will be reviewed as part of the due diligence period before any award of contract. If the requirements are not met Devon County Council reserves the right to withdraw your organisation’s bid.

A4.1.5
Marking Guidelines for Award Criteria Questions.

A series of questions will be asked and the responses will be marked, the details of the scores and weightings are given in section A5.3 so that all tenderers are aware of the maximum potential marks available. It should be noted that to achieve the highest marks available for the questions you should not only meet but exceed the basic requirements of the question demonstrating improvements, efficiencies or innovations over and above the basic requirements. An example of how the marking process will be carried out is shown below.
	Scoring 
	Marking Guidelines
	 

	Score 0 - 9% of score available

points in band 10
	Fails to satisfy requirement.

	
	Fails to evidence how targets will be achieved.

	
	Fails to give confidence in ability to deliver.

	Score 10 - 59% of score available

points in band 50
	Inadequately satisfies requirement.

	
	Inadequate evidence that only partially demonstrates how targets will be achieved

	
	Little confidence in ability to deliver

	Score 60 - 79% of score available

points in band 20
	Adequately satisfies requirement.

	
	Adequate evidence that demonstrates how targets will be achieved

	
	Good confidence in ability to deliver

	Score 80 - 89% of score available

points in band  10
	Fully satisfies requirement.

	
	Excellent evidence that demonstrates how targets will be achieved

	
	High confidence in ability to deliver

	Score  90 - 100% of score available

points in band 10
	Fully satisfies requirement. With Innovation / Added value

	
	Excellent evidence that demonstrates how targets will be achieved

	
	High confidence in ability to deliver


A4.2
Procurement Timetable

The proposed timetable for this procurement is as follows:

	 20th July 2015
	Advertisement on Devon Procurement Portal

	12 noon on 21st August 2015
	Final date that DCC will accept tender clarification questions

	12 noon on Friday 28th August 2015
	Closing date for receipt of tenders

	10th September 2015
	Evaluation of Tenders and shortlisting

	21st September 2015
	Post tender clarification and presentation by shortlisted Tenderers 

	28th September 2015
	Preferred supplier status recommended 

	1st October 2015
	Preferred supplier/s and unsuccessful supplier/s notified (commencement of standstill period)

	October 2015
	Award of Contract

	November 2015
	Contract Commences



N.B.:  Whilst the schedule timelines the anticipated key dates in the procurement process, this data is offered as information only and for planning purposes.  The Authority does not bind itself strictly to the above timetable. Should circumstances dictate a change to the proposed timetable Tenderers will be informed. 

Presentation / Interview 
The Authority will require selected applicants to attend a presentation / interview-type process on Monday 21st September 2015 hosted by a panel of internal stakeholders. 
It is anticipated that only applicants who achieve a qualitative evaluation score of greater than 59% will be shortlisted to attend the presentation / interview process
A formal post-tender clarification presentation and interview is required, this is scheduled for 21st September 2015 and shortlisted applicants will be informed as soon as the shortlist is agreed.  However, applicants will already have been aware of the likely date through the timetable above, and should have kept the date free or arranged for another representative of the applicant's organisation to attend.  As due notice of the event has been supplied through this documentation, post-tender clarification dates will not be changed due to applicants being unavailable.  Non-attendance may result in exclusion from further consideration.
Suppliers are required to bring their own laptops and other resources for the presentation. Devon County Council will provide public Wi-Fi, a data projector and screen. However no guarantee as to WiFi availability or quality of service can be given.
This process will be used to clarify and elaborate on areas of the Tenderers submission and will be used to inform the scores of the selected Tenderers before award of the contract.

A list of specific areas which we will require to be covered can be seen at Appendix D. Further details on exact timings and details of venue will be sent to you by Monday 14th September 2015.
A4.3
Intention to Bid (or otherwise)

A4.3.1
Please indicate via Supplying the South West Portal/ ProContract whether or not you intend to submit a tender in response to this invitation.  Suppliers interested in this opportunity should express their interest by clicking on the ‘login and register interest’ button below.
A4.3.2
New users to the system must register first to obtain a user name and password before returning to this opportunity.  Tenderers should refer to the suppliers guide ‘Visiting Site for the First Time’ by clicking the ‘Help’ button.

A4.3.3
Once suppliers have expressed their interest they can access the procurement/tender documentation from ‘My Opportunities’ on the home page.”

A4.4
Pre and Post Tender Clarification

A4.4.1
Upon commencement of the tendering process applicants should not approach any member of the Authority in relation to the ITT, other than by writing to, or e-mailing the designated officer, detailed below.
A4.4.2
If clarification is required on any issues within this ITT, all questions must be submitted via the Supplying the South West Portal website/ ProContract System. On the page from which the ITT was downloaded, click the ‘View Discussions’ link which will take you to the relevant area.
A4.4.3
In compliance with European guidelines on equal and fair treatment of tenderers, any information that DCC dispenses in response to requests for clarification will be distributed to all of the participating organisations as opposed to solely the organisation that requested the information. The only circumstance in which this procedure may be waived is if a tenderer considers their enquiry to be innovative to their offer in which case this should be clearly communicated within the correspondence.  DCC will decide whether the request for information is deemed “innovative” to the applicant’s offer and if not considered to fall within that category the applicant will be informed so they may make a decision whether to continue the line of enquiry.
A4.4.4
Relevant questions together with the answers will be posted on the Supplying the South West Portal/ ProContract System and automatic e-mails will be sent to tenderers informing them that a new discussion topic / Q & A has been posted and that they should visit the website to view it.
A4.4.5
Tenderers registering after a discussion topic has been posted will not receive notification that discussions / Q & A’s are available for viewing.
A4.4.6
When tenderers first access the ITT they should satisfy themselves that they have seen any discussion topics / Q & A posted. It is in the tenderers interest to visit the view discussions area regularly as discussion topic / Q & A may fundamentally affect their planned response.
A4.4.7
Upon receipt of tenders the Authority may wish to pose post-tender clarification questions to Tenderers. This may be done in writing or by e-mail, or, the Authority may wish applicants to attend an interview-type process or presentations hosted by a panel of internal stakeholders.
A4.4.8
If a formal post-tender clarification interview and / or presentation is required applicants will be informed as soon as the dates and arrangements have been confirmed.  However, applicants will already have been aware of the likely date through the timetable above, and should have kept the date free or arranged for another representative of the applicant’s organisation to attend.  As due notice of the potential event has been supplied through this documentation, post-tender clarification dates will not be changed due to applicants being unavailable.  Non-attendance may result in exclusion from further consideration.
A4.5
Evaluation of Offers to Supply

A4.5.1
All offers will be treated equally and assessed with transparency throughout the evaluation process.  The successful offer(s) will be that which achieves the highest score within a best value framework (optimum combination of whole-life costs and quality) in line with the European Procurement Directives award procedure of Most Economically Advantageous Tender (MEAT).  A series of evaluation questions are contained at Section E of this ITT which, together with the applicant’s proposal, the tender pricing submitted and any subsequent post tender clarifications and presentation will provide the channel by which DCC will select the successful Contractor.

N.B.:  All information conveyed within a Tenderer’s offer to supply will be relied upon as being true and accurate and will form part of the contract. If any of the information given within a tenderer’s offer is subsequently identified as being inaccurate, this may exclude that organisation from further consideration pre contract award. In the event of such an eventuality post contract award the Authority reserves the right to terminate the contract.

A4.6
Return of Tender documentation

A4.6.1
Devon County Council is using a secure (hosted) electronic tendering system through the Supplying the South West portal, www.supplyingthesouthwest.org.uk 
A4.6.2
Supplier user guides are available from the Help menu throughout the ProContract system.   Suppliers are advised to make themselves familiar with the user guides contents prior to uploading Tenders, Quotations or Pre Qualifying Questionnaires.

A4.6.3
In order to complete your electronic tender it must be downloaded to your system, completed and uploaded to the correct area of www.supplyingthesouthwest.org.uk in accordance with the return instructions and the stated deadline for submission of responses.
A4.6.4
NOTE it is not possible to complete the tender online.

The full tender document must be completed and returned as:
An electronic tender which must be submitted through the Supplying the South West portal/ ProContract system, (This maybe submitted at any time prior to the closing time and date). Submission of electronic tenders should not be left to the last moment as it may take some time to upload your completed tender. The server timestamps (GMT) tenders when they are submitted. Tenders submitted after the stated closing date and time will not be considered.
A4.6.5
All responses must be submitted electronically through the Supplying the South West  portal, tenders which are, e-mailed, faxed to Devon County Council will not be considered Tenders will also be rejected if they are posted to Devon County Council or not properly completed.
A4.6.6
 Where forms require signing either by the Tenderers or a third party i.e. a bank authority, or insurance certificate, electronically completed versions are acceptable for tendering purposes, although fully signed hard copies of these forms will be required from tenderer(s) prior to the award of contract.

A4.6.7
Any technical questions relating to the use of the Supplying the South West Procurement Portals or the electronic tendering system (ProContract) should be addressed preferably by email to: swsupport@due-north.com or telephone helpline 0844 334 5204 (lines open from 08:30am to 17:00pm Monday to Friday, excluding English public holidays) 


This is only the technical support line and any tender queries should be directed to the relevant procurement team running the contract as stated in A4.7
A4.7
Contact Name and details of Authorised Officer 

Ms Sue Dunkley
Contracts & Asset Manager

Devon Procurement Services (Devon County Council)

Topsham Road

EXETER EX2 4QD


Please refer to A4.4 before contacting the above officer regarding the Invitation to Tender 

	A5:  Introduction, Background Information and Award Criteria



A5.1
Introduction and Background Information
General Introduction

Devon County Council currently uses its own system to create and publish Committee minutes and agendas, which when made public can be accessed via the Council’s website.

The Council is looking to replace the existing system and is seeking quotations from suitably qualified and experienced companies to provide and maintain such a system.

Purpose 

The purpose of this is to improve the effectiveness of committee meeting management and to facilitate remote access/working by elected members and officers and, potentially, laptop or tablet based access to papers for meetings. 

The Council also aims to improve the accessibility of information to partners and partner organisations, promoting a further transparency of the decision making process. 

The system will allow a more effective use of resources, by reducing the volume of print documentation, streamlining administrative processes, whilst also ensuring the integrity and security of Council information.

To help achieve these objectives the Council is keen to procure relevant software to facilitate the committee administration/management process.

Current System / Background

Devon County Council uses its own ‘in house’ system to create and publish Committee minutes and agendas, which (when made public) can be accessed via the Council’s website. The current view of both minutes and agendas (in terms of format) is not of good quality. 
Currently, Committee staff use a macro, devised by the Council, to upload agendas and minutes.
Approximately 18 months ago, the Unit acquired the adobe professional software, the purpose of which was to create a single document / agenda pack to enable typed page numbering and headers for item numbers. This is the current method of collation, including the inputting of page numbers and items numbers on reports. 
Much of the democracy related information (with the exception of minutes and agendas) is held on a relatively new ‘democracy’ centre, hosted by Devon County Council. This includes details of Elected Members and contact details, ward information, interest forms, locality budget information, details of political groups, Committee appointments and committee membership, accessible via different formats on the democracy centre.

Whilst Democratic Services are content to change their working practices within reason –there cannot be much deviation from the current house style. We would anticipate reducing the current workload for Democratic Services Officers in terms of time spent in collation and preparation of agendas, report packs and minutes.

Structure of the Council / Democratic Services 

The Council currently has 62 Councillors. 
The Democratic Services and Scrutiny Secretariat currently has seven Democratic Services Officers (including Manager and Deputy Manager) who undertake Committee Servicing and the general  democratic process (arrangement of meetings; preparation of agenda and relevant reports; compliance with relevant legislative provisions (e.g. Various Local Government Acts, Localism Act 2011, standing orders, financial regulations, distribution of agenda; attendance at meetings; preparation of minutes and relevant post-meeting action, provide appropriate and impartial advice to Members, Officers and the public.
There are also three dedicated Scrutiny Officers (who provide research, advice, report writing and other support for elected Members' scrutiny work and in particular for task groups which Scrutiny Committees set up to look at particular topics in detail).
There are four Members Services Officers who provide general support to the delivery of democratic services outlined above to the Council by the Secretariat, and in particular, secretarial and administrative support to the Chairman of the County Council, the Leader of the Council and Party Group Leaders and individual members, as appropriate, and support for and advice to other Services in arranging major openings, launches or ceremonial events of council premises or services.
Committee Structure and Volume

The current Committee structure at the Council is a Cabinet structure, as outlined below. The Highways and Traffic Orders and Locality County Committees are district based so there is eight of each. 
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During the six month period 1/4/14 to 30/9/14, there were 166 meetings services by the Secretariat, plus a further 162 School Admission Appeals. Total printed pages were 336,224 in the same period (excluding School Admission Appeals).

However, we would expect other meetings organisers to use the system (e.g. Corporate Leadership Team meetings, Cabinet / Corporate Leadership Team and other various leadership teams) therefore the number of meetings could be double that of the Secretariat in due course and with wider roll out across the organisation. 

A5.2
THIS IS NOT APPLICABLE TO THIS CONTRACT
A5.3
Criteria for the award of Business

	Contract award will be made on the basis of the most economically advantageous tender solution, based
on application of the following award criteria: 

	


	Tender Evaluation Weightings 
	

	The contract award will be based on the following percentage weightings: 
	

	20%
	in relation to Price 
	

	80%
	 in relation to Qualitative Proposals 
	

	
	
	

	Tender Price 
	

	20%
	of overall evaluation
	

	Tender price will be measured in terms of total cost (A+B). 
	

	
	
	

	Qualitative Proposals
	

	80%
	of overall evaluation
	

	Qualitive proposals will be measured in terms of:
	

	30%
	Quality
	Marks

	
	EA1
	35

	
	EA2
	35

	
	EA3
	20

	
	EA4
	10

	
	
	

	35%
	Functional Characteristics
	Marks

	
	EA5
	30

	
	EA6
	20

	
	EA7
	10

	
	EA8
	20

	
	EA9
	10

	
	EA10 
	10

	
	
	

	10%
	Cost Effectiveness
	Marks

	
	EA11
	50

	
	EA12
	25

	
	EA13
	25

	
	
	

	15%
	Technical Merit and Data Protection
	Marks

	
	EA14
	20

	
	EA15 
	20

	
	EA16 
	20

	
	EA17
	20

	
	EA18
	20

	
	
	

	10%
	Installation, Maintenance and Training
	Marks

	
	EA19
	25

	
	EA20
	20

	
	EA21
	20

	
	EA22
	20

	
	EA23
	15

	
	
	


	SECTION ‘B’:  Specification




B1.1
About the Specification


Through the evaluation process tenderers shall demonstrate how they intend to deliver the Services subject of this specification. Flexibility to meet changing demands and customer needs is a key priority. The successful Tenderer shall affirm willingness, though the life of the contract, to vary the service provision according to the Customer’s needs and reasonable requests.  Changes may either be variations to the original service provision agreed or by performing additional services, whatever they may be, provided they are “reasonable” and fall within the overall scope of what the Tenderer would reasonably be expected to be capable of delivering.
B1.2 
Notes on ‘Mandatory and ‘Desirable’ Elements of the Specification 

The specification clearly identifies elements of the specification which are ‘mandatory and which are ‘desirable’.  Tenderers non-compliance with mandatory criteria may result in that submission being ruled out.   A material non-conformance to a mandatory criteria may potentially rule a tender out, at the Authority’s discretion.  However bids will be viewed by the evaluation panel in terms of the conformance of their submission to the overall specification.  ‘Mandatory’ criteria are to be viewed as a key part of part of the requirement and are therefore of more significance in terms of the evaluation than ‘Desirable’ criteria. Where elements are essential to any future contract and therefore a mandatory requirement questions relating to these requirements will be contained within the “selection” stage of the ITT process.
B1.3
THIS IS NOT APPLICABLE TO THIS CONTRACT
B1.4

Environmental Issues
B1.4.1
The Contractor shall be expected to deliver the services subject of this contract in as environmentally manner as possible and to work with DCC to improve sustainability through the life of this contract, on issues such as packaging, miles travelled and use of raw materials.
B2
Cost Strategy

B2.1
DCC seeks a fully costed and transparent contract price. Tenderers must ensure that pricing contained within the schedules is transparent and complete.  If costs other than those specifically requested within the pricing schedule are envisaged by the Tenderer then they must be highlighted by the Tenderer. Failure to do so could result in the tenderers bid being rejected.  These should include, but not limited to:


· Initial software cost

· Implementation costs

· Hosting costs 

· Storage costs

· ESCROW costs
· Support, service & maintenance costs per annum

· Any other costs
The total contract value will be taken forward as a cost and used for evaluation as outlined in A4.1 Guidance on the Invitation to Tender Process
B3
Core Requirements
B3.1
Agenda / Minutes / Reports / Decision Making

· Templates for all documents (agendas, reports, minutes etc.) which can be customised to the authority and/or the committee as required, for example, logo, font, colour etc
· A workflow which is configurable to the organisation’s requirements and appropriate accesses given to the relevant officers. 

· Automatic production of agendas with ability to add/subtract late items.  Automatic numbering of document packs so that packs are provided with running page numbers, headers, security markings etc for each committee.

· Ability to easily remove a report / add a report / rectify an error and republish.
· Ability for system to convert different file formats (for example Word, Excel, pdf, Powerpoint and picture files) in line with Cabinet Office recommendations for HTML5 and PDF/A for viewing government documents https://www.gov.uk/government/publications/open-standards-for-government/viewing-government-documents and ODF for sharing or collaborating with government documents https://www.gov.uk/government/publications/open-standards-for-government/sharing-or-collaborating-with-government-documents 
· Facility to electronically circulate to relevant personnel for comment/approval/distribution. Meeting packs in a suitable format (for example, PDF) to include agenda, minutes, reports, watermarks, security markings etc. 

· Ability to upload files (agendas, reports, minutes) and print, for both officer and member meetings to internet / intranet.

· Automatic email alerts on publication of agenda to prescribed distribution list.(See website section).
· The ability to restrict access both in terms of meetings and exempt or confidential information.  For instance, the public would not be allowed access to reports on the agenda of the Cabinet or Committees, which are Part 2. 

· Effective search facility in agenda’s, minutes and report packs (search by date, committee, report number, report name, free text). 

· Ability to send automatic deadlines for submission of reports and issue reminders to report authors. 

· Ability to keep a Cabinet Forward Plan (and ability to have additional forward planners for other committees, for example Scrutiny Work Programme or Health and Wellbeing Board Planner)

· Delegated decisions (those made outside of the Committee structure) to be recorded on website, with timescales for call-in period and clear dates and times when decisions can be acted upon. 

· Officer decisions, in line with above (although timescales / call in not relevant) and available on web.

· The ability to track decisions, for example, an issue such as reorganisation of youth services might have several reports at Cabinet over a specific time period.

· Ability for public, officers and members to register and be alerted to reports / topics or committees they are interested in or have signed up to.

· Ability to use wider across the organisation, for example Corporate Leadership Team meetings / team meetings etc with appropriate access control and the ability to restrict publication.

· Alert local Members automatically on a report / issue in their ward and also officers / public to be able to subscribe to issues, committees and wards they are interested in.
· The solution to provide an open data feed or equivalent API which will enable

· a search across committee minutes and agendas and associated materials;
· XML versions of all agendas, minutes and reports to support search and retrieval (ODF is a format based on XML see: https://www.gov.uk/government/publications/open-document-format-odf-an-introduction/an-introduction-to-open-document-format-odf)
· the councillor data to be available in the same manner. 
B3.2   Website 

The current democratic information is provided by the council’s website and we would need to ensure integration. This ensures that any content meets the Councils’ content and design standards relating to mobile first and responsive design as well as accessibility. 

B3.3   Councillor Profile Pages
The minimum data the Council would expect to consume from a democratic solution to present as part of the councillor profile page would be as follows:
· photo of councillor

· party details

· key contact information including links to appropriate councillor social media or external websites

· free text profile (if required)

· ward information 

· terms as a Councillor

· election results 

· membership of committees 

· membership or affiliation to outside bodies

· member interests 

· member allowances 

· member locality budget information 

· gifts and hospitality

· members attendance at committees 

Additional information such as news would be provided via the councils newscentre which tags councillors by name which we would consume alongside the key councillor profile information. This would also be the case for councillors appearing in associated webcasts.

B3.4   Subscribing to email updates and alerts 
The council already has an email alert platform (GovDelivery) and we would expect any solution to integrate to ensure that we are able to provide email sign-up subscriptions for a range of topics, for example agendas, minutes and councillor activity.
B3.5   Calendar 

· Calendar integration with Outlook and other mail providers – ability to import from the corporate meetings calendar provided by the solution into individual calendars which should include details of meeting time and location and also import deadlines such as questions and Notices of Motion that Members / Officers could also use and import. The integration should be provided through the creation of .ics files to enable import to Outlook and iCal and the provision of a URL to create a Google Calandar appointment in the form
https://www.google.com/calendar/render?action=TEMPLATE&text=Committee+title&dates=20150908T130000Z/20150908T160000Z&details=Description+of+the+meeting+with+link+to+webcast+page+http://www.devoncc.public-i.tv/core/portal/home&location=County+Hall,+Topsham+Road,+Exeter,+United+Kingdom#eventpage_6
B3.6   E-Petitions 

· The Council would like to replace their current e-petitions system, with a more user friendly, more intuitive system, that better integrates with the website and committee system. The system would allow Members of the public to set up a petition online, via the solution, and a contact / mailbox to be alerted to any new Petition. The Secretariat should be able too review the Petition and accept it or reject in line with the scheme (for example rejection / removal of vexatious petitions). The Secretariat should also be able to place timeframes on the Petition in line with the Scheme. Members of the public should be able to sign the Petition easily and a running total of numbers signed. It would be helpful if the system could alert a contact / mailbox when the Petition timescale has expired. 
B3.7   Webcasting
· Ability to integrate with current and future webcasting providers (The Council must retender for this service during 2015/2016). The current webcasting provider is Public-i.
B3.8   Mobile Working 

· The system must be accessible on tablet devices (for example, apple, android, blackberry, windows etc) 

· As above, the system must be accessible on mobile phones.

· The ability for viewers, particularly Members, of the papers (on a tablet device) to highlight sections / make annotations / bookmarking etc in preparation for meetings.
B3.9   Hosting / Security
· The Council requires externally-hosted solution.
· The user’s Devon County Council network logon ID and password cannot be used to provide single sign-on unless access can be restricted to the Council’s network.

· The supplier will need to provide evidence of a successful penetration test by a Check accredited company; or agree to such a test being carried out and to undertake any remedial action specified until a successful test, both at their expense. 
B3.10   Data Protection 

· Data protection: personally identifiable data must be held within the European Union (EU), and the vendor will be required to provide evidence of their data protection registration. The solution must enable DCC to comply with the DP act, including archiving and deletion of data at the end of its retention period.
· ESCROW: the supplier would need to have in place an ESCROW agreement to cover the security of their proposed solutions or systems software or an indication of willingness to enter into a contract with the Council’s preferred ESCROW provider. For an externally hosted solution this should also cover the data.

B3.11 Archiving / Migration
· Migration of older documentation (minutes / agendas / reports) to the new system in due course (Existing Documents are stored as HTML with attached metadata in Livelink CMS or as PDF documents within HP Records Manager EDRM.
B3.12 Maintenance / Assistance
· Service desk facility is required during business hours (Mon-Fri 9-5, excl bank holidays). Access and assistance via phone and email. Service levels agreements will be expected.
B3.13 Training
· Assistance to be available whilst system is being established / set up

· Training to be provided for all committee staff – 2 x sessions.

· Further training to be available on request – timing to be dependent on rollout across the organisation.

B3.14 Future Proofing 

· Being sufficiently flexible to accommodate changes in a timely manner as circumstances change and new technologies emerge, in particular, be able to allow changes dictated by new legislation, for example the new Executive Arrangement Regulations relating to officer decisions and forward planning  will necessitate modifications to the system.
B4
Management Information

B.4.1
The Contractor(s) will be required to provide management information reporting to the customer.  The content and frequency of this shall be agreed prior to award of contract. 


The reporting will include amongst others:

· Monthly system availability

· Faults rectification – faults reported, timings of notification, repairs

· Quarterly financial costs if there are aspects of the solution that have variable costs associated (such as information storage, information processing, user licensing / access etc).

B5
Performance and Contract Monitoring

B5.1
The Contractor shall be expected to perform as per this ITT and their proposals offered through the tender process.
B5.2
The Authority shall measure the Contractor’s performance by a method which will be agreed through consultation prior to award of contract.

	SECTION C:

DCC Terms and Conditions of Contract 




1.
DCC Terms and Conditions of Contract 
Devon County Council Terms and Conditions of Contract for CP1123-15 Committee Management System shall apply to this ITT are published in a separate Terms and Conditions document along with this tender document on the Devon Procurement Portal http://www.supplyingthesouthwest.org.uk
	SECTION D:

DCC Special Terms and Conditions of Contract for CP1123-15



D1
Price

Prior to award Tenderers will be required to hold firm the prices submitted in their offer to supply for 120 days and no increase will be accepted prior to award of the contract. Post award prices will be fixed as per the schedule of payments agreed at award of contract.

D2
Duration of Contract

The contract is intended to commence in November 2015 and will continue subject to satisfactory performance for the specified period with the option for the Council to extend as stated under schedule A1 Invitation to Tender subject to satisfactory performance and client approval.
D3
THIS IS NOT APPLICABLE TO THIS CONTRACT
D4
THIS IS NOT APPLICABLE TO THIS CONTRACT
D5
Conformance to Recognised Standards

Notwithstanding the requirements of the specification which must be complied with at all times, where an appropriate British Standard Specification or Code of Practice, or European equivalent, is in force at the date of tender, or is amended, or comes into force during the contract period, the service supplied shall at least be in accordance with that standard.

D6
Tenderers are to Inform Themselves Fully

D6.1
On submitting an offer to supply in response to the ITT, it is the Tenderer’s responsibility to ensure they fully understand the requirement.  Any site visits or pre-tender clarification which the Tenderer requires to assist with this can be organised through the authorised officer Staff detailed within Section A.

D6.2
The Tenderer shall be deemed to have understood the nature and extent of the Services required and to have visited the sites and no claim may be founded on failure so to do.  The Customers shall grant the Tenderer such access to the sites and relevant information as may be reasonable for this purpose.

D7
Patent Rights

D7.1
Devon County Council shall retain the copyright of any brand design, including  brand messages, created or developed by the Contractor pursuant to this contract at nil cost to Devon County Council and reserves the right through patent to use any such brand design or message at any time in the future whether directly or through a third party commission. 

D8
THIS IS NOT APPLICABLE TO THIS CONTRACT
D9
Performance Guarantee

D9.1
Where an organisation is a subsidiary or part of a group the ultimate holding company will be expected to provide guarantees regarding the contract performance of it’s subsidiary. 
D10    Data Protection

D10.1    Data Protection Act 1998 - The Contractor must comply in all respects with the provisions of the Data Protection Act 1998 and will indemnify the Council against all actions, costs, expenses, claims, proceedings and demands which may be made or brought against the Council for breach of statutory duty under the Act which arises from the use, disclosure or transfer of personal data by the Contractor, his staff, agents or work people.

D10.2    DCC expects that you have a formal information security policy applicable to your processing, storage or handling of DCC data. You must on request supply DCC with evidence of this policy and describe precisely how it applies to DCC data

D10.3    Access to DCC data must be strictly controlled and only personnel who need access to the information should have access to the information. No person who is not working directly on DCC’s information should have access to it, either in paper or electronic form.

All electronic data (email and media) must be encrypted in transit (this must be at least 256bit AES encryption or similar). The method of transmitting and receiving DCC data must be specifically agreed with DCC in advance.

All paper documentation containing personal details such as names and addresses must be subject to clear desk policy, locked away when not attended and always send via recorded or registered post.

Specific handling arrangements for paper documents must be agreed with DCC in advance.

On completion of the assignment all documentation and physical media must be returned to DCC 

On completion of the assignment all data pertaining to the project must be permanently deleted from any computer used for working on the project. 

D10.4    DCC expects that it is explicitly informed of all individuals who are authorised to access DCC data. DCC expects full background checks (e.g. CRB) on all staff with access to DCC data. DCC prohibits the sharing or distribution of DCC data to third party organisations unless specifically authorised.

D10.5    Access to DCC data must be strictly controlled. All servers holding DCC data must be held in secure rooms with strictly controlled access. Access to physical media and documentation must also be strictly controlled. DCC physical data and documentation must always be held in locked storage when not attended.

D10.6    DCC expects that good operations & network management controls are established. These controls must cover logical access; vulnerability analysis; firewall controls; lifestyle devices controls; and remote working.

D10.7    DCC expects that a hierarchy of logical access control mechanisms are in place. These controls cover access to operations; systems; applications containing DCC data. User Passwords in relation to DCC data, must be at least 6 characters in length; alpha – numeric; changed every three months; and unique to an individual.

D10.8    DCC data must never be taken off site without DCC’s specific authorisation. 

D10.9    DCC must be informed straight away of any security incidents relating to processing, storage or   handling of DCC data. These include but are not limited to unauthorised access, denial of service, loss of information, data corruption.

D10.10  Evidence of your organisations compliance with relevant standards; regulations; and legislation applicable to your handling and destruction of DCC’s data must be provided. These should include but not be limited to your Data Protection Act registration and any evidence of ISO 27001 compliance. DCC data must never be passed to or access by a third party without DCC’s specific authorisation.
D11     PSN Agreement 

D11.1
You will be required to sign a Devon County Council ‘Public Sector Network agreement’ if your organisation needs access to the DCC network.  You must satisfy yourself at this stage in the procurement process that you are able to sign the attached PSN agreement (Appendix C).  It is a condition of the contract that you agree and sign the terms, if required.  If you are unable or unwilling to do this, DCC reserve the right to withdraw your tender at no cost to the authority.
	SECTION ‘E’:  Evaluation Pro Forma




E1
Explanatory Notes

E1.1.1
Tenderers are required to complete the Evaluation Pro Forma in full. The pro forma is in three parts; one for general commercial information which is not used in the evaluation but provides the authority with relevant information for monitoring and communication. 
E1.1.2
The selection criteria which are mandatory pass fail questions which are designed to select organisations with the required economic and financial standing, experience and technical capacity to carry out the contract as well as any other mandatory requirements within the specification. 
E1.1.3
All responses that pass the selection criteria will then be taken on to be assessed against the award criteria, where their responses to the questions in this section will be marked and used to select the preferred supplier / suppliers. The questions and areas within the award criteria have been allocated evaluation weightings which are detailed earlier in this document and within the evaluation Pro forma.
E1.2
Award of contract to a Tenderer does not however imply any representation by the Authority as to the tenderer’s financial stability, technical competence or ability in any way to carry out the services.  The right to return to these matters as part of the formal tender evaluation process is hereby reserved to the Authority.

E1.3
Any further information which you may wish to submit should be included as a separate file and headed “Supporting Information”.

E1.4
The information you provide on the pro forma will be relied upon for evaluation purposes and will be taken to be true and accurate.  If subsequently it is determined that any information supplied was not accurate and was relied upon for evaluation purposes, then they Authority reserves the right to exclude your offer to supply (if still under evaluation) or if the contract has been awarded to you and the information inaccurately supplied had a significant bearing on the award then the Authority shall be at liberty to terminate the contract.

	(1) Commercial Information


The Commercial information questions provide the authority the necessary general information regarding your organisation. The information provided in this section is important to the ITT process but will not be marked as part of the evaluation.
Please provide full responses to the commercial questions listed below.
All Tenderers should answer questions EC1 – EC7
EC1.
Company Name

	


EC2.
Company Address including main contact telephone number and e-mail address
	


EC3.
Address of Registered Office (if different from 2)

	


EC4.
State the Company Registration Number

	


EC5.
State if the Company is VAT registered and if yes provided the VAT Registration Number

	


EC6.
Type of Company or Organisation (e.g. Private, Private Limited Company, Partnership Local Authority, Government Agency, Voluntary Body, Registered Charity, etc.)

	


EC7.
Please nominate two senior lead contact people within your organisation empowered to represent the company in all dealings with the submission.  Names, job titles, workplace address, telephone number and e-mail addresses are required.

	


Only Limited Companies should complete questions EC8- EC10
EC8.
State the Company’s date of registration and registration number under the Companies Act 1985 (A copy of the Certificate of Enrolment will be required should you be successful).

	


EC9.
State the Company’s date of registration and registration number under the Provident Societies Act 1965 to 1978 (if applicable).

	


EC10.

If the Company is a member of a group of companies, give the names and addresses of the Ultimate Holding or Parent Company of the Group and any other subsidiaries in the United Kingdom.  State the relationship clearly.

	


Only Partnerships should complete questions EC11 – EC13
EC11.

What is the total number of partners?

	


EC12.
When was the Partnership formed?

	


EC13.
Is the Partnership a member of a group?

	If the answer to EC13 is YES, give full details of the other Companies/Partnerships within the group and full details of the structure of the group (for example, you will need to state whether the group is a partnership itself or whether it is a collection of separate partnerships which share services).


Only Voluntary Bodies/Charities should answer questions EC14 – EC17
EC14.

How is the body governed?

	


EC15.

Is the organisation a registered charity?

	


EC16.
Is it a Statutory Body?

	


EC17.
How is the organisation funded, and, do you receive any government or local funding?

	


All Tenderers should answer questions EC18 – EC24
EC18.
If you reach final selection:

A financial appraisal to ensure commercial stability will be undertaken. You will be required to present the Company balance sheets and a statement of the undertakings and overall turnover for the previous 3 financial years, and you may be requested to supply a Bank Authority letter

And 

Details of Insurance policies held by the tenderer will be required (Note a minimum 5 million pound Public Liability Insurance is a requirement of the Council)

Do you agree to provide such documentation within 5 working days of any such request?

	Yes /No


EC19.
State the number of staff currently employed by your Company.

	


EC20.
Provide details of all existing formal or informal, United Kingdom or International, Co-operative Trade Agreements with any third parties which are in any way material to the service to be provided.

	


EC21.
How many of the staff are permanent and how many are contract staff? 

	


EC22.
How long has your organisation been established?

	


EC23.
Provide names and addresses of any accredited bodies to which your Company belongs, that would be relevant to this particular Contract

	


EC24.
List any other relevant professional/trade accreditations

	


Only Tenders with 5 or more employees to continue to complete questions EC25 – EC26
EC25.
Are you able to provide equality and diversity training for managers and staff?
	Yes
	No

	If Yes do you currently provide this?

	Yes
	No


EC26.
Are you able to report and consult on equality issues with your workforce
	Yes
	No

	If Yes do you currently provide this?

	Yes
	No


All Tenderers should answer question EC27
EC27.
References – Provide 3 referees as part of your submission if short listed Devon County Council will contact these referees. The information should include:
	Referee 1

Company/Organisation Name And Address.

	Contact Name And Job Title

	Telephone Number

	E-Mail Address


	Referee 2

Company/Organisation Name And Address.

	Contact Name And Job Title

	Telephone Number

	E-Mail Address


	Referee 3

Company/Organisation Name And Address.

	Contact Name And Job Title

	Telephone Number

	E-Mail Address


	(2) Selection Criteria


These questions are designed to select suppliers who have the required technical and professional ability and are of the required economic and financial standing. This section will also include elements of the specification which are mandatory pass / fail requirements; these will be clearly stated where applicable.
Note: If you are a Company which is not currently operating in the United Kingdom you should answer the questions, substituting where relevant the appropriate Legislation/Codes of Practice etc.
Tenderers should note that questions ES2 & ES3 are mandatory pass/fail criteria. Please be aware that non-compliance (a ‘no’ response’) will result in the Tenderers submission being ruled out.

ES1
Has the Company or any staff within the Company who would be performing this work committed a criminal offence relating to the conduct of your business or profession?
	Yes
	No

	If Yes give details:


ES2

It is your legal responsibility as an employer to comply with statutory obligations under the following Acts.  Please confirm your organisations status in relation to the following:
ES2.1
Does your equality policy meet the requirements of the Equality Act 2010 and aim to protect people from all forms of unlawful discrimination because of age, disability, gender reassignment, marriage and civil partnership, pregnancy and maternity, race, colour, nationality, ethnic or national origin, religion or belief, sex and sexual orientation?
	
	Yes (Pass)
	
	No

(Fail)

	Acknowledgement of compliance
	
	
	

	Compliant copy of policy in place and available if successful?
	
	
	

	Can provide monitoring information on request?
	
	
	

	Procedures apply equally to employment and service delivery
	
	
	


NB: If successful a copy of your policies will be required at final selection stage.
ES3.
Should your organisation reach final short-listing, you will be required to provide copies of your policy documentation for inspection.  Do you agree to send copies of these policies to the Authority within five working days of such a request? 

	Yes 

(Pass)
	No

(Fail)


ES4.
Are you able to put your policy into practice in YOUR treatment of WORKERS AND CUSTOMERS and deal with any allegations of discrimination in the course of the contract seriously?  Are you able to set one or more objectives and gather and publish information (where relevant, necessary and proportionate) to demonstrate how you are eliminating discrimination, advancing equality and fostering good relations within the scope of the contract.  Provide details of how this will be achieved.
	Yes
	No

	If Yes give details:


ES4.1
Are you able to provide equality and diversity training for relevant managers, staff, agents or volunteers (that is appropriate for the scope of the contract and which covers the nine protected characteristics of the Equality Act 2010)?
	Yes
	No

	If Yes do you currently provide this?

	Yes
	No

	If Yes how do you provide this training?


ES5
In the last three years has your organisation been the subject of any formal investigation on grounds of alleged unlawful discrimination?
	Yes
	No


ES6
If you answered yes to question ES5 or a Commission made a finding adverse to your organisation, have you taken steps to address this?
	Yes
	No

	If Yes give details:


Only Tenderers with 150 or more employees need to complete Question ES7. 
All other Tenderers should move on to question ES8
ES7
Are you able to collect, analyse, monitor and publish information about your workforce including the age, gender, disability and ethnicty of job applicants, those selected for interview, those appointed and promoted, leavers and those subject to grievance and disciplinary procedures?  Is this information anonymous and clearly seperated from recruitment processes?  Do you carry out any additional workforce monitoring in line with the Public Sector General and Specific Duties of the Equality Act 2010 such as staff surveys and training?  If you reach shortlisting stage you may be required to explain how you do this or intend to do this, providing evidence if it is available.
	Yes
	No


ES8
Is your Company BS5750 or IS9000 accredited, (If no, do you have an in-house quality control system?  Give details and provide certificates awarded under National Quality Standards)  NB:  Certificates will be required if you reach final selection.
	Yes
	No

	If Yes state what accreditation / quality control system your company has:


ES9
Would the group or the Ultimate Holding Company be prepared to guarantee the Contract performance of its subsidiary?

	Yes
	No


ES10  Should your organisation reach final short-listing, you will be required to complete a copy of the Information Security  questionnaire in Appendix A Confirm that your organisation would be able to comply with the requirements within the questionnaire and would be willing to complete the questionnaire should your organisation be short listed. 
	Yes 
(Pass)
	No
(Fail)


ES11    Should your organisation reach final short-listing, you will be required to sign a copy of the Data Processing agreement in Appendix B. Confirm that your organisation would be willing to sign the Data Processing agreement.  
	Yes 
(Pass)
	No
(Fail)


ES12   Your organisation will be required to sign a copy of the PSN agreement in Appendix C if access to the DCC network is required. Confirm that your organisation would be willing to sign the PSN agreement. 
	Yes 
(Pass)
	No
(Fail)


Questions ES13 – ES19 are mandatory pass/fail criteria.  These are to be viewed as a key part of the requirement and are therefore of more significance in terms of the evaluation.

Tenderers non-compliance or no response with mandatory criteria may result in that submission being ruled out/ declined.  However, bids will be viewed by the evaluation panel in terms of the conformance of their submission to the overall specification
Using the spaces provided in the table below confirm you proposals compliance/non compliance to the stated requirements and use the comments area to enhance your submission.

	
	Question
	Mandatory (M) or Desirable (D) criteria
	Compliance for completion by tenderer

F = Fully compliant

N = Non compliant

	
	
	M
	D
	F
	N

	ES13
	You must read and confirm that you organisation can meet the mandatory criteria as laid out in the core requirements section B3.


	(
	
	
	

	ES14
	All data transfer between server and client MUST be encrypted, (this must be at least 256bit AES encryption or similar)

	(
	
	
	

	ES15
	The Contractor MUST submit their system to penetration testing and agree to any remedial actions imposed, at own cost, or demonstrate a clean test performed on the proposed hosted version of the solution.
	(
	
	
	

	ES16
	The solution MUST cater for multiple simultaneous user access without performance being affected.

	(
	
	
	

	ES17
	The Contractor MUST provide evidence that the proposed software and communications system comply with all current ISO and European standards in respect of Open Systems Interconnection
. If proprietary gateways are used, these products must be clearly indicated described and costed. The Contractor must be able to demonstrate their adherence to all relevant standards in a suitable environment

	(
	
	
	

	ES18
	The supplier MUST have in place an ESCROW agreement to cover the security of their proposed solutions or systems software or enter into a contract with the Council’s preferred ESCROW provider. For an externally hosted solution this should also cover the data.

	(
	
	
	

	ES19
	The Contractor MUST be able to ‘future proof’ the system, in that updates to the programme should be carried out, to accommodate new Government legislation, in a timely manner.


	(
	
	
	


	(3) Award Criteria Evaluation Questions


The responses to the questions in this section along with the prices submitted in section F pricing schedule will be used to evaluate the responses received under the criteria and weighting system detailed in section A5.3. Please refer to section A5.3 Award Criteria and familiarise yourself with this before completing this section.
No supplementary information will be considered for evaluation purposes unless specifically requested and no embedded documents to be included within your response.

	Quality (Committee Management) – 30%

	Tender Question Reference
	Tender Question
	Question Score

	EA1
	Provide an overview of the proposed solution, including the system architecture. List all relevant products, services and their core functions.
	35

	Answer

	EA2
	Please provide an overview of the day to day functionality of the system, highlighting full range of these functions and how they streamline the democratic process.
	35

	Answer

	EA3
	Please explain how / the methods by which system enhancements and developments are made, outlining any user groups or how clients can influence future developments of the system.
	20

	Answer

	EA4
	Please provide details and describe any quality Assurance processes or accreditations. 
	10

	Answer


	Functional Characteristics (Democracy and Transparency) – 35%

	Tender Question Reference
	Tender Question
	Question Score

	EA5
	Please explain how the system integrates with the webcasting of meetings, including linking agendas, reports etc.
	30

	Answer

	EA6
	Please explain how the solution could provide an ‘e’ petitions facility and outline the full functionality and effectiveness of such a system. 
	20

	Answer

	EA7
	Describe how the solution can provide integration with the Councils or other websites, meeting relevant design standards and open data requirements. 
	10

	Answer

	EA8
	Please provide details of how the solution provides councillors profile pages and detail the information that can be included on these pages. 
	20

	Answer

	EA9
	Please explain how agendas and minutes will be presented to the public and how they will be accessible on different devices and as an open data feed. 
	10

	Answer

	EA10
	Devon County Council currently uses GovDelivery for email alerts and notifications, therefore please explain how the solution could integrate with GovDelivery.
	10

	Answer


	Cost Effectiveness (Wider Democracy) – 10%

	Tender Question Reference
	Tender Question
	Question Score

	EA11
	Please explain how the solution provides calendar integration, and outlining the full functionality of this aspect, including what applications are compatible (for example windows, android, apple etc)

	50

	Answer

	EA12
	Please explain your pricing model and structure, outlining what is included in the pricing, and highlighting any exclusions.
	25

	Answer

	EA13
	Please explain how the solution provides value for money and give examples of efficiencies and savings that can be achieved and how. 
	25

	Answer


	Technical Merit and Data Protection – 15%

	Tender Question Reference
	Tender Question
	Question Score

	EA14
	Describe any hardware of software requirements for DCC staff maintaining the data, and for members of the public accessing the data. This is to include information on browser versions supported and any local installations required.

	20

	Answer

	EA15
	Please explain your mobile solutions, for working with mobile devices, and the functionality of these.
	20

	Answer

	EA16
	Describe the solution’s API and the functionality it provides.
	20

	Answer

	EA17
	Describe the options for data retention, back-up, archiving and deletion and also the facilities for importing data from other sources.
	20

	Answer

	EA18
	Describe your solutions security model and how access to data can be controlled and restricted.
	20

	Answer


	Installation, Maintenance and Training – 10%

	Tender Question Reference
	Tender Question
	Question Score

	EA19
	Describe your implementation plan, including project management, site configuration, deployment options, and test/go live process. Go-live will be required prior to 1/4/2016

	25

	Answer

	EA20
	Describe your training methodology and how you propose to deliver system administrator and user training.
	20

	Answer

	EA21
	Describe the help/support that is provided to users of your solution, including time availability and service levels.
	20

	Answer

	EA22
	Please provide a copy of your service support and maintenance contract, including and Service Level Agreement for system availability.
Also, detail what is expected of the Authority / Partner IT resource during implementation and during the life of the contact in respect to supporting and maintaining the proposed software.   
	20

	Answer

	EA23
	Please describe the software update process and frequency and, including provision of any test environment and any warranties that are applicable. 
	15

	Answer


	SECTION F: Pricing Schedule

Tender weighting evaluation in relation to price is 20%, as detailed in A5.3 criteria for the award of business. 

Note: The sum total of items (A) and (B) will be used to evaluate the Price score. 


	Hosted Solution Description

(Please provide a breakdown of costs where appropriate)
	Price (exclusive of VAT)

	Initial software/solution provision costs (one-off)

	£

	Implementation, configuration & training costs (one-off)

	£

	List any additional start-up costs (one-off):


	£

	(A) Total Start-up Cost (one off) 

	£

	Annual Hosted solution cost, to include 10Gb storage.

	£

	Annual Support, service & maintenance costs.

(Minimum Business hours cover 9-5 Mon-Fri, excluding Bank holidays)


	£

	ESCROW agreement  provision, per annum  cost 
Please state if this is for software or data or both : 

	£

	List any additional annual costs:

	£

	(B) Total Annual Cost       

	£

	State and provide details of any other optional costs:


	£

	Note: The sum total of items (A) and (B) will be used to evaluate the Price score. 




Prices to be held firm for a minimum of  6 (six) months unless otherwise stated.

The prices quoted in the offer shall remain throughout the period of the purchasing arrangement except where:

(a) during the period of the contract the exchange rate of the pound sterling varies significantly, any alternation is made in the rate of taxes, customers or other duties affecting the goods specified, whether by the imposition of new taxes, tariffs or duties or the withdrawal or variation of the same, then an appropriate agreed allowance shall be made by the authority or the Suppliers as the case may be.

(b) the Supplier makes provision for a properly formulated price variation clause which is accepted by the Authority.

I / We offer to supply the goods and/or services listed in the pricing schedule in compliance with the specification and all other documents forming the contract and at the fixed price above.

*Signed: ........................................................................................ Date: ............................................................

Name: (in block capitals): ....................................................................................................................................

In the capacity of: .................................................................... on behalf of: ......................................................

(State official position, ie Director, Manager, Secretary etc).

SECTION G: Price Variation Formula

This section of the Invitation to tender should be completed in conjunction with Clause C26 of the DCC Standard Terms and Conditions of Goods and Services. Failure to complete this section may result in a tender being rejected.

Price Variation Formula for any price quoted which maybe subject to variation after any period of price stability. 

	ELEMENT
	(1) FIXED
	(2) %

	LABOUR
	
	

	MATERIALS
	
	

	HAULAGE
	
	

	OTHER
	
	


In order to assist tenderers when completing the formula, the following information has been detailed for guidance.

(1)
Please state in column (1) which elements are to remain firm in price for the period for the contract.

(2)
Where any element is not fixed in price for the duration of the contract, please state as a % in Column (2) the contribution which that element makes to the quoted unit price.

(3) Any future price variations applied for must show the actual % movement of the element and be accompanied by documentary proof that the change in cost indicated has occurred.

(4) The breakdown of costs as indicated in the Price Variation Formula will be automatically adjusted following the acceptance of a price increase and the new apportionment used as a basis for consideration of future applications.

Signature …………………………………………………………………….   Date: …………………….…………….

For and on behalf of


Address 
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Box A - Consortium





I/We the undersigned do hereby certify that:- 





the consortium’s tender is bona fide and intended to be competitive and the consortium has not fixed or 	adjusted the amount of the tender by or under or in accordance with any agreement or arrangement with 	any other person outside the consortium; 


the consortium has not entered into any agreement with any person outside the consortium that they shall refrain from tendering or that they shall withdraw any tender once offered or vary the amount of any tender to be submitted or asked the amount of any tender to be submitted;


the consortium has not informed any person outside the consortium other than the person calling for the tender the amount or approximate amount of the tender or proposed tender except where the disclosure, in confidence, of the approximate amount of the tender was necessary or will be necessary to obtain insurance premium or other quotations necessarily required for the preparation of the tender;


the consortium has not offered to pay or give any sum of money or valuable consideration directly or indirectly to any person for doing or having done  or causing or having caused to be done in relation to any other tender or the proposed tender for the said work any act or thing of the nature specified and described above.


(e)	I/We further undertake that the consortium will not do any of the acts mentioned in (b), (c) and (d) above before the hour and date specified for the return of the tender.





Box B – Single Body and/or Individual





I/We the undersigned do hereby certify that:-





My/our tender is bona fide and intended to be competitive and I/we have not fixed or adjusted the amount of the tender by or under or in accordance with any agreement or arrangement with any other person;


I/we have not indicated to any person other than the person calling for the tender the amount or approximate amount of the proposed tender except where the disclosure, in confidence, of the approximate amount of the tender was necessary or will be necessary to obtain insurance premium or other quotations necessarily required for the preparation of the tender;


I/we shall have not entered into any agreement or arrangement with any other person that they shall refrain from tendering or that they shall withdraw any tender once offered or vary the amount of any tender to be submitted or asked the amount of any tender to be submitted;


I/we have not offered to pay or give any sum of money or valuable consideration directly or indirectly to any person for doing or having done or causing or having caused to be done in relation to any other tender or the proposed tender for the said work any act or thing of the nature specified and described above.


(e)	I/we further undertake that I/we will not do any of the acts mentioned in (b), (c) and (d) above before the hour and date specified for the return of the tender.











� ISO/IEC7498 Open Systems Interconnection -- Basic Reference Model
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Devon

County Council

Services and Data Protection

Agreement

Version 4.0
Document Date: 31/07/2014
Customer Relations and Information Governance Team
Business Strategy and Support

If you require help in the interpretation of this policy, contact the Information

Governance Manager at keepdevonsdatasafe@devon.gov.uk

If this document has been printed please note that it may not be the most up-to-date
version. For current guidance please refer to The Source.

This document can be made available to the public, upon request, under the Freedom
of Information Act 2000.
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This agreement should be completed and issued to third parties who will have
access to Devon County Council data, which contains confidential, personal or
sensitive business information.

This Agreement is made on [enter date]

THIS AGREEMENT IS BETWEEN

(1) Devon County Council whose address is County Hall, Topsham Road,
Exeter, Devon EX2 4QD (“DCC”); and

(2) [enter third party’s name] whose address is [enter address]
BACKGROUND:-
(A) DCC wishes to appoint [name of third party] for the purpose of [enter

description]

(B) This Agreement sets out the terms on which the parties will provide the
Services, which includes the processing of the Data.

(®)) [name of third party] will carry out [enter description of work] on behalf of DCC

THE PARTIES agree as follows:-

1. DEFINITIONS AND INTERPRETATION

1.1. In this Agreement, including the schedules, the definitions and rules of
interpretation in this clause will apply, unless the context otherwise requires or
permits:-

1.2.  Act: means the Data Protection Act 1998;
1.3. Agreement: means these terms and conditions including the Schedules;

1.4. Completion: means the time immediately following the completion of the
purpose

1.5. Data: means the information provided to [enter name of third party] for the
stated purpose

1.6. Data Controller: has the meaning set out in section 1(1) of the Data
Protection Act 1998.

1.7. Data Processor: has the meaning set out in section 1(1) of the Data
Protection Act 1998.
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1.8.

1.9.

1.15.
1.16.

2.1.

2.2.

Personal Confidentiality Statement: is the statement set out in 1 of this
Agreement

Personal Data: has the meaning set out in section 1(1) of the Data Protection
Act 1998

Processing and process: have the meaning set out in section 1(1) of the
Data Protection Act 1998.

Intellectual Property Rights: means any and all intellectual property rights of
any nature anywhere in the world whether registered, registerable or
otherwise, including patents, utility models, trade marks, registered designs
and domain names, applications for any of the foregoing, trade or business
names, goodwill, copyright and rights in the nature of copyright, design rights,
rights in databases, moral rights, know-how and any other similar rights.

Parties: means the parties to this Agreement and Party means either of
them. Words in the singular include the plural and in the plural include the
singular. Clause headings will not affect the interpretation of this agreement.
References to clauses are, unless otherwise provided, references to the
clauses of this agreement.

A reference to a statute or statutory provision is a reference to it as it is in
force for the time being, taking account of any amendment, extension or re-
enactment and includes any subordinate legislation for the time being in force
made under it.

In the event that there is any conflict between these terms and conditions and
the Schedules they shall take the following order of precedence (from most to
least important):

[the terms];
[Schedule 1];

For the purposes of this Agreement, DCC is the Data Controller and [Enter
name of third party] is the Data Processor of any Personal Data.

OBLIGATIONS OF [ENTER NAME OF THIRD PARTY]

[Enter name of third party] will use all reasonable skill and care in providing
the Services.

[Enter name of third party] will process the Data only to the extent, and in
such a manner, as is necessary for this Agreement and will not process the
Data for any other purpose.
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2.3.

24.

2.5.

2.6.

2.7.

2.8.

2.9.

2.10.

2.11.

2.12.

[Enter name of third party] will:

process the Data in accordance with the Act, in so far as it applies;

take appropriate technical and organisational measures against unauthorised
or unlawful processing of the Data and against accidental loss of, destruction
of, or damage to Data; and

act only on instructions from Devon County Council and in accordance with
this agreement.

[Enter name of third party] will keep a record of any processing of Data it
carries out on behalf of DCC.

In the event that [Enter name of third party] receives any complaint, notice or
communication from a third party in connection with the Services, it will
immediately notify DCC in writing to Customer Relations & Information
Governance Team, County Hall, Room 120, Topsham Road, Exeter, EX2
4QD and provide DCC with full co-operation and assistance dealing with such
complaint, notice or communication.

[Enter name of third party] will promptly comply with any reasonable request
received from DCC in relation to the Data.

[Enter name of third party] will keep all information (written or oral)
confidential, in so far as permitted by law relating to any Data.

[Enter name of third party] will not disclose or transfer the Data in whole or in
part to any other person without DCC’s written consent (not to be
unreasonably withheld or delayed), except to its employees who have a need
to know and involved in the performance of the Services.

[Enter name of third party] will promptly inform DCC if they become aware
that any Data is lost. [Enter name of third party] will recover such Data at its
own expense. If equipment containing the data has been lost or stolen, [Enter
name of third party] will notify the DCC Information Governance Manager
immediately at KeepDevonsDataSafe@devon.gov.uk.

[Enter name of third party] will not transfer any Personal Data outside the
European Economic Area without the prior written consent of DCC.

[Enter name of third party] will not be restricted by this Agreement in its use of
any Data which is in the public domain or in the possession of [Enter name of
third party] prior to the date of this Agreement.

Data Processing Agreement V.4. July 2014

50f9





3.1.

3.2.

3.3.

3.4

3.5.

4.1.

4.2.

5.1.

5.2.

5.3.

[ENTER NAME OF THIRD PARTY] EMPLOYEES

[Enter name of third party] will ensure that access to the Data is limited to:
those employees who need access to the Data for the purpose of this
Agreement; and in the case of any access by any employee, such part or
parts of the Data as is strictly necessary for performance of that employee's
duties under this Agreement.

[Enter name of third party] will ensure that any of their employees, agents,
subcontractors or professional advisors who have access to the Data under
this Agreement:

are informed of the confidential nature of the Data;

have undertaken training in the laws relating to handling Personal Data;
are aware of [enter name of third party] obligations under this Agreement.

[Enter name of third party] will use reasonable endeavours to ensure the
reliability of any [enter name of third party] employees who have access to the
Data.

RIGHTS OF DCC

DCC is entitled, on giving at least five working days' notice to [enter name of
third party], to inspect or appoint representatives to inspect all facilities,
equipment, documents and electronic data relating to the processing of the
Data.

The requirement under clause 0 to give notice will not apply if DCC believes
that [enter name of third party] is in breach of any of its obligations under this
Agreement.

WARRANTIES

Each party warrants to the other that it is duly authorised to enter into this
Agreement.

[Enter name of third party] warrants that it will process the Personal Data in
compliance with all applicable laws, enactments, regulations, orders,
standards and other similar instruments.

[Enter name of third party] warrants that it will not authorise any third party or
sub-contractor to process the Data.
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6.1.

6.2.

7.1

8.1.

8.2.

9.1.

9.2.

9.3.

10.

10.1

INTELLECTUAL PROPERTY RIGHTS

[Enter name of third party] agrees and acknowledges that any Intellectual
Property Rights in the Data belongs to DCC and that [enter name of third
party] does not acquire any rights, title or interest in such Data, save as
granted under this Agreement.

DCC hereby grants [enter name of third party] a royalty free licence to

process the Data under this Agreement. For the avoidance of doubt, this
licence shall terminate automatically on termination of this Agreement.

INDEMNITY
[Enter name of third party] agrees to indemnify and hold DCC harmless
against all costs, claims, losses, damages or expenses (including legal

expenses) incurred by DCC as a result of [enter name of third party] failure to
comply with its obligations under this Agreement and the Act.

TERM
This Agreement will commence on the date of this Agreement.

Immediately after Completion, [enter name of third party] will delete all Data
and any copies of the Data in its possession (unless otherwise stipulated).

TERMINATION
This Agreement will terminate automatically upon execution of the purpose
and [enter name of third party] having complied with clause 8.2, unless

terminated earlier in accordance with this clause.

Except as provided in this Agreement, neither party will have any further
obligation to the other under this agreement following its termination.

Termination of this Agreement will not affect any rights, remedies or

obligations of the parties that have accrued or become due prior to
termination.

GENERAL

This Agreement will be governed and construed in accordance with the laws
of England and Wales.
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10.2. The parties irrevocably agree that the courts of England and Wales will have
exclusive jurisdiction to settle any dispute or claim that arises out of or in
connection with this Agreement or its subject matter.

10.3 This Agreement has been entered into on the date stated at the beginning of
it.

Signed by [ 1
on behalf of Devon County Council [JOB TITLE]
Signed by [ 1
on behalf of [Enter name of third party] [JOB TITLE]

A copy of this agreement should be held by both parties.
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11. SCHEDULE ONE - PERSONAL CONFIDENTIALITY STATEMENT

11.1. Statement outlining personal responsibility concerning security and
confidentiality of information (relating to clients, staff and the business of
Devon County Council)

11.2. NB. This statement must be signed by all 3™ party employees where access
to DCC data will be granted to ten employees or less. If more than ten
employees will have access to DCC data, this statement should be signed by
the company director or other equivalent or relevant person, on behalf of their
employees.

11.3. Any confidential and/ or personal information accessed or acquired by you or
your employees in connection with the performance of any contract between
you/your employer and Devon County Council must not be disclosed to any
other person unless in pursuit of your/your employees duties as detailed in
the contract between Devon County Council and you/your employer. This
condition applies during the length of this contract with Devon County Council
and after that ceases.

11.3 Confidential information includes all information relating to the business of
Devon County Council and its clients and employees.

11.4 The Data Protection Act 1998 regulates the use of all personal information
and included electronic and paper records of identifiable individuals (clients
and staff). Devon County Council is registered in accordance with this
legislation. If you or your employees are found to have used any information
you/they have seen or heard other than for the purposes of your/their
contractual responsibilities you and/or your employer may face legal action.

12. PERSONAL UNDERTAKING

12.1. | understand that | and my employees are bound by a duty of confidentiality
and agree to adhere to the conditions within the agreement between Devon
County Council and my personal responsibilities to comply with the
requirements of the Data Protection Act 1998.

NAME OF CONTRACTING ORGANISATION:

PRINT NAME:

SIGNATURE:

POST HELD:

DATE:
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PARTIES

The Parties to this Agreement are:

@
2

11

1.2

13

1.4

15

1.6

Devon County Council of County Hall, Topsham Road, Exeter, EX2 4QD (DCC).

[CONTRACTOR] of [ADDRESS] (Partner Organisation).

B ACKGROUND

DCC has obtained a PSN Compliance Certificate from the PSN Authority and is a
PSN Customer. DCC has an internal wide area network connected to the PSN
including services that are provided using that network (the “DCC Network”).

The Partner Organisation provides services to DCC and requires access to the DCC
Network, via its own IT devices, for the purposes of delivering these services which
have been commissioned by DCC under separate arrangements (the “Purpose”).

In consideration of the Partner Organisation agreeing to comply with the terms of this
Agreement, DCC will provide the Partner Organisation access to the DCC Network
for the Purpose.

INTERPRETATION

Terms defined in the Cabinet Office PSN Glossary v1.6, 31 January 2013 (attached at
Annex B) shall have the same meaning when used in this Agreement unless
specifically defined in this Agreement.

A reference to a statute or statutory provision is a reference to it as it is in force for
the time being, taking account of any amendment, extension, or re-enactment and
includes any subordinate legislation for the time being in force made under it.

A reference to Cabinet Office or CESG guidance, codes or policies is a reference to
it as it exists for the time being and includes any successive or replacement Cabinet
Office or CESG guidance, codes or policies.

Words denoting any gender shall include all genders.

Words importing the singular shall include the plural and vice versa.

A person includes a natural person, corporate or unincorporated body (whether or not
having separate legal personality) and that person's legal and personal representatives,
and successors.





17

2.1

31

4.1

Any obligation in this Agreement on a person not to do something includes an
obligation not to agree or allow that thing to be done.

COMMENCEMENT AND DURATION

This Agreement shall commence on the date when it has been signed by both Parties
and shall continue until terminated in accordance with the terms contained herein.

ACCESS TO THE DCC NETWORK

In exchange for the Partner Organisation complying with the terms of this
Agreement, DCC grants the Partner Organisation permission to use the DCC
Network.

THE PARTNER ORGANISATION’S OBLIGATIONS

The Partner Organisation agrees that it:
(@  shall only access the DCC Network via fully managed devices;

(b)  shall ensure that all devices being used to access the DCC Network are
managed to baseline security standards in accordance with the latest version
of the CESG document “Good Practice Guide 17 — Client System Security”
and any related documents that may be published by CESG from time to
time;

(c)  shall take no actions that may result in DCC losing or invalidating its PSN
Compliance Certification;

(d)  shall only access the DCC Network for the Purpose;

(e)  shall only grant access to the DCC Network to those employees who require
access to the DCC Network to fulfil their duties in relation to the Purpose
and ensure that such staff at all times:

(i)  keep their passwords to the DCC Network secure and confidential,
and

(i)  comply with the requirements of this Agreement;

()  shall maintain an up-to-date record of such employees referred to in clause
4.1(e) and provide copies to DCC upon request;

(@)  shall not allow access to the DCC Network to any third parties; and

(h)  shall notify and provide details to DCC without delay if it become aware of
any Security Incidents or breaches any of these abligations and shall
cooperate fully with DCC and take all reasonable steps to mitigate the
consequences of any such Security Incidents or breaches of these
obligations.





4.2

4.3

5.1

5.2

6.1

The “Good Practice Guide 17 — Client System Security” specifies standards for
device configuration matters related to data security. Without limiting the generality
of clause 4.1(b), the Partner Organisation shall adhere to the “Good Practice Guide 17
— Client System Security” standards in relation to:

(@  ensuring that all devices are centrally managed and controlled;

(b) using automated patching for all client software, both applications and
operating systems;

(c)  having controls to prevent end users installing their own applications;

(d) applying full disk encryption to any mobile devices to prevent accidental
data leakage after loss of the device;

(e)  ensuring that devices are used only by properly authenticated users;
()  retaining Security Incident audit logs; and

(@) using anti-malware software with regular automated virus signature updates.

The Partner Organisation shall adhere to the specific configuration guidelines in
relation to particular types of devices as set out in “End User Devices Security and
Configuration ~ Guidance”  (https://www.gov.uk/government/collections/end-user-
devices-security-guidance), as may be updated from time to time.

ESCALATION

If either Party has any issues, concerns or complaints about any matter in this
Agreement, that Party shall notify the other Party (via the contact points listed at
Annex A) and the Parties shall then seek to resolve the issue by a process of
consultation.

If the Partner Organisation receives any formal inquiry, complaint, claim or threat of
action from a third party (including, but not limited to, claims made by a supplier or
requests for information made under the Freedom of Information Act 2000) in
relation to its use of the DCC Network, it shall promptly contact DCC, providing full
details. No action shall be taken in response to any such inquiry, complaint, claim or
action, to the extent that such response would adversely affect DCC, without first
consulting DCC.

ASSIGNMENT

This Agreement is personal to the Parties and the Partner Organisation shall not be
permitted to assign, transfer, sub-contract or deal in any other manner with any of its
rights and obligations under this Agreement.



https://www.gov.uk/government/collections/end-user-devices-security-guidance
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6.2

7.1

7.2

9.1

10.

10.1

10.2

Each Party confirms that it is acting on its own behalf and not for the benefit of any
other person.

TERMINATION

DCC may disable the Partner Organisation’s access to the DCC Network at any time
and/or terminate this Agreement with immediate effect on providing written notice if:

(@  the Partner Organisation breaches any of the terms of this Agreement; or
(b) DCC loses its PSN Compliance Certification; or
(c)  the DCC Network is removed from the PSN for any reason; or

(d) the Partner Organisation is no longer fulfilling, or is no longer required to
fulfil, the Purpose.

If this Agreement is terminated for any reason:

(@  DCC shall disable the Partner Organisation’s access to the DCC Network;
and

(b)  the Partner Organisation shall deliver to DCC all data and other material
belonging to DCC forthwith.

VARIATION

This Agreement may only be varied by written agreement of both Parties.

CosTs

Except as otherwise provided, the Parties shall each bear their own costs and
expenses incurred in complying with their obligations under this Agreement.

DATA PROTECTION

The Partner Organisation shall (and shall procure that any of its staff involved in the
provision of this agreement) duly observe all its obligations under the Data Protection
Act 1998 which arise in connection with this Agreement and/or the Purpose.

Notwithstanding the general obligation in clause 10.1, where the Partner Organisation
is processing Personal Data (as defined in the Data Protection Act 1998) as a Data
Processor (as defined in the Data Protection Act 1998) for DCC, the Partner
Organisation shall ensure that it has in place appropriate technical and contractual
measures to ensure the security of the Personal Data and to guard against
unauthorised or unlawful processing of the Personal Data and against accidental loss
or destruction of, or damage to, the Personal Data, as required under the Seventh Data
Protection Principle in Schedule 1 to the Data Protection Act 1998 and ensure it does
4
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10.3

11.

111

11.2

113

12.

12.1

12.2

12.3

13.

13.1

14.

141

not knowingly or negligently do or omit to do anything which places DCC in breach
of the DCC’s obligations under the Data Protection Act 1998.

This clause 10 (Data Protection) shall survive termination of this Agreement.

INDEMNITY AND LIABILITY

The Partner Organisation shall indemnify DCC against all liabilities, expenses, costs,
damages, direct losses and all reasonable professional costs and expenses suffered or
incurred by DCC arising out of or in connection with the Partner Organisation’s
breach or negligent performance of this Agreement.

DCC shall not be liable to the Partner Organisation for any disruption to the DCC
Network or any removal of the Partner Organisation from the DCC Network.

This clause 11 (Indemnity and Liability) shall survive termination of this Agreement.

MONITORING

DCC may monitor the performance of this Agreement by the Partner Organisation.

At DCC’s request, the Partner Organisation shall allow DCC to inspect, examine and
audit the Partner Organisation’s devices which are being used to access the DCC
Network.

The Partner Organisation shall co-operate with DCC in carrying out the monitoring
referred to in clause 12.1 and 12.2 at no cost to DCC.

STATUS

Nothing in this Agreement is intended to, or shall be deemed to, establish any
partnership or joint venture between the Parties, constitute either Party as the agent of
the other Party, nor authorise either of the Parties to make or enter into any
commitments for or on behalf of the other Party.

RIGHTS OF THIRD PARTIES

A person who is not a party to this Agreement shall have no rights under the
Contracts (Rights of Third Parties) Act 1999 to enforce any terms of this Agreement.





15. GOVERNING LAW AND JURISDICTION

This Agreement shall be governed by and construed in accordance with English law
and, without affecting the escalation procedure set out in clause 5, each Party agrees
to submit to the exclusive jurisdiction of the courts of England and Wales.

This Agreement has been entered into on the later of the two dates set out below.

Signed for and on behalf of Devon County

Council

SIgnature:

Name: Rob Parkhouse

Position: Head of Business Strategy & Support
Date:

Signed for and on behalf of [Partner

Organisation]

Signature: s
Name: s
PoSItion:
Date: s





CONTACT POINTS

DCC
Name:
Office address:

Tel No:
E-mail Address:

Partner Organisation
Name:
Office Address:

Tel No:
E-mail Address:

Annex A. Contact Points

Gavin Punchard or Tracey White
Devon Procurement Services
Devon County Council

Room 120, County Hall,
Topsham Road, Exeter,
Devon.EX2 4QU

01392 383000
procure@devon.gov.uk

[CONTRACTOR]
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Appendix D

Devon

) County Council
Committee Management System |

Presentation
The purpose of the presentation is to:

¢ Demonstrate overall usability and ease of use of the product
® Focus on specific areas required by Devon County Council
» Allow for clarification questions to be asked of the supplier

The Supplier will be given 60 minutes to present on the following topics {with suggested
timings shown below). This will be followed by a 30 minutes question and answer session,

Agenda Compiiation and Publishing — 20 minutes

» Please demonstrate how a Committee Clerk would compile an agenda, change and
add items and publish (both openly and with Part 2 reports included) '

» Please demonstrate how the system is updated to include legislative changes, for
example officer decisions.

This will be evaluated in terms of EA1, EA2 and EA3 of the Award Criteria within the ITT
documentation.

Webpages and Viewing — 25 minutes

» Please show how Committee agendas, minutes and reports integrate and link to the
webcasting of meetings.

¢ Please briefly show the ‘e’ petitions function

» Please show examples of Councillor profile pages and the range of information that
can be linked to them

* Please show how agendas and minutes are presented on the public website

® Please show the calendar options and how information can be exported to other
diary / calendar configurations

e Please also inform the Panel of any other new initiatives that are currently being
worked on

This will be evaluated in terms of EA5, EAG, EA8, EAQ and EA11 of the Award Criteria within
the ITT documentation.

Cost Effectiveness — 5 minutes

¢ Please give examples of where the solution has been implemented and the cost
savings achieved.

This will be evaluated in terms of EA13 of the Award Criteria within the ITT documentation.





Mobile Solutions — 10 minutes

s Please demonstrate your mobile solutions, working with mobile devices, and the
functionality of these.

This will be evaluated in terms of EA15 of the Award Criteria within the ITT documentation.

Clarification Questions from Evaluation Panel Members — 30 minutes
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Devon

Information Security Questionnaire for =, council
Data Processors and Third Parties

Introduction

Dewon County Council has a legal requirement under the seventh principle of the Data
Protection Act 1998 (the security principle), to ensure that the personal data’ it processes2 is
kept secure. In order to comply with the Data Protection Act, Devon County Council must
ensure that any person processing personal data on its behalf (a data processor), can
provide sufficient guarantees in respect of the technical and organizational security measures
gowverning the processing to be carried out and take reasonable steps to ensure compliance
with those measures.

Any data processor who has access (directly or indirectly) to personal data held by the
Council must complete this questionnaire and where directed, provide evidence showing how
they meet the necessary security standards for protecting personal data against unauthorized
or unlawful processing of personal data and against accidental loss or destruction of, or
damage to, personal data.

Persons processing data on behalf of the Council which will not have access to personal
data (a third party), may still be required to complete this questionnaire if they have access
to sensitive business information or business critical systems.

Instructions to data processors and third parties

1. This questionnaire should be completed by the individual responsible for Information
Security within the company or business tendering for the work being contracted out by
Dewvon County Council.

2. This questionnaire consists of two columns; the first column lists the security questions and
the second column requires the data processor or third party to provide their response to the
questions. Data Processors and third parties must not modify or delete any questions. If the
question does not apply tothe senices or work that are to be provided, then an “N/A” (not
applicable) in the response column is sufficient.

3. Please complete this questionnaire and return it to the designated project lead involved in
this contract.

Important note

In December 2009, Devon County Council received compliance status with the Information
Security Standard 1ISO27001. In order to continue to meet compliance with this standard and
to meet its security obligations under the Data Protection Act 1998, the Council cannot allow
persons access to its information or systems, unless they can provide the same or higher
levels of protection to its data.

Companies or other persons who cannot provide Devon County Council with sufficient
guarantees in respect of their technical and organizational security measures, will not be
given access to Devon County Council’s information or systems, until they meet the
necessary standards. Responses to this Security Questionnaire will be considered and a
decision will be reached as to whether the company’s security standards are sufficient, based
on the lewvel of sensitivity of the information or data that would be processed. Queries
regarding the council’s security standards should be emailed to:

KeepDewvonsDataSafe @devon.gov.uk

! ‘Personal data’ means data w hich relate to a living individual w ho can be identified fromthe data or from other data
or information w hich is in the possession of, or likely to come into the possession of Devon County Council.

2 ‘Processing’ means obtaining, recording or holding the information or data or carrying out any operation or set of
operations on the information or data. This includes organizing, adapting, altering, retrieving, using, disclosure of the
information or data by transmission, dissemination or otherw ise making available or destroying the information or
data.

Devon County Council's Information Security Questionnaire for Data Processors and Third Parties 10f6
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Information Security Questionnaire for

Data Processors and Third Parties

Security Questions

Response

1.0 General information

1.1 What is the project name or description of
the work being contracted out?

1.2 What is the name and telephone number
of Devon County Council’s lead for this
project?

1.3 What is the name and telephone number
of your company?

1.4 What is your company’s postal address?
If this is different to where the senice or work
for Devon County Council would be carried
out, please include this address also.

1.5 Does your company own or manage this
environment or premises? If not, please
identify who does?

1.6 What is your company’s website
address?

1.7 What is the name and telephone number
of your company’s Information Security or
Data Protection Manager or security lead?

1.8 Is your company registered under the
Data Protection Act 1998, with the
Information Commissioner’'s Office? If yes,
what is your registration number?

1.9 Is your company certified under the
Information Security Standard ISO27001or
accredited to any other security related
standard or Code?

1.10 Describe the type of information or data
your company would be processing on behalf
of Devon County Council?

1.11. Will your company be subcontracting
any of the work being tendered for?

NB. Subcontracting is prohibited unless
Dewvon County Council has explicitly
authorized this. Subcontractors may be
required to complete this questionnaire.

2.0 Human Resources Security:

Dewon County Council requires that all
individuals who have access to its data are
appropriate and trustworthy and are only
given access on a strict need to know basis.
The Council prohibits the disclosure or
distribution of its information to any other third
party or data processor, unless explicitly
authorized.

2.1 How many employees does your
company hawe?

2.2 What background checks does your
company carry out on new staff or
contractors to ensure their reliability and
trustworthiness?

2.3 Does your company’s staff have Data
Protection or confidentiality clauses in their

Devon County Council's Information Security Questionnaire for Data Processors and Third Parties
Version 2 - December 2011
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Information Security Questionnaire for
Data Processors and Third Parties

contracts?
If yes, provide a copy of the clauses.

2.4 What information security or data
protection training does your company
provide to its staff and how frequent is this
training provided?

2.5 Is information security or data protection
training mandatory for your staff?

2.6 Has your company lost, misused or had
stolen any personal data or sensitive
business information by their staff in the last
3 years? If yes, please give details.

2.7 Has your company self reported or been
reported of any information security incidents
to the Information Commissioner’s Office in
the last 3 years? If so, please describe the
incident(s) and the outcome.

3.0 Policy and awareness:

Dewon County Council expects your company
to have a formal data protection and/or
information security Policy, outlining the
measures your company takes to protect
personal data and or sensitive business data.

3.1 Does your company have policies which
refer to information security and data
protection? If yes, provide a copy.

3.2 How does your company promote
awareness of these policies to staff and
contractors and is formal training and sign off
required?

4.0 Physical security:

Access to Devon County Council data must
be strictly controlled. All data processing
devices holding the Council’'s data must be
held in secure rooms with controlled access.
Access to physical media and documentation
must also be controlled and must always be
held in locked storage when not attended.

4.1 Describe the security measures in place
to protect Devon County Council’s
information on your company’s premises or
where the information would be held?

4.2 If the information or data is to be held
electronically, where will the data back ups
be held and how will they be secured?

4.3 If requested, can a representative from
Dewon County Council visit the company’s
facilities to observe the physical security
controls in place (announced or
unannounced)?

5.0 Technical controls:

Dewon County Council requires companies
and other persons to have appropriate
technical measures in place to protect the
Council’s personal data and sensitive

Devon County Council's Information Security Questionnaire for Data Processors and Third Parties
Version 2 - December 2011

30f6






Information Security Questionnaire for
Data Processors and Third Parties

business data, from unauthorized or unlawful
processing and against accidental loss or
destruction of or damage to the data.

Segregation of Information between
Clients

5.1 What security controls are in place to
keep Dewon County Council systems and
data separate from other client data?

Operating System Security

5.2 Does the company hawe Information
Security procedures for protecting its systems
against wlnerabilities? If so, provide details.

5.3 Does the company perform routine
wilnerability scanning of its customer
environment? If so, what tools are used?

5.4 Is the company able to provide
application security test reports for any public
facing internet based applications that allow
access to Devon County Council data?

5.5 Does the company hawe a patch
management process?

5.6 Is anti-virus software deployed on
systems and how often are virus definitions
updated?

Authentication and Authorization

5.7 Does the company manage servers and
network devices using secure encrypted
protocols only?

5.8 What type of authentication is required to
access seners and network devices, both
from on-site and remote access (e.g.
passwords, SecurlD)?

5.9 How is access to the data/information the
company would be processing on behalf of
the Council controlled? Do you segregate
duties between staff?

5.10 Can the company’s employees access
the company’s network remotely? If so,
please describe the procedure and system
requirements.

Protection of Sensitive Data

5.11 How is electronically held personal data
and sensitive business information, protected
from unauthorized or unlawful processing?
How is electronically held personal data
protected against accidental loss, destruction

Devon County Council's Information Security Questionnaire for Data Processors and Third Parties
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Information Security Questionnaire for
Data Processors and Third Parties

or damage?

5.12 Will personal data or sensitive business
data be encrypted both in transit and in
storage? If so, please describe key
management practices and the encryption
algorithms used (e.g. SSL, 3DES, AES).

5.13 Will your company be holding personal
data, belonging to the Council, on your
sener? If yes, is your sener held in the
European Economic Area?

Network Security

5.13 Will firewalls be used to protect Devon
County Council data and systems from the
Internet and other untrusted networks?
Please name devices used and any formal
security accreditations they possess.

5.14 Are intrusion detection/prevention
systems used? Please name devices used.

5.15 Are security logs monitored frequently
and regularly to detect malicious activity?

5.15 Does the company correlate security
events from different sources?

5.16 Will wireless technology be used in this
environment? If so, how is this protected?

6.0 Organizational standards:

Devon County Council requires companies
and other persons to have appropriate
standards in place to protect its data. Security
incidents must be reported to:
KeepDewonsDataSafe @devon.gov.uk

These include, but are not limited to,
unauthorized access, denial of senice, loss
or theft of information and data corruption.

6.1 What practices does your company follow
for disposing sensitive written or printed
material?

6.2 Are permissions for access to written or
printed material and access to computer
systems (i.e. physical and logical access)
periodically reviewed and if so how often?

6.3 What methods would your company

employ to verify a user's identity in respect of
access to Devon County Council’s data (this
should include physical and logical access)?

6.4 Does your company have procedures for
reporting security incidents to your clients?
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Declaration

Projectname / description of the work to be undertaken:

| confirm that the information | have provided on this questionnaire
is true and accurate to the best of my ability.

Print Name:

Position:

Signature:
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