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[bookmark: _Hlk128484933]APPENDIX 1 - SERVICE SPECIFICATION
Greater Manchester Restorative Justice Services

This document defines the Greater Manchester Restorative Justice Service to commence on 1st July 2024
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[bookmark: _Hlk124345134][bookmark: ATD]Abbreviations, Terminology and Definitions: 
In this document the following abbreviations and terminology are used to aid clarity. For the avoidance of doubt, these are used solely in connection with this document and to aid understanding only. The interpretation section of the Contract takes precedence in the event of any contradiction or incompatibility. 
Abbreviations: 
CMS - Case Management System 
DPA - Data Protection Act 2018
DA – Domestic Abuse 
GDPR - General Data Protection Regulations
EU - European Union 
GMP - Greater Manchester Police 
GMVS - Greater Manchester Victim Services – Generic, working title for the core multi-crime service commissioned by the Deputy Mayor.
FCC – GMP Force Contact Centre
CRRU – Crime Response and Resolution Unit
Deputy Mayor – The Greater Manchester Deputy Mayor for Policing, Crime, Criminal Justice and Fire.
MoJ - Ministry of Justice
MARAC -Multi-Agency Risk Assessment Conferences 
SV – Sexual Assault and Abuse
RJ – Restorative Justice
VCOP- Victim Code of Practice 
VCSE Voluntary Community Social Enterprise
Terminology: 
‘Data Controller’ - Controller’ As defined by Article 4(7) of the UK GDPR means the natural or legal person, public authority, agency or other body which, (either alone or jointly in common with other persons) determines the purposes for which, and the manner in which, personal data is to be processed. [The Deputy Mayor, the Chief Constable of Greater Manchester Police and the Service Provider shall be Joint Data Controllers.] 
‘Data Processor’ - In relation to personal data, means any person (other than an employee of the data controller) who processes the data on behalf of the data controller. 
‘Commissioner’ - The MoJ grant budget holder, currently the Deputy Mayor for Policing.
‘Contract’ – The contract to entered into between the Greater Manchester Combined Authority and the Service Provider for the provision of the Services.
'Crime' - Refers to all crime categories defined by the Home Office. 
‘Greater Manchester Victim Services’ – Generic, working title for the core multi-crime service commissioned by the Deputy Mayor and the entity by which all services delivered under this contract may be known by.
‘Service Area’ - Means the Greater Manchester area. 
‘Service Provider’ - The service provider appointed to deliver the Services in accordance with this Specification and the terms of the Contract. 
‘Specialist Service’ - Other partner agencies involving more specialist or enhanced support for specified groups of victims / individuals, e.g., domestic violence victims, sexual violence victims, hate crime etc. 
‘Specification’ – This service specification setting out the requirements for delivery of the Services.
‘Support Services’ - Services providing emotional, practical or advocacy support. 
‘The EU Directive’ - The EU Victims Directive establishing minimum standards on the rights, support and protection of victims of crime agreed by the UK and 26 other Member States of the European Union. 
‘The Greater Manchester Standing Together Plan for 2022-2025 - The Police and Crime Plan for Greater Manchester which sets out, on behalf of the public, the Mayor’s strategic objectives and priorities for crime-related and policing services across Greater Manchester.
‘The Services’ - The full range of services to be delivered in accordance with the Contract and as set out within this Specification. 
‘Universal Service’ - Services accessible to all individuals in the community. 
‘The Victims Code’ or “VCOP”- The Code of Practice for Victims of Crime, published October 2013 and revised in October 2015 which sets out the services to be provided to victims of criminal conduct by criminal justice organisations in England and Wales.
‘Victim’ - A person who has suffered harm, including physical, mental or emotional harm or economic loss which was directly caused by a criminal offence or a close relative (or a nominated family spokesperson) of a person whose death was directly caused by a criminal offence. This is regardless of whether they report to the police or not. This term also incorporates those who would identify as a survivor of such harm (Survivor). The terms ‘Victim’ and ‘Survivor’ are used interchangeably throughout this Specification.  
‘Witness’ – A person who sees, knows or vouches for something. One who gives testimony under oath or affirmation, in person, by oral or written deposition or by affidavit’. A witness must be legally competent to testify.  


[bookmark: Intro][bookmark: _Hlk124347919]Introduction
The Deputy Mayor for Policing is in the process of transforming the delivery of services for victims and people who have offended within the Greater Manchester area. The Greater Manchester Combined Authority (GMCA) since 2018 GMCA have commissioned a Restorative Justice Hub and Cluster Service to help victims of crime cope and recover from their experiences and to help offenders to take responsibility for their actions and make amends. 
GMCA now has an opportunity to invite applicants to apply to deliver the Greater Manchester Restorative Justice Service which will see high quality RJ delivered by staff located in every Local Authority area of Greater Manchester.  
This Specification has an emphasis on the importance of collaboration and partnerships delivered through a range of strategies and plans, centred on Greater Manchester’s Standing Together Plan, its priorities and themes, as well as The Gender-Based Violence Strategy and the Chief Constable’s ‘Plan on a Page’. Further information regarding the Greater Manchester context can be found at Appendix A








[bookmark: Sec1]Section One:
The Greater Manchester Ambition


1.1. Our Priorities
The Deputy Mayor wants Greater Manchester to be a centre of excellence for putting Victims, Witnesses and Survivors at the core of public service delivery. 
The Deputy Mayors vision is to Improve Systems and Services to Support Victims Every Step of the Way. In Greater Manchester we want services tailored to meet individual needs, resources targeted where they are most needed and to ensure an improved experience for Victims and Survivors. 
The Service Provider will be expected to demonstrate that it can, not only meet the requirements set out further in this Specification, but also deliver the ambition for Greater Manchester to be a centre of excellence for putting Victims, Witnesses and Survivors at the core of public service delivery.
The Service Provider will adhere to the latest national standards. If new guidance or standards, relevant to the interventions delivered, are published the provider will also adhere to these new publications.
	The Restorative Justice Council Practitioner Competency Framework
•	Restorative Justice Council Practitioner Competency Framework
•	EU Victims Directive

The Greater Manchester Restorative Justice Service 
The Greater Manchester Restorative Justice Service will deliver a high-quality RJ in every Local Authority area of Greater Manchester, the service will offer RJ  in each district and be available to neighbourhoods as an intervention for antisocial behaviour and low lever offending, it will also provide a service that will support both the victim and offender following sentence and in serious and complex cases.
This service will be an all-age Restorative Justice Service, Delivering restorative practice in accordance with relevant Restorative Justice Council guidance in relation to preparation, facilitation and follow up. 
It will deliver training, workforce development and awareness raising for services including GMP. 
The service will Focus on Level 2 and Level 3 Restorative Justice and in supporting Greater Manchester Police to improve their practice at Level 1
 The Service will ensure and promote equity of access that reflects the demographics of those who have experienced crime across Greater Manchester
 The Service will continuously improve service delivery using evidence-based systems, processes and research.
Achieve the Restorative Service Quality Mark
 The Service will be free of charge, be confidential and be non-discriminatory (including being available to all regardless of residence, nationality, or citizenship).
Work in partnership with the GM Victim Service to ensure systems and processes are in place to identify, monitor and track opportunities for Restorative Justice and ensure that supported referrals are made to the RJ Service.
In order to meet this aim, the service will operate a hybrid hub and cluster model where the hub will be based in the centralised integrated Hub, located within GMP Force Contact Centre, working alongside the GM Victims Service (The multi-crime service), adjacent to call handlers and the Crime Response and Resolution Unit.
Our vision is for the GMRJ service to provide a champion in each district who will help to support partners and colleagues to understand Restorative Approaches. 
The service will take a partnership approach to develop and promote the service and to support other initiatives where applicable, including working with the commissioner to expand and develop the service and restorative approaches in districts. This will include the development of interventions to support the role out of GMP’s Out of Court Resolution framework, and the development of interventions to support people of probation. 
This will form part of the conditions of the contract and contract monitoring will be developed alongside the national HMPPS guideline, GMP, GMCA and the successful provider. 
Good practice guidelines, national standards and local requirements will be embedded in service delivery to ensure that all activity is safe, appropriate and concurs with existing policies and procedures.
 The Deputy Mayor expects the provider to adopt a flexible approach which will involve shifting service delivery over time to address changing demand and further gaps / opportunities to build up community resilience and work with partners with a trusted and intelligent view. This relationship will be tested as part of the procurement process.
The Service Provider will support offenders to understand the consequences of their actions and change behaviour to prevent re-offending
The Service Provider will also identify offender needs and seek to tackle drivers of crime and criminality and establish pathways to support services to sustain changes in behaviour.
The Service Provider will promote increased public awareness, understanding and support of restorative approaches.













[bookmark: Sec2][bookmark: _Hlk128484991]Section Two: 
Core Delivery Requirements



1. 
2. 
2.1. Social Value

2.1.1. GMCA are committed to acting in a socially responsible way and to influencing others with whom we work with to do the same.  In accordance with the Social Value Act 2012 we must consider social value in all our decisions.

2.1.2. As we rebuild our economy in Greater Manchester during and following the crisis caused by COVID-19, it is increasingly important to secure the maximum possible value from every pound of public money that we spend. 

2.1.3. This means GMCA will ensure every contract achieves value for money on a whole life basis in terms of generating benefits not only to the organisation, but also to society and the economy, whilst minimising damage to the environment.  

2.1.4. GMCA’s Social Value Framework has six priorities as shown in the diagram below. Further information on how suppliers can contribute to each can be found on GMCA’s website: https://www.greatermanchester-ca.gov.uk/what-we-do/economy/social-value-can-make-greater-manchester-a-better-place/

2.1.5. We are committed to, and we expect our suppliers to be committed to:

· Supporting the local economy, including through any sub-contracting.
· Reducing demand for public services and including appropriate incentives in contracts, such as contract extension opportunities for suppliers who effectively reduce demand.
· Supporting the community and voluntary sector through our suppliers and contracts.
· Robust enforcement in cases where suppliers fail to deliver agreed outcomes.
· Working positively with suppliers to deliver the maximum possible social value together (e.g., we might offer a supplier discounted use of our buildings in order to enable district-based delivery of services across the region).
· Paying our suppliers promptly.
· Endorsing / promoting suppliers who engage successfully and positively with our social value approach to procurement.
· Upholding and maintaining our ISO14001 environmental management system accreditation.
· Adopting the Real Living Wage as a minimum. 

2.2. Service Demand

Anticipated Demand
The Service Provider will be required to offer a consent-based service to both victims of crime and offenders. Referrals may be both offender or victim generated, and originate from police, probation, prisons, victim support services, self-referrals, and other local partners. 
Based on previous service performance, we anticipate approximately 550 per year. 
This includes both victim and offender generated referrals from all sources across Greater Manchester. Not all referrals will be carried through to intervention as some referrals may not engage or be declined by the provider if inappropriate for service. Referrals may include multiple victims and / or multiple offenders
Anticipated Demand by Referring Agency and Local Authority
While the provider is expected to proactively engage with referring agencies across all ten local authorities, the geographical spread of referrals is not expected to directly align with the population split of all ten local authorities. Referrals can be driven by differing crime rates in each area, differing rates of engagement from victims and offenders with criminal justice services, and levels of engagement by the service provider with referring agencies based in those districts.
The service is expected to provide service to victims and offenders in a wide variety of crimes, including serious and complex cases. Complexity and crime type can vary by referring agency, and as a result the profile of cases seen by the service is likely to shift across the course of the contract as links are built with different agencies. Service providers need to prepare for and anticipate a range of cases.
We anticipate around 30% of referrals will be serious or complex. In the current service, the most common reasons for cases being serious and complex were there being multiple victims / offenders, involving significant trauma, involving crimes against young people, and involving significant injury. Service providers should also be prepared for cases to involve domestic abuse, sexual violence, hate crimes, or stalking.
Anticipated Demand by Demographic
Greater Manchester is home to a diverse and varied population. 80% of Greater Manchester residents are White British, 10% Asian, 3% Black, 4% White backgrounds other than White British, 2% of mixed or multiple ethnic backgrounds, and 1% from other ethnicities. 585,000 people are living in neighbourhoods among the most deprived in the country and it is home to 100,000 students.
The City of Manchester is considered to be the most linguistically diverse city in western Europe with around 200 different languages spoken and more than half of the City’s residents are estimated to know and use more than one language. Close to 20% of Manchester’s adult population declared a language other than English to be their “main language” in the 2011 Census.
Service providers should be prepared to support a diverse range of victims and offenders across all demographics.:

2.2.1. We expect the Service will:

· [bookmark: _Hlk126144836]Be ready and able to meet anticipated demands and flexible and agile enough to manage acute changes in demand.
· [bookmark: _Hlk126144873]Demonstrate how they will minimise attrition throughout the breadth of delivering the Services.
· Have in place systems and/or processes to recognise chronic changes in demand (or the nature or complexity of such demand) together with a clear methodology for the escalation of service capacity issues.


2.3. Workforce - Skills, Knowledge and Awareness 

2.3.1. The delivery of the Services will maintain staffing levels enabling the Specification to manage referrals and safe caseloads (demand and peaks), meeting the outcome requirements of a Victim to cope and recover within the funding envelope.

2.3.2. The Service Provider must ensure all staff are trained and supported in line with the relevant legislation and local safeguarding policies. They should also have knowledge and understanding of the following areas and, where appropriate, have robust policies and procedures in place: 

· Children and adults safeguarding 
· The Criminal Justice System, Victim Code of Practice and EU Directive
· Information sharing and data protection.
· Trauma Informed Practice
· Motivational interviewing techniques or similar practices
· Partnership working and referral agencies/pathways.
· Disciplinary procedures 
· Health and safety 
· Complaints/Whistle Blowing 
· Equality and Diversity (including the Equality and Human Rights Legislation and the Public Sector Equality Duty) 

2.3.3. Service Provider staff must be able to work in a multi-agency environment to support and enable the determination of the most suitable support required to meet the needs of the Victim.

2.4. Safeguarding

2.4.1. The Service Provider’s employees and sub-contractors must ensure that they abide by the existing safeguarding policies which the Service Provider will have in place, and which will be supported by the relevant local authority and GMP safeguarding policies. 

2.4.2. Any safeguarding issues must be managed through these policies and brought to the attention of the relevant Local Safeguarding Team.

2.4.3. The Service Provider must ensure that all staff working in this environment undertake relevant safeguarding training for children and vulnerable adults as part of their induction, and ongoing training appropriate to their level of responsibility. This should include active encouragement to staff in whistle blowing if they are aware of suspected abuse. 

2.4.4. The Service Provider must ensure that all allegations, suspicions and incidents of abuse are reported immediately to the relevant local Safeguarding Leads, including the relevant local authority and the Deputy Mayor must be informed to provide awareness of any issues. 
2.4.5. The Service Provider will cooperate with any request from the Safeguarding Boards to contribute to multi-agency audits, evaluations, investigations and serious case reviews, including where required, the production of a management report. 

2.4.6. The Service Provider will consider the organisational implications of any Serious Case Review(s) or similar investigations and reports and will devise an action plan to ensure that any learning is implemented across the service. 

2.5. Police Vetting

2.5.1. All Service Provider staff must be vetted to, a minimum of Non-Police Personnel Vetting (NPPV) Level 1 and always wear clear security identification badges whilst within GMP premises. 

2.5.2. It is anticipated that the staff roles that are directly involved in the provision of the Services will require access to Greater Manchester Police crime and records management systems. All Service Provider staff who have access to the GMP crime and records management system, access to police buildings, system or data, or have access to Victim information or any other case related information, must be vetted as a condition of their employment. Such staff must be vetted to Non-Police Personnel Vetting (NPPV) Level 2. This is valid for 3 years. Further information can be found here: Police National Vetting Service

2.5.3. GMP requires people applying for NPPV to have lived in the UK (England, Northern Ireland, Scotland or Wales) for a minimum of three years immediately prior to a vetting application being made. The need for the residency rules arises from the requirement to vet all applicants in an equitable manner. This is because the UK police service does not have any means of routinely completing all the checks required for those who are not resident in the UK. If the vetting applicant has been living outside of the UK while serving with the British armed forces or on Government service, they are classified as being resident in the UK. A vetting applicant who has been overseas on a ‘gap year’ or sabbatical for less than 12 months is considered to be on an extended holiday.

2.5.4. If Service Provider staff fail vetting, the Service Provider must ensure such staff no longer carry out a role that involves access to police buildings, systems, data or any Victim’s personal information or other case related information such as case notes or care plans.

2.5.5. There will be no charge to the Service Provider for the cost of police vetting and security badges. 

2.5.6. The Deputy Mayor requires the Service Provider to audit and take appropriate action (following Greater Manchester Police guidance) if employees / volunteers breach access rights.

2.5.7. In the event of any data or access breaches the Deputy Mayor must be informed of the full circumstances as soon as practicable.

2.6. [bookmark: _Hlk124378034]Software, Systems and Telephony Service Requirements

2.6.1. The Service Provider must employ and utilise its own robust case and information management system (CMS) to manage cases and enable the safe receipt, transfer, security, governance and reporting requirements of the Services. The CMS, its processes and procedures must comply with all relevant data protection legislation. 

2.6.2. The Service Provider’s staff will be provided with a GMP Desktop. 

2.6.3. The Service Provider must have the capability to remotely access their CMS through a Microsoft Edge web browser without the need for the installation of any additional software on GMP hardware. Where, for clearly articulated data security reasons, additional software such as Citrix is required by the Service Provider, this would have to be agreed during mobilisation with GMP and all costs for the deployment of said software would have to be borne by the Service Provider.

2.6.4. It is incumbent on the Service Provider to ensure the security of the data within their CMS, e.g., through appropriate authentication protocols. The Service Provider will, as part of mobilisation, go through an information security and risk assurance process with GMP. If any risks are identified through this process, then appropriate steps to mitigate said risks will be considered by GMP.

2.6.5. The CMS should have the development capability to accept secure self-referrals and referrals from other agencies and make onward referrals to other services 

2.6.6. The CMS must have the ability to record consent of the person to share information with wider partner agencies. 

2.6.7. The Service Provider should have the ability to share agreed data and reports in a timely and agreed standard format. This may require access by analysts, instructed by the Deputy Mayor to, for example, enable ad hoc reports, develop insights on the support needs of specific cohorts of people who have used the service or undertake in depth demand modelling. Where the relevant data can be extracted from the CMS in a useable format then direct access may not be required.

2.6.8. At the end of the Contract, the Service Provider must agree to maintain and extract all data for any subsequent contracts and to ensure a seamless service for the people who have used the service.

2.6.9. The Service Provider will be expected to utilise a telephony capability supplied by GMP, however where the Service Provider has an existing cloud-based telephony system there is the option to extend the use of this, where technically feasible.

2.6.10. The telephony capability must include a Freephone number for Victims to call and display a Greater Manchester caller ID on all outgoing calls.

2.6.11. The ability to send and receive SMS, voicemail and call routing to enable incoming calls to be handled by the Service Providers staff, working either within GMP offices or remotely.

2.6.12. The Service Provider must be prepared to work with GMCA and GMP to develop / sign up to relevant data sharing protocols to embrace partnership working. A dynamic approach to information sharing is necessary to: 

· Respond and comply with safeguarding procedures. 
· Aggregate data and intelligence. 
· Identify and support victim needs which may require consent-based referrals to other services. 
· Produce and share a monthly Victim needs profile with the Deputy Mayor and partners. 

2.7. Digital Transformation

2.7.1. The Deputy Mayor wants to enable organisations to make better use of data, and to improve services for all citizens across Greater Manchester. The following principles underpin our ways of working. 
· working in an agile way (or a willingness to learn)
· using a person-centred design approach
· co-designing a solution that has a focus on continuous improvement.
· consulting with key stakeholders to develop a high-quality customer journey.
· working in a flexible, resilient way to evolve a solution over-time.
· ensuring information governance requirements are met.

2.7.2. We have undertaken significant work to develop our understanding of the digital needs of Victims and Survivors. We are keen to work with a Service Provider who will contribute their knowledge, experience and insights to the development and implementation of this research into digital solutions that can transform the way Victims and Survivors’ access, engage and interact with Victim services across Greater Manchester.

2.7.3. To enable this the CMS utilised by the Service Provider under the Contract should have the following capabilities:
· The CMS should be cloud-based.
· All data should be hosted in the UK.
· Support robust authentication processes i.e., single sign-on (SSO), multi-factor authentication.
· The organisation or system supplier adheres to Web Content Accessibility Guidelines (WCAG) 2.1
· Support application programme interfaces (APIs)?  
· organisation and / or system supplier should have specific measures in place to ensure system continuity.
· ensure that all data-at-rest is encrypted.

2.8. Information Governance

2.8.1. There is a clear requirement placed upon both GMP and the Deputy Mayor to deliver services to Victims by the Domestic Violence, Crime and Victims Act 2004. For the purposes of the Data Protection Act 2018 and the data collected for the provision of Victim support services, the Deputy Mayor and the Chief Constable of Greater Manchester Police and the Service Provider will act as a Joint Data Controllers (as defined in the UK General Data Protection Regulation). 

2.8.2. The Service Provider must demonstrate that structures, systems and processes are in place to assure the quality, accountability and management of information collated and produced when providing the Services.

2.8.3. If the Service Provider is to process information (process can include actions such as obtaining, recording, holding, adapting, amending, updating) in its own electronic management (or paper) system, then it should do so ensuring that it meets its obligations under UK data protection legislation.


2.8.4. The Service Provider must adopt a willingness to sharing information with partners to provide additional support via a universal service or more specialist service such as, for example, IDVA, ISVA services, health bodies, local authorities and housing.

2.8.5. Upon the conclusion of the Contract, the Service Provider will be required to provide the collected information to the data Controllers (as defined in the UK GDPR) in a format to be decided by them at no additional cost. A hard deletion of all electronic information and secure disposal of all paper documents must then be undertaken. Written confirmation of this being completed must be provided within 90 calendar days of the end of the Contract. 

2.8.6. The Service Provider will only have access to the information for the purpose of providing the Services and will not use the information for any other purpose without the explicit permission of the Deputy Mayor. 

2.8.7. All personal data obtained by the Service Provider, irrespective of whether it is at rest or in transit must meet national guidelines and required standards for data protection compliance, security and client confidentiality. 


2.8.8. During mobilisation GMCA and GMP will work with the Service Provider to ensure all underlying information governance requirements are in place and form part of the Contract. GMCA utilises tools and gateways to efficiently prepare any data protection impact assessment as may be required (including provision of detailed information and assessments in relation to processing operations, risks and measures). At present GMCA and GMP use Dapian (https://dapian.uk) and as part of the mobilisation and implementation of the Service the Service Provider shall also utilise these tools. 

2.9. Records Management and Maintenance

2.9.1. Data is fundamental to effective, evidence-based decision-making. It underpins everything from major policy decisions to routine operational process. Often, however, data is of unknown or questionable quality. This presents huge challenges. Poor or unknown quality data weakens evidence of need, undermines trust, and ultimately leads to poor outcomes for Victims and Survivors.

2.9.2. The Service Provider shall demonstrate that it can meet the principles within the Government Data Quality Framework (linked below). These are:
1.	Commit to data quality
2.	Know your users and their needs
3.	Assess quality throughout the data lifecycle
4.	Communicate data quality clearly and effectively
5.	Anticipate changes affecting data quality

2.9.3. Further information can be found here: https://www.gov.uk/government/publications/the-government-data-quality-framework/the-government-data-quality-framework#Data-Quality-Principles

2.10. Information Security and Risk Management

2.10.1. Information is a vital asset and is integral to governance, service planning and delivery, and performance management. To help ensure the safety and security of information which forms part of the Services, it is essential that the Service Provider does not consider information risk management in isolation but embeds it into all business processes and functions.

2.10.2. Risk management is the recognition and effective management of all threats and opportunities that may have an impact on the Services or GMP reputation, its ability to deliver its responsibilities and the achievement of its objectives and values. It is critical that information risk be managed in a structured and robust with the Service Provider taking responsibility for information risk. 

2.10.3. Assets must be identified and their ownership at senior staff level assigned. The basis of this approach should be documented within the Service Provider’s information governance framework and updated annually.

2.10.4. The Service Provider must have in place systems, policies and processes to ensure that:

· Information is protected against unauthorised access. 
· Confidentiality of information is assured. 
· Integrity of information is maintained.
· Regulatory requirements and legislation are met.
· ICT systems are used in such a way as to prevent the unauthorised disclosure, destruction or modification of information and the integrity of all systems are maintained.
· Strict access controls are applied to ensure that information, in whatever form, can only be accessed by those authorised to see it.

2.10.5. During Mobilisation GMCA will work with the Service Provider and undertake information security and risk management assurance in line its supplier risk management policy and framework.


2.11. Information and Communication

2.11.1. The Service Provider shall have a proactive approach to promoting the Services across Greater Manchester, partners and other stakeholders to ensure that the Services are widely known and accessible. Their communication and marketing plan should be designed to generate and respond to dynamic ideas to improve the Services and further opportunities to integrate more effectively with partners over the period of the Contract. 

2.11.2. The Service Provider shall align to the Deputy Mayor’s communication strategy promoting Greater Manchester Services and the Greater Manchester Victim Services Website. The Service Provider shall proactively identify opportunities to ensure the Services are as widely accessible as possible 
2.11.3. The Service Provider shall ensure that the Services are accessible to all Victims and Survivors  and people who have offended, through a broad range of information and communication channels. Core to this will be the Greater Manchester Victim Service website (www.gmvictims.org.uk) hosted by the Deputy Mayor. This website is currently being reviewed with a new site to be developed. We will expect the Service Provider to contribute to the development of the new website as part of mobilisation of the Services. 

2.11.4. The Service Provider shall also employ other channels of communication including but not limited to email, live chat, SMS and other messaging services, social media platforms and apps. 

2.12. Business Continuity

2.12.1. The Service Provider shall develop and maintain a robust business continuity plan that is effective and dynamic throughout the Contract period and ensure flexibility of the workforce in the event of a business continuity incident. 

2.13. Comparison Data 
2.13.1. The Service Provider must obtain explicit permission from the Deputy Mayor to share any data or information arising from the delivery of the Services with other police force areas or partner agencies. 






[bookmark: Sec3]Section Three: 
Governance and Standards
1. 
2. 
3. 
3.1. 
Mobilisation

3.1.1. Effective mobilisation and handover of the service will lay the foundations the Greater Manchester Restorative Justice Service in Greater Manchester. 

3.1.2. The Service Provider shall ensure that it has the dedicated capacity and capability available to support the mobilisation of the Service; is able to work at pace and with a clear methodology that will ensure our GMRJ service is implemented and integrated effectively, enabling a seamless transition into the Services.

3.1.3. The Service Provider will develop and provide to the GMCA a mobilisation and transition plan that sets out its approach to the following, where necessary:
· Clear leadership and accountability throughout mobilisation.
· Capacity and capability of the Service Providers mobilisation team and their roles and responsibilities.
· Stakeholder engagement and communication plan for the staff, partners, and other services.
· Key workstreams and deliverables to help deliver the Services in line with the Specification.
· Managing the transition of the GMRJ Service
· Recruitment and retention strategy.
· Any equipment and resource planning.
· Risks management plan.
· Exit strategy from existing contracting arrangements into mobilisation of this new one. 
· Transfer of Undertakings (Protection of Employment) (TUPE), including liabilities under the New Fair Deal legislation. 
· Due diligence approach for the transferring workforce.
· Transition/induction/training of staff into the Services. 

3.2. Format/Length of Contract

3.2.1. Funding has been provided through the Ministry of Justice Victims’ Fund,  the Deputy Mayor and the GM Probation Service  to provide the Services to help Victims cope with and recover from the impact and consequences of Crime and to support those people who have offended to take account of what they have done and helps them to take responsibility and make amends. Consequently, the Services must be compliant with the Ministry of Justice’s grant conditions, as set out in the Contract.

3.2.2. [bookmark: _Hlk129354948]The Deputy Mayor is offering a 12-month contract beginning in July 2024. The anticipated budget for the Services is up to   £250,000 per Anum 

3.2.3. The Deputy Mayor will seek to build a strong and effective working relationship with the Service Provider, with shared values and visions regarding the delivery of the Contract. This will constitute a cultural alignment between the Deputy Mayor and the Service Provider. 

3.2.4. The Contract term is for a period of 12 months. It is intended that the Contract will be awarded in 2024, it is expected that the new service will commence on  4th July 2024 

3.2.5. Greater Manchester partners are in the process of developing a new Out of Court Resolutions Strategy and Framework, and there is an ambition to consider options for commissioning new aspects of service delivery. 

3.2.6. Accordingly, the primary intention is to commission the Restorative Justice Service set out in this specification for 1 year whilst the new Framework is designed and finalised 

3.2.7. It is then intended to commission a different service that may also incorporate both aspects of Restorative Justice and, other Out of Court Resolutions. 

3.2.8. In addition, as the current economic and political landscape creates a number of uncertainties until such time that there is a post-election spending review, we have decided to issue this specification on a 1 + 1 year basis to allow for any potential changes. 

3.2.9. However, as stated, the primary intention is for a contract length of 1 year with a specification for a new Resolutions Service issued during the next 12 months.

3.2.10. Any extension will be at the discretion of the Deputy Mayor and with the agreement of the Service Provider. This will be subject to all parties agreeing.

· The funding/cost being acceptable. 
· The satisfactory performance and innovation as agreed by the Deputy Mayor. 
· The Services still being required. 
· Funding being available. 

3.3. Contract Management 

3.3.1. The Deputy Mayor will manage the Contract in partnership with GMP & GM Probation Service although the Deputy Mayor retains overall accountability for the management of the Contract.

3.3.2. As partners the Deputy Mayor, GMP and GM Probation Service will work with the Service Provider during mobilisation to develop a robust outcome and reporting framework.


3.3.3. Each quarter the Service Provider will be invited to attend a Quality Learning and Assurance Board,  the Service Provider will be expected to produce relevant reports in an agreed format, by the date identified by the Deputy Mayor/GMP/GMPS. The reports will include information on performance and finance, evidence of delivery, multi-agency working and collaboration, outcomes, and case studies. 

3.3.4. The Service Provider will keep a risk register for all risk factors relating to the Contract, which will be shared as part of the contract management. 

3.3.5. The Service Provider is expected to be open and transparent in all areas of delivery of the Contract and provide early warnings with an accompanying action plan for any areas of risk or under-performance, detailed in an assurance framework. 

3.3.6. The Service Provider will be required to nominate a representative to join the relevant strategic governance boards which are designed to oversee the delivery of Victims’ services across multiple agencies and to make sure Victims’ needs are represented across the whole criminal justice process.

3.4. Outcome and Performance Monitoring

3.4.1. The Service Provider is required to provide monthly performance data, information and insights that can evidence the achievement of the agreed outcomes, performance will be agreed, during mobilisation, as a set of quantitative indicators and incorporated into a quarterly Performance Report.

3.4.2. Collaboration and partnership working will be a key aspect of the contract management arrangements and the Service Provider will be expected to demonstrate positive outcomes for Victims and people who have offended that have derived as a direct consequence of such multi-agency working.

3.4.3. The Service Provider will also be expected to report quarterly  on performance and outcomes, both quantitative and qualitative. 

3.4.4. The Deputy Mayor is keen to understand the impact the Services have had on Victims and the people who have offended. The ‘distance travelled’, to help them cope and recover from the impact of Crime and the  as outlined earlier within this Specification. The Service Provider should have processes in place to capture this information on both a free found basis, where Victims choose to provide this information without prompting and a focused approach where responses are actively sought from Victims. 

3.4.5. This approach should also be adopted in respect of reporting on service quality and the experience of the Victim. This should be centred around the six stages of support provision:
· Referral
· Contact and Engagement
· Assessment of Needs
· Support
· Onward Referral/Multi-agency Support
· Closure

3.4.6. The Quarterly  Service Performance Report should be delivered in a format that is clear and user friendly. The content should include meaningful and relevant insights on the inputs, outputs and outcomes delivered by the Service for Victims. It should demonstrate the key elements of continuous improvement which may include value added, tactical or strategic insights or observations from service users and other related partners/stakeholders, which the parties may then agree to use to improve efficacy and quality of delivery of the Services going forward.

PLEASE NOTE:
Greater Manchester partners are in the process of developing a new Out of Court Resolutions Strategy and Framework, and there is an ambition to consider options for commissioning new aspects of service delivery. Accordingly, the primary intention is to commission the Restorative Justice Service set out in this specification for 1 year whilst the new Framework is designed and finalised – to then commission a different service that may also incorporate both aspects of Restorative Justice and, other Out of Court Resolutions. In addition, as the current economic and political landscape creates a number of uncertainties until such time that there is a post-election spending review, we have decided to issue this specification on a 1 + 1 year basis to allow for any potential changes. However, as stated, the primary intention is for a contract length of 1 year with a specification for a new Resolutions Service issued during the next 12 months.
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Appendix A – The Greater Manchester Context



The Greater Manchester Landscape 

Greater Manchester is one of seven city regions in the UK which has reached an agreement with national Government on a devolution deal, agreed by the Greater Manchester Combined Authority. In May 2017 Greater Manchester saw the introduction of a ‘metro mayor’ who took over the role of the Police and Crime Commissioner as well as being responsible for setting out a strategy for growing the city region economy and will have certain powers over skills, housing and transport. Also included, and unique to Greater Manchester, are extra powers over criminal justice and health and social care. The Victim landscape is, therefore, a clear feature within this devolution. 

‘Standing Together’ is a partnership plan and the Greater Manchester Combined Authority, the 10 local authorities within Greater Manchester, the Community Safety Partnerships, Greater Manchester Police, Probation, health and social care, wider public partners, the voluntary and community sector, businesses, and the people of Greater Manchester all have a part to play in it. 

The Standing Together Plan does not stand alone. There are several other plans and strategies that feed into, inform, and connect to it, including: Greater Manchester Strategy, Fire Plan, GMP Improvement Plan, Gender-Based Violence Strategy, Serious Violence Action plan, Children and Young People Plan, Greater Manchester Road Danger Reduction Plan, and the Unified Public Services White Paper, to name a few. 

The 10 Greater Manchester local authorities have their own Community Safety Plans that address local concerns. The priorities and commitments contained within the Standing Together Plan link these Community Safety Plans together and are focused on collective performance rather than that of individual organisations.

In Greater Manchester, we are also exploring how we can better share information across agencies to develop a more joined-up justice system. This will improve data-sharing of Victims’ information and provide a coordinated approach to improve the Victim experience and their ability to cope with and recover from the impact of Crime.

Standing Together 2022-2025

Victims and equality are front and centre of Standing Together. It is a partnership plan that describes a new era of accountable and people-centred policing, community safety and criminal justice services for Greater Manchester. 

Standing Together has three key priorities:

1. Keeping people safe and supporting Victims.

2. Reducing harm and offending; and

3. Strengthening communities and places.

Standing Together also has two themes for action:

· Tackling inequality and injustice in all its forms including gender-based violence; and

· Delivering with Victims, communities and partnership.

You can read the 2022-2025 Standing Together plan through the ink below: 

· Police and Crime Plan – ‘Standing Together’ 2022 - 2025



Greater Manchester Police – Plan on a Page

The GMP Chief Constable has recently defined Greater Manchester Police’s strategic approach, purpose, vision, and values in the form of the GMP ‘Plan on a Page’ 2022-2023; to define and track improvement in the delivery of policing services. 

The GMP Chief Constable ‘Plan on a Page’ defines Greater Manchester Police’s purpose as follows:

· Fight, prevent and reduce crime. 

· Keep people safe. 

· Care for Victims

The key principles of the GMP Chief Constable ‘Plan on a Page’ which are: 

· Respond to Incidents and Emergencies  

· Investigate and Solve Crime 

· Prevent and Reduce Crime, Harm and Anti-Social Behaviour

· Deliver Outstanding Service

· Build Public Trust and Confidence 

The approach that Greater Manchester Police has adopted supports the proposed model for the Services, which will improve outcomes for Victims across Greater Manchester by: 

· Identifying and recording Crime effectively and ethically. 

· Identifying and supporting Victim needs more effectively from the point of first contact;

· Providing consistent lines of communication with the Victim to provide regular updates on the Crime; 

· Adopting a problem solving and integrated approach with partners to address risk and vulnerabilities. 

GMP’s challenge is to improve frontline service to the public, preserve neighbourhood policing and increase local knowledge of communities to improve problem solving and demand reduction. Wider social issues have led to a fluid demand profile often incorporating a significant proportion of repeat Victims and those with complex needs of presenting the need and an opportunity to provide an improved platform for integrated working across partners. 

GMP are fully committed to genuine problem solving which involves working with partners to identify the root causes of demand, addressing vulnerabilities and using multi agency solutions to solve problems. Effective problem solving will start to reduce the cycle of predictable repeat demand, to properly deliver the services our communities deserve.
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1. [bookmark: _Toc83742606][bookmark: _Toc84606833]Introduction

As a Global organisation, it is imperative that GMP demonstrates Supplier Due Diligence throughout the Supplier Lifecycle in GMP procurement of goods and services that support the operation of GMP to its clients. Our suppliers help GMP to deliver a first-class service to GMP clients and are an extension of the GMP business. 



GMP provides compliance applications and relies on third-party suppliers to provide critical outsourced services to support those applications. We recognise that whilst GMP can outsource the provision of the infrastructure and certain services to such suppliers, GMP remain responsible and accountable for the effective operation of those outsourced services. The outsourced service provider is responsible for the delivery of the function which GMP outsource to them. 



Objective

In managing GMP suppliers GMP primary objective is to take a proportionate and risk-based approach. This approach reflects the requirements for the following:

· [bookmark: _Hlk82520567]International Standards Organisation Standards.

· [bookmark: _Hlk82518525]ISO 9001 (Certified) – Quality Management System

· ISO 27001 (Certified) – Information Security Management System

· need for GMP to have appropriate access controls for ourselves and for GMP suppliers, for Audit and other monitoring and oversight purposes (this includes access to, and oversight of, any sub-contracting arrangements organised by a supplier);

· requirement for adequate due diligence to be performed pre-contract and at agreed trigger points during the life of the contract, to confirm the ability and capacity of the supplier to perform the contracted services; and

· need for GMP to ensure that GMP can exit a contract in an orderly way without risk to the ongoing provision of GMP services both at the end of the contract term, and in the event of any early termination. 



 




2. [bookmark: _Toc83742607][bookmark: _Toc84606834]Scope

This Policy:

· Defines GMP proportionate approach to the management of suppliers from whom services are procured. The standards that GMP expects from suppliers are reflected in any formal contract, supplier agreement or letter of engagement with that supplier.

· Commits GMP, and those involved in the procurement process within GMP business to use their best endeavours to ensure that procurement activities: 

· Align to the GMP ISO certifications

· ISO 9001 (Certified) – Quality Management System

· ISO 27001 (Certified) – Information Security Management System

· Offer value for money.

· Are appropriately approved with supporting record keeping and audit trails.

· Are undertaken in compliance with this Policy.



This Policy applies to everyone working within GMP and to any third-party supporting procurement activities on behalf of GMP.



This Policy does not apply to the purchase of the following goods and services which are necessary for the effective day-to-day running of GMP offices such as, but not exclusively.

· Stationery items.

· Perishable goods (for example milk and other consumables to provide beverages for staff and visitors to GMP office premises).

· The booking and use of hotels and taxis.

· Payment for services where there is an ongoing relationship, but this is outward facing (business rates for example).

The procurement of the above items will still be subject to ensuring that such spend is appropriately approved and evidenced through associated records and audit trails.








3. [bookmark: _Toc83742608][bookmark: _Toc84606835]Policy Principles

The following Policy principles apply to the selection and management of all GMP suppliers, across both the supply chain and the supplier lifecycle.

3.1. [bookmark: _Toc83742609][bookmark: _Toc84606836]Responsibility, Accountability and Independence

· Information Security and Privacy occupy an important role in Supplier Relationships. Information Security provide an essential independent function in the selection and risk assessment of Suppliers. It is the businesses’ responsibility to take the final decision on whether to engage individual suppliers, but Information Security shall be independent in providing the risk assessments and remediation requirements.

· The supplier engagement should not take place when the identified information security risks cannot be reduced to the acceptable level of risks as defined in the GMP Risk Appetite statement.



3.2. [bookmark: _Toc83742610][bookmark: _Toc84606837]Resources and Training

· Training is provided to all GMP colleagues to raise awareness of this Policy and of the requirements in place to support an effective, fair and transparent procurement activity. Training shall be undertaken in line with GMP agreed training plan and training records are used to evidence the completion of such training.

· Identified personnel are trained on the information security aspects of supplier relationships to ensure that the handling of sensitive information is understood, and principles correctly applied.



3.3. [bookmark: _Toc83742611][bookmark: _Toc84606838]Personnel Requirements and Competencies

· Adequate Resources are provided to support the Supplier Management Framework. In adequate resourcing leads to the risk that Statutory, Regulatory, Legal and Elective Compliance requirements may not be met.

· Personnel are identified and assessed about their access to and ability to disclose or modify information within a supplier relationship, such as sensitive information or intellectual property that should not be disclosed or modified.

· Personnel, especially those engaged in the information security or in the decision of the procurement or supply of a product or service, have adequate competencies and qualifications.

· Contact points are identified and defined, and backup contacts provided, for critical aspects of each supplier relationship including operations and maintenance to ensure minimum impact when personnel leave the organization.






3.4. [bookmark: _Toc83742612][bookmark: _Toc84606839]Supplier Management Framework

Principle: A security management framework should be established that includes appropriate external supplier security steering groups, policies, processes, registers and information risk assessments and security arrangements.



Objective: To ensure information risks are identified and managed effectively throughout all stages of the relationship with external suppliers (including organisations in the supply chain).



GMP applies the principles of International Standards Organisation (ISO) in a proportionate way, based on the services provided and the level of risk generated by the supplier.



GMP raise standards by having a supplier assurance framework in place which:

· Represents the low-risk tolerance of GMP.

· Provides sufficient resources and expertise to deliver and maintain the required Policies and Processes throughout the Supplier Management Framework and Lifecycle.

· Ensures a consistent approach to supplier management.

· For suppliers that support GMP critical business services, helps GMP to identify concentration risk, single points of failure and gaps in response and recovery capabilities.

· Improves GMP understanding how suppliers manage risks and to minimise the likelihood of non-compliance with relevant laws and regulations, as they apply to GMP services.

· Defines the standards of conduct that GMP expect of GMP suppliers and reflecting these expectations in any contracts, letters of engagement or other relevant documents.

· Ensures that the supplier has the appropriate ISMS practices, accreditations and certifications in place so that GMP can monitor performance against these.

· To identify, record and categorise existing suppliers and contracts according to defined criteria to maintain a detailed register of preferred suppliers that need to be managed carefully.

· To establish and maintain criteria relating to type, significance and criticality of suppliers and supplier contracts, enabling a focus on preferred and important suppliers.

· To establish and maintain supplier and contract evaluation criteria to enable overall review and comparison of supplier performance in a consistent way.

· To periodically evaluate and compare the performance of existing and alternative suppliers to identify opportunities or a compelling need to reconsider current supplier contracts.

· Ensures that Suppliers represent sustainable and ethical procurement:

Meet GMP ethical standards, security requirements, environmental, equality and diversity and corporate responsibility objectives, and complying with relevant legislation, best practice and GMP Policies in these areas.

· Assesses suppliers to ensure that they are fit for purpose and sustainable



3.5. [bookmark: _Toc83742613][bookmark: _Toc84606840]Supplier Lifecycle Stages

Supplier requirements are structured according to the following supplier relationship lifecycle stages Suppliers will be managed throughout the lifecycle depicted below:

a) Supplier Relationship Planning

b) Supplier Selection

c) Supplier Relationship Agreement

d) Supplier Relationship Management

e) Supplier Relationship Termination



3.6. [bookmark: _Toc83742614][bookmark: _Toc84606841]Supplier Lifecycle Stages – High-Level Objectives

3.6.1. [bookmark: _Toc84606842]Supplier Relationship Planning

a. Establish a supplier relationship strategy that:

i. Is based on the information security risk tolerance of GMP.

ii. Defines the information security foundation to use when planning, preparing, managing and terminating the procurement of a product or service.

b. Life Cycle Model Management Process

i. Establish a life cycle model management process when managing information security in supplier relationships

c. Infrastructure Management Process

i. Provide the enabling infrastructure to support the organization in managing information security within supplier relationships.

d. Project Portfolio Management Process

i. Establish a process for considering information security and overall business mission implications and dependencies for each individual project for those projects where suppliers or GMP are involved.

e. Human Resource Management Process

i. Ensure the GMP and the supplier are provided with necessary human resources having competences regularly maintained and consistent with information security needs in supplier relationships.

f. Quality Management Process

i. The GMP and the supplier shall establish a quality management process when managing information security in supplier relationships.

g. Project Planning Process

i. Establish a project planning process addressing information security of supplier relationships.

h. Project Assessment and Control Process

i. Establish a project assessment and control process when managing information security in supplier relationships.

i. Decision Management Process

i. Establish a decision management process when managing information security in supplier relationships.

j. Risk Management Process

i. Continuously address information security risks in supplier relationships and throughout their life cycle including re-examining them periodically or when significant business, legal, regulatory, architectural, policy and contractual changes occur.

k. Configuration Management Process

i. Establish a configuration management process when managing information security in supplier relationships.

l. Information Management Process

i. Establish an information management process considering the sensitivity of information that can be exchanged during supplier relationships.

m. Measurement Process

i. Collect, analyse, and report information security measures related to the procurement or supply of a product or service to demonstrate the maturity of information security in supplier relationships and to support effective management of processes.

n. Architectural Design Process

i. Establish a technical framework for sustained procurement of product or service that satisfy purpose of supplier relationships.

3.6.2. [bookmark: _Toc84606843]Supplier Relationship Planning Process

Establish a supplier relationship plan that documents the decision adopted by the management to initiate the procurement of a product or service, as well as the information security considerations related to this procurement.

3.6.3. [bookmark: _Toc84606844]Supplier Selection Process

Select a supplier that provides adequate information security for the product or service that may be procured.

3.6.4. [bookmark: _Toc84606845]Supplier Relationship Agreement Process

Establish and agree on a supplier relationship agreement addressing the following:

· Information security roles and responsibilities of the GMP and the supplier.

· Transition process when the product or service has been previously operated or manufactured by a party different from the supplier.

· Information security change management.

· Information security incident management.

· Compliance monitoring and enforcement.

3.6.5. [bookmark: _Toc84606846]Supplier Relationship Management Process

Maintain information security during the execution period of the supplier relationship in accordance with the supplier relationship agreement and by particularly considering the following:

· Transition the product or service supply when it has been previously operated or manufactured by the GMP or by a different supplier.

· Train personnel impacted by the information security requirements defined in the supplier relationship agreement.

· Manage changes and incidents that can have information security impacts on the product or service supply.

· Monitor and enforce compliance of the supplier with information security provisions defined in the supplier relationship agreement.

3.6.6. [bookmark: _Toc84606847][bookmark: _Hlk84500293]Supplier Relationship Termination Process

· Protect the product or service supply during its termination to avoid any information security, legal and regulatory impacts after the notice of termination.

· Terminate the product or service supply in accordance with the termination plan.

3.6.7. [bookmark: _Toc84606848]Supply Process

Establish a supplier relationship strategy that:

· Is based on the information security risk tolerance of the supplier.

· Defines the information security foundation to use when planning, preparing, managing and terminating the procurement of a product or service.

3.6.8. [bookmark: _Toc84606849]Life Cycle Model Management Process

· Establish the life cycle model management process when managing information security in supplier relationships

· Infrastructure Management Process

· Provide the enabling infrastructure to support the organization in managing information security within supplier relationships.



4. [bookmark: _Toc83369849][bookmark: _Toc84606850]Supplier Risk Classification

Within the risk assessment, suppliers are classified as:

· [bookmark: _Hlk83798316]Critical Service Providers.

· Core Service Providers.

· Key Service Providers.

· Other Service Providers.

The supplier classification drives the intensity of risk management focus as well as the review cycle for the supplier.



5. [bookmark: _Toc83742615][bookmark: _Toc84606851][bookmark: _Toc83742616]Supplier Risk Management

5.1. [bookmark: _Toc84606852]Suppliers and Legal Requirements

· comply with all relevant laws and regulations and not to do, or omit to do, anything which would cause GMP and the GMP Scheme to be in breach of such laws and regulations.



5.2. [bookmark: _Toc83742617][bookmark: _Toc84606853]Supplier and Financial Crime

· comply with all relevant laws and regulations regarding Financial Crime and not to do, or omit to do, anything which would cause GMP to be in breach of such laws and regulations.

· Financial Crime includes bribery and corruption, money laundering, terrorist financing and tax evasion.




6. [bookmark: _Toc83742618][bookmark: _Toc84606854][bookmark: _Toc83742619]Supplier Due Diligence

6.1. [bookmark: _Toc84606855]Supplier Due Diligence Process

Due diligence is carried out on suppliers in advance of placing orders or of entering contracts.  GMP identifies risks related to the use of suppliers and the criticality of the outsourced services and provides appropriate oversight and control activities to ensure that such suppliers:

A formal due diligence process in place and the due diligence activity properly covers:

· Statutory and Regulatory Requirements for the Geographical Location of the supplier and Statutory and compliance requirements incumbent upon GMP to be compliant with in on-boarding the supplier.

· has effective processes and controls in place for the identification and management of financial, technical and operational risks. 

· is risk based and proportionate to the expected contract value.

· includes the checking of necessary registrations, financial standing and other conduct related matters.

· requires a supplier provide documentary evidence in support of this activity including (but not limited to) financial statements and other financial information as appropriate, including information relating to compliance with relevant laws and regulations.

· Checks that effective Information Security controls are in place not only for the supplier but also the suppliers’ supply chain and any associated critical dependencies.

· Implement and maintain appropriate policies and procedures and devote sufficient resources to:

· ensure the confidentiality, integrity and availability of information for GMP critical services to fulfil the terms of the contract they have with GMP.

· ensure that these critical services are available, reliable and resilient and that business continuity management and disaster recovery plans are in place to support the timely resumption of GMP services in the event of an outage; and

· communicate with GMP in a timely and transparent way and are clear on their role and responsibilities for risk management in relation to the services they provide to us.

[bookmark: _Toc83742621]


7. [bookmark: _Toc84606856]Supplier Service Performance Levels

· Suppliers should be subject to appropriate due diligence and contract discussions with clear expectation setting regarding the service prior to commencement of the relationship or on renewal.

· SLAs must be documented (in the contract or as a side agreement) outlining the details of the service to be provided to GMP or the GMP Network.

· Suppliers should produce monitoring reports confirming performance against SLAs. These should be made available to GMP on the frequency stated or on request.

· A process should be implemented to deal with any problems emerging from SLA monitoring. This should also link to a documented dispute resolution process should failures or anomalies be unable to be resolved.



8. [bookmark: _Toc83742622][bookmark: _Toc84606857]Supplier Regulation and Legislation Compliance

All Suppliers and their sub-contractors shall comply and provide the following minimum requirements:

· Have the capability to comply with all applicable regulation and legislation, including but not limited to:

· Aware of and comply with the requirements of the UK Bribery Act 2010; maintaining policies, procedures and guidelines that are applicable to all members of the Supplier Group and Supplier Personnel (including Subcontractors) in respect to the services provided to GMP.

· Comply to requirements of Modern Slavery Act 2016

· Comply to any local Health and Safety laws




9. [bookmark: _Toc84606858]Supplier Selection

Principle: A process should be established to integrate security into the procurement of products and services from external suppliers.



Objective: To provide assurance that security requirements are addressed effectively when products or services are delivered by external suppliers.



Processes shall be in place to:

· Review all RFIs and RFPs to ensure that they:

· Clearly define requirements

· Include a procedure to clarify requirements

· Allow vendors sufficient time to prepare their proposals

· Clearly define award criteria and the decision process"

· Evaluate RFIs and RFPs in accordance with the approved evaluation process/criteria and maintain documentary evidence of the evaluations.

· Verify the references of candidate vendors.

· Select the supplier that best fits the RFP. Document and communicate the decision and sign the contract.

· In the specific case of software acquisition, include and enforce the rights and obligations of all parties in the contractual terms. These rights and obligations may include ownership and licensing of intellectual property, maintenance, warranties, arbitration procedures, upgrade terms, and fit for purpose, including security, escrow and access rights.

· In the specific case of acquisition of development resources, include and enforce the rights and obligations of all parties in the contractual terms. These rights and obligations may include ownership and licensing of intellectual property; fit for purpose, including development methodologies; testing; quality management processes, including required performance criteria; performance reviews; basis for payment; warranties; arbitration procedures; human resource management; and compliance with the enterprise’s policies.

· Obtain legal advice on resource development acquisition agreements regarding ownership and licensing of intellectual property.

· In the specific case of acquisition of infrastructure, facilities and related services, include and enforce the rights and obligations of all parties in the contractual terms. These rights and obligations may include Service-Levels, maintenance procedures, access controls, security, performance review, basis for payment and arbitration procedures.




10. [bookmark: _Toc84606859]Manage Supplier Relationships

Managing Supplier Relationships effectively is a critical component of a successful and profitable business. Therefore, processes shall exist for the following:

· Relationship owners are assigned and accountable for all suppliers for the quality of goods and service(s) provided.

· A formal communication and review process is specified, including supplier interactions and schedules.

· Formal contracts and agreements are agreed, managed, maintained and renewed with the supplier. Contracts conform to enterprise standards and legal and regulatory requirements.

· Key service suppliers include provisions for the review of supplier site and internal practices and controls by management or independent third parties.

· The effectiveness of the relationship is evaluated on a defined basis and necessary improvements identified and remediated.

· Required improvements are identified, assessed, defined, communicated and agreed on ways to implemented.

· Established procedures are used to deal with contract disputes, first using, wherever possible, effective relationships and communications to overcome service problems.

· Formalised roles and responsibilities are defined for each service supplier. Where several suppliers combine to provide a service, consider allocating a lead contractor role to one of the suppliers to take responsibility for an overall contract.

9. 


10. [bookmark: _Toc84595257]Roles and Responsibilities

The Head of IT:

Responsible for:

· Monitoring and maintaining compliance with this Policy

· Reporting non-compliances to the Governance Committee.

· Accountable for the effective operation of the Supplier Management Framework and the Supplier Risk Management Process.



The IS Branch Senior Leadership team (SLT):

Responsible for ensuring that any services they procure are procured in compliance with this Policy and with any internal procedures and controls which support this Policy.



Information Security and Risk management Lead (ISO):

Responsible for ensuring that all Information Security related aspects of the due diligence, monitoring and performance activities are conducted in accordance with this Policy.



11. [bookmark: _Toc84595258][bookmark: _Toc83138423][bookmark: _Toc83196744]Contact Information

Colleagues should contact Information Security for any guidance required on this Policy.
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1. [bookmark: _Toc83369847][bookmark: _Toc85029671]Introduction

Supplier Risk Management is the process of managing risks associated with suppliers. It is important to understand these risks, what they are, and how GMP can readily identify any issues, concerns, or constraints pertaining to these risks.



Failure to mitigate and prevent supplier risks can result in significant financial loss, reputational damage, and/or legal/regulatory issues. As such, the following risks are required to be identified, assessed and actioned regarding business and contractual relationships entered with suppliers:



2. [bookmark: _Toc83369848][bookmark: _Toc85029672]Scope of Supplier Risk Assessment

Suppliers are included in the risk assessment and associated risk management and assurance processes based on the following criteria:

· There is a contract between the supplier and GMP.

· Alternatively, there is an ongoing, repeated or regular material relationship where GMP places reliance on the service delivered.

Service providers such as hotels and taxis are not included, even when regularly used, as these services are booked on an ad-hoc basis. In addition, those instances where there is an ongoing relationship, but this is outward facing (business rates for example) are not included as the relationship does not present a supplier risk to GMP.

3. [bookmark: _Toc85029673][bookmark: _Toc83369849]Supplier Risk Classification

Within the risk assessment, suppliers are classified as:

[bookmark: _Hlk83798316]

Supplier Risk Classification Table

		[bookmark: _Hlk83810393]No

		Supplier Classification

		Impact on GMP Business

		Review Frequency



		1

		Critical Supplier

		Systemic

		Quarterly



		2

		Core Supplier

		little or no impact on the provision of GMP services to clients, but which are considered essential support to the activities of GMP itself.

		Quarterly



		3

		Key Supplier

		Suppliers of important services, but not services which are required every day or that are fundamental to the GMP activity

		Annual



		4

		Other Supplier

		All other suppliers. Includes suppliers such as recruitment consultants.  

		Up to three yearly







Suppliers are categorised according to a formal risk scoring system.



The supplier classification drives the intensity of risk management focus as well as the review cycle for the supplier.



As noted in the Supplier Management Policy, the International Standards Organisation (ISO) expectations will be used as the baseline for all supplier requirements. The extent to which these are applied will be proportionate to the services provided.



More detailed and robust due diligence, monitoring and oversight requirements will be required for those suppliers that are considered Critical Service Providers and for which all expectations will need to be explicitly reviewed and confirmed.

1.1.1. [bookmark: _Toc83138405][bookmark: _Toc83196740]Supplier Classification

GMP has a risk-based and proportionate approach to the formal classification of suppliers. This drives the intensity of risk management focus, determines the review cycle for the supplier and includes some and/or all the following:

· Additional due diligence activities during the lifecycle of the supplier contract; and

· Performance reviews at a frequency determined by the supply chain risks, to evaluate performance against any contractual terms and/or such other performance measures as may have been agreed.



GMP has an objective matrix with pre-defined criteria for the identification and categorisation of suppliers from a service provision perspective.



All suppliers are risk assessed against the following key criteria:

· Access to GMP data and the resulting data protection impacts and requirements.

· Business criticality of the services provided and the potential impact on GMP business continuity arrangements and GMP operational resilience.

· Threats and vulnerabilities posed using the supplier.








4. [bookmark: _Toc85029674]Supplier Risk Identification, Assessment and Mitigation Process

The Supplier Risk Identification, Assessment and Mitigation Process shall cover the risk categories listed below.



· Strategic Risk: Risk of failing to implement or achieve planned business goals, objectives or initiatives. Inability to address the fundamentals required to execute the agreed strategy, as evidenced by deviations from business plans.

· Compliance Risk: Risks arising from violations of applicable laws, rules, regulatory mandates, and along with other issues, such as non-compliance of operational, and information security policies, procedures, and processes.

· Operational Risk: Risks from a failed system of operational internal controls relating to relevant policies, procedures, and practices. Specifically, failures associated with processes, systems or people.

· Financial Risk: Risks related to the financial condition of the third-party vendors, such as any “going concern” issues, or a vendor under the threat of liquidation in the foreseeable future

· Reputation Risk: Risks of negative public perception and opinion, such as unethical business practices, data breaches resulting in loss of sensitive and confidential consumer information.

· Technology Risk: Risks from any number of information technology and information governance and security issues, including inadequate resources (hardware, software or manpower).

· Transaction Risk: Risks arising from problems with service or product delivery such as:

· Inadequate capacity

· Technological failure

· Human error

· Fraud

· Concentration Risk: Risks arising from too high a concentration and reliance on specific vendor(s) to perform critical services. Shall also be reviewed for volume, type and geographical concentration.

· Country Risk: Risks arising from the political, economic, and social landscape and other relevant events within a foreign country that can impact the services provided by vendors, ultimately affecting company operations.

· Environmental, Social and Governance Risk (ESG): Risks related to climate change impacts, environmental practices and duty of care, working and safety condition, respect for human rights, and compliance with laws and regulations.




5. [bookmark: _Toc83369850][bookmark: _Toc85029675]Scoring Mechanism

The scoring mechanism considers the principles documented in the Policy and assigns a score to each category based on a simple assessment of the risk presented by the supplier in that category. The details of each individual category score and how these are then put together to provide the overall supplier score are outlined below.



As a minimum, all suppliers should be risk assessed using the following criteria:

Access to GMP data.

Business criticality to GMP or the GMP Network.

Potential impact on GMP or GMP Network business continuity.

Threats and vulnerabilities posed by use of the Supplier.

Data protection requirements and impact.

5.1. [bookmark: _Toc83369851][bookmark: _Toc85029676]Data Classification – Access to Information

		Data Classification

		Description/Examples

		Risk Score*



		Confidential

		Medical records, information on religion/sexual preference/ethnicity/political views, security patterns/arrangements, documents containing strategic information about GMP Scheme or GMP or Members, security risk data, PAN information.

		4



		Restricted

		Personally, identifiable data (name, address, DOB), internal policies/procedures with a restricted distribution, financial statements, audit reports.

		3



		Internal

		Policies, procedures, staff names/emails/phone numbers, GMP internal news/changes.

		2



		Public

		Company information, previous annual reports, publicly available financials, any information obtained via the GMP website.

		1





*The score allocated relates to the riskiest level of data seen or processed by the Supplier. Therefore, a Supplier with some limited access to Confidential Information would be allocated a score of 4 even if most of the information they receive is Public.



5.2. [bookmark: _Toc83369852][bookmark: _Toc85029677]Data Classification Risk – Access to Information

		Risk Level

		Description

		Score



		High

		Supplier receives or has access to confidential employee or other personal data, which may include salary/benefit information, personal addresses or family details. Also includes Member customer data of any sort (including PAN data)

		4



		Medium

		The supplier has access to some personal data/employee information in addition to that which is publicly available but does not have access to confidential personal data such as salary, financial information.

		2



		Low

		No access to GMP or Network personal data or sees names and publicly available work contact details only.

		0










5.3. [bookmark: _Toc83369853][bookmark: _Toc85029678]Threat and Vulnerability Assessment

		Access to GMP Network/ability

		Description

		Score



		Yes

		The supplier can access or impact the GMP Network, the GMP Corporate Network and/or affect the confidentiality, integrity or availability of GMP information assets.

		4



		No

		The supplier may receive GMP data but there is no IT connectivity other than emails or other standard communication and information assets cannot be directly impacted.

		0







5.4. [bookmark: _Toc83369854][bookmark: _Toc85029679]Systemic Impact - GMP Network

		Systemic Impact on GMP Network

		Description

		Score



		Yes

		The Supplier can have a systemic impact on the GMP Network and transaction or settlement processes.

		4



		No

		The Supplier is not involved in/impact on the GMP Network and transaction and settlement processes.

		0







5.5. [bookmark: _Toc83369855][bookmark: _Toc85029680]Supplier Criticality

		Supplier Criticality

		Description

		Score



		High

		Supplier directly impacts or influences the operation of the GMP Scheme or critical activities to the daily operations of GMP. Loss of supplier would cause significant business impact. Suppliers will be defined as critical where failure or defect would materially impair GMP ’s performance or its ability to meet regulatory or financial obligations or affect the operations of the GMP Network.

		4



		Medium

		Supplier contributes to the operation of GMP on a daily or regular basis. Loss of supplier would impact GMP but would not impact the wider GMP Scheme and its' Members and associated customers. An example would be RSM.

		2



		Low

		Supplier has no direct impact or influence on the operations of the GMP Scheme and GMP. These would mainly be generic suppliers of services such as consultancies, recruitment agencies etc.

		0










5.6. [bookmark: _Toc83369856][bookmark: _Toc85029681]Business Continuity – Impact of Outage

		Supplier Criticality

		Description

		Score



		High

		Loss could directly impact the key operations of the GMP Network or GMP ’s ability to operate its core processes. Loss of Availability would cause significant impact within minutes/hours. It would have the potential to cause significant reputational impact and/or regulatory fines. 

		4



		Medium

		Loss could directly impact the operations of GMP and/or its personnel. Loss could not be tolerated for more than one working day.

		2



		Low

		Loss would not directly impact the daily operations of the GMP Scheme or GMP. Suppliers are used only on an intermittent basis or service can easily be replicated

		0







5.7. [bookmark: _Toc83369857][bookmark: _Toc85029682]Difficulty of Replacing Supplier

		Supplier Criticality

		Description

		Score



		High

		Supplier provides a unique service that cannot readily be replicated elsewhere and that is integral to the functioning of the GMP Network. The legal and technical complexities of replacement would take at least a year to resolve.

		4



		Medium

		Supplier provides technology services or other services that are closely wound into GMP Corporate Network or GMP Network processes. Changing supplier is possible, as the services are not unique, however GMP process changes would be required to implement this change, and there would be a period of potential disruption through the change.

		2



		Low

		The supplier does not provide a unique service and changing from one supplier to another would be relatively straightforward and not involve significant process adjustment.

		0












6. [bookmark: _Toc83369858][bookmark: _Toc85029683]Scoring Methodology	

The scoring is additive – worked examples shown below.

Infrastructure Provider (IP)

		Risk Category

		Assessment

		Score

		Explanation



		Data Classification

		Confidential

		4

		The Infrastructure Provider has visibility to the full operations of the GMP Scheme about transaction volumes, Members, settlement amounts.



		Data Protection

		Medium

		2

		From a GMP Scheme point of view, relevant data seen/held by the IP is restricted to some cardholder data and transaction information only. Scored as M due to the nature of the data.



		Threat and Vulnerability Assessment

		Yes

		4

		No access to the Corporate Network, but the IP is central to the GMP Network and threat and vulnerability processes around this.



		Systemic Impact on the GMP Network

		Yes

		4

		Without the IP the GMP Network would be unable to function.



		Business Criticality

		High

		4

		Without the IP the GMP Network would be unable to function.



		Business Continuity

		High

		4

		Without the IP the GMP Network would be unable to function.



		Difficulty of Replacing Supplier

		High

		4

		Unique service, the complexities of transferring to another provider would be immense from a legal and technical point of view. High risk of significant disruption because of any transfer.



		Total

		

		26

		Score reflects the significant risks created by the Infrastructure Provider and results in a Critical assessment.







7. [bookmark: _Toc83369859][bookmark: _Toc85029684]Overall Score and Classification Approach

Using the above approach, the maximum score obtainable is 28 (4 x 7). The lowest would be 0. The categorisation is as follows:



		Score

		Supplier Classification

		Review Frequency



		23+

		Critical Service Provider

		Quarterly



		12-22

		Core Service Provider

		Quarterly



		8-12

		Key Service Provider

		Annual



		<8

		Other Service Provider

		Every 3 years (can be extended if little activity or no change in supplier set up or relationship).










8. [bookmark: _Toc83369860][bookmark: _Toc85029685]Cybersecurity Risk

A more specific Cybersecurity Risk Assessment is also produced from the above set of data.



The Cybersecurity Risk Assessment includes Data Classification, Data Protection and Network Access categories only, and does not include any Business Continuity or Criticality Assessment. This score is designed to highlight those suppliers with the most extensive access to GMP data, personal data and networks/information assets who as a result, pose the greatest information security and cyber security threat.



The Cybersecurity Risk Assessment below is for the IT Services supplier.

		Risk Category

		Assessment

		Score

		Explanation



		Data Classification

		Confidential

		4

		IT provider has access to significant amount of GMP data potentially including Confidential data.



		Data Protection

		High

		4

		Although the provider does not actively handle personal data the nature of the relationship means that they may have access to such information



		Threat and Vulnerability

		Yes

		4

		Full access to the GMP Corporate Network



		Systemic Impact on GMP Network

		No

		0

		Integral to GMP operations but no impact on the wider GMP Network.



		Total

		

		12 (4+4+4+0)

		High risk for data access, with low threat and vulnerability exposure as they cannot directly access GMP data or Network. 










9. [bookmark: _Toc83369861][bookmark: _Toc85029686]Risk Management Framework for Suppliers

A regular review of each supplier will be performed based on the frequency based on the criticality and risk assessment score.



For some suppliers (for example the Infrastructure Provider), the monitoring and review activities may be even more intensive than the minimum 12-month cycle. The monitoring and assurance activities should consider the following supplier controls as required by the Supplier Policy:



10. [bookmark: _Toc85029687]Contracts and Agreements: 

Contracts should be in place with all suppliers providing an ongoing service or where significant system access or data is provided or exchanged during the service. Where possible a contract should be agreed with all other suppliers. Contracts should include the following (unless there is a documented rationale not to do so for an individual contract):

Service Level Agreements and provision of data to enable GMP to monitor against these.

· Support arrangements.

· Ability to sub-contract.

· Maintenance and upgrades.

· Incident/Business Continuity management.

· User Administration.

· Security.

· Data Protection.

· Dispute Resolution processes.

· Audit/review process.

· Data provision to facilitate monitoring and oversight.

· Information Security and Cyber resilience considerations.

Note: Some contracts may be more extensive and detailed (e.g., Infrastructure or GMP Network related). In these instances, the monitoring activity will be driven by the requirements of the contract and any other related agreements as well as the more general considerations below.



11. [bookmark: _Toc85029688]Policies and Procedures:

Suppliers and especially Critical Service Providers should have a full suite of documented policies and procedures covering all aspects noted above including risk management, information security, data protection, data classification and business continuity. These policies and procedures should be made available to GMP on request with updates provided as appropriate and in line with agreements.






12. [bookmark: _Toc85029689]Information Security

Information security controls should be included in contracts with suppliers. Access to system resources must be restricted to authorised individuals.

Where the supplier has access (direct or otherwise) to GMP data or systems this is documented and confirmed against the permitted access for this type of supplier and documented in the Supplier Management Framework Register. Any exceptions or additional data requirements to perform the service need to be signed off by Senior Management. 

Where the supplier has access (direct or otherwise) to GMP data or systems the user access management process at the supplier must be robust and only allow those who require access to log into GMP systems. User administration procedures to be documented. Leavers/joiners process at the supplier should follow these procedures and leavers must be deleted as soon as possible after leaving the supplier company.

Supplier shall assess compliance with requirements of data protection act/GDPR about handling of GMP data. This requirement particularly applies to those with access to staff data but should be considered by all. Status of supplier about data protection (controller, processor etc.) to be discussed and confirmed.

Where a Supplier has direct access to GMP systems via a utility programme or other direct access that may enable an override of system and application controls this process is fully documented and access to such systems strictly controlled and reviewed.

12.1. [bookmark: _Toc85029690]Regular Status Review Monitoring

The supplier must facilitate regular risk management/progress meetings to enable adequate oversight. As per Critical Service Providers need to have effective risk management processes.

Data dashboards or performance data should be produced by suppliers to show summary performance (SLAs).

Operational Incident Management and communication with users:

Any operational incidents, including information security breaches, should be reported to GMP by the supplier in accordance with agreed timescales.

Information security events that could impact GMP systems directly should be reported immediately.

Service disruptions should be monitored and quantified with root cause analysis performed and provided to GMP.

The results of independent audit reports should be provided to GMP where available and appropriate in accordance with agreements.

Effective communication procedures with identified key contacts need to be implemented between a supplier and GMP. In addition, suppliers (Critical Service Providers) should have a crisis communication plan to handle operational disruptions to services.

Operational resilience and business continuity (including cyber resilience) (ISO 27001):

Suppliers should be able to demonstrate steps they have taken to increase systems and cyber-resilience including back up processes, failovers and penetration testing.

Suppliers should implement robust business continuity plans that cover the services used by GMP. Documented recovery times are within the timescales required by GMP (i.e., less than 2 hours for most key systems, less than this for systems impacting the GMP Network).

Plans are tested and documented evidence produced for this.





13. [bookmark: _Toc85029691]Supply Chain Assurance

Suppliers should actively manage information security down the supply chain, not just in the relationship between themselves and GMP. Suppliers should document their key supplier relationships and manage information flows with these including considering information security where these may impact the GMP Corporate Network or the GMP Network.



Suppliers should adhere to agreements as to whether sub-contracting is permitted.



Technology Planning and Technology Strategy

Suppliers should not only confirm that their current systems infrastructure is robust but should also demonstrate that they are actively and strategically planning, with a planned programme of upgrades and active management of emerging risks.

Before releasing any upgrade that may impact GMP activity, suppliers should confirm that the upgrade is safe, effective and will not cause outages (as far as is practicable to do so). Conversely, suppliers should also confirm that they update their own systems and install patches where necessary on a timely basis to protect the end-to-end system from cyber-attack or other risks.

14. [bookmark: _Toc84595257]
Roles and Responsibilities

The Head of IT:

Responsible for:

· Monitoring and maintaining compliance with this Policy

· Reporting non-compliances to the Governance Committee.

· Accountable for the effective operation of the Supplier Management Framework and the Supplier Risk Management Process.



The IS Branch Senior Leadership team (SLT):

Responsible for ensuring that any services they procure are procured in compliance with this Policy and with any internal procedures and controls which support this Policy.



Information Security and Risk management Lead (ISO):

Responsible for ensuring that all Information Security related aspects of the due diligence, monitoring and performance activities are conducted in accordance with this Policy.



15. [bookmark: _Toc84595258][bookmark: _Toc83138423][bookmark: _Toc83196744]Contact Information

Colleagues should contact Information Security for any guidance required on this Policy.
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