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SECTION 1

INSTRUCTIONS FOR TENDERERS

1(i)
This tender exercise is being conducted as an tender exercise below the thresholds for the Public Contracts Regulations 2015 (as amended) which has involved the appearance in the Contracts Finder portal  www.contractsfinder.service.gov.uk and The Chest  www.the-chest.org.uk  of an appropriate Contract Notice.

  (ii)
The West Lancashire Borough Council (the “Council”) invites tenders for the carrying out of the Contract for CCTV Maintenance Services for the period 1st October 2019 to 30th September 2022. 
2
Tenderers must ensure that they are fully conversant with the nature and extent of the obligations to be accepted by them in accordance with the Contract Documents if their tenders are accepted and must, furthermore, satisfy themselves as to the sufficiency of their tender before they submit it for consideration by the Council.

3.
All information supplied by the Council in connection with this invitation to tender shall be treated as confidential by prospective tenderers except that such information may be disclosed so far as is necessary for the purpose of obtaining sureties, guarantees and quotations necessary for the preparation and submission of the tender.

4.
All documents requiring a signature shall be signed:


Where the tenderer is an individual, by that individual.


Where the tenderer is a partnership by two duly authorised partners.


Where the tenderer is a company by two directors or by a director and the secretary of the company, such persons being duly authorised for that purpose.

5..
Any company, organisation or individual who is invited by the Council to submit a tender but decides not to submit any tender must so notify the Council as soon as possible and in no case later than the date, detailed below, for the return of tenders.  
6.
Any queries regarding this tender can be raised by using the messaging facility on messaging system for this specific project on The Chest portal www.the-chest.org.uk  prior to 24/7/2019 2.00pm.

All queries raised and all answers provided will be circulated to all tenderers.

7 
Tenderers are strongly advised to familiarise themselves with the environment of the Borough of West Lancashire in which the Contract Works will be carried out.  

8.
Tenders must be submitted by uploading all required documents on to the specific project on The Chest portal www.the-chest.org.uk no later than 30/7/2019 2.00pm.         
           Alternative methods of tender submission, for example postal delivery of paper copies, will not be accepted.

9.
Tenders must remain open for acceptance for three months from the date set for submission of tenders.

10.
In evaluating tenders the following points will be taken into account:-

i) All Bidders will be required to pass all pass / fail criteria in order for their Bid to be considered.  Each pass/fail question will be clearly marked and the criteria required for a pass will be detailed.
ii) Tenders will be marked out of 100 points as detailed in Section 7, based on 
i) 60 points based on price
ii) 40 points based on the answers to the Quality Questions in Section 5 using the scoring allocation method described in that section. 

iv)
The tenderer with the highest score will be considered for acceptance. Prior to any tender being accepted, the favoured tenderer maybe be invited for a clarification meeting, the purpose of that meeting being to confirm the tenderer's suitability and clarify any aspects of their tender. Should the Council be of an opinion after a clarification meeting that any tenderer is unsuitable, that tender may be rejected or in less extreme circumstances their score may be amended.

v)     The Council reserves the right to require the tenderer to amplify or clarify any element of a tender at any time during the tender evaluation process.
11.
The Council is not bound to accept the lowest or any tender and no allowance will be claimable for the costs of preparation of same. The Council reserves the right to disqualify any tender which it considers at its sole discretion does not meet the quality requirements, regardless of score

12.
The successful tenderer will be required to execute a formal contract and until such execution, the successful tender together with the Council’s written acceptance shall form a binding agreement in the terms of the Contract Documents and where there is any discrepancy or difference between the tender and the (other) Contract Documents the latter shall prevail.

13.
The Council is currently operating in a challenging financial environment with anticipated reductions in government funding.  In such circumstances the Council expects its contractors and suppliers to assist it in realising monetary savings which will result in a total net reduction in Council expenditure.  Whilst the Council believes it can presently afford the services which are the subject of this contract, it may be that at some future date the Council requires to reduce its expenditure.  At such a time the Council will approach the contractor and ask him/her to propose innovation, new ways of working and monetary savings.  The Council expects its contractors to react positively to any such requests.

 Appendix 1 to Section 1: TUPE

1.
The Council is of the opinion that this Contract does not comprise an undertaking under the terms of the Transfer of Undertakings (Protection of Employment) Regulations 2006 (as amended) (TUPE).

2.
Tenders are therefore invited on the basis that TUPE does not apply to the Contract.

3.
Should the Council at any time in the future seek tenders for the Contract Works, either in part or in full, and should the Council determine that such work may comprise an 'undertaking' under TUPE then the Contractor shall provide to the Council such details of the contracts of employment between the Contractor and his/her employees that it is necessary for tenderers to price their obligations under TUPE.  This information shall be provided by the Contractor within twenty-eight days of a request by the Council.

4.
In the event that the Contractor is required to provide to the Council the information details in paragraph 3 (above) then from the date that information is given by the Contractor to the Council the terms and conditions of employment of the Contractor's employees shall not be changed except insofar as that change is a result of a decision of an independent body established for the purposes of negotiating terms and conditions of employment and it is the Contractor's normal practice to comply with the decisions of that body OR where the Contractor's normal practice is to determine (using some internal mechanism) his/her employees terms and conditions of employment at a fixed time each year if that time occurs after the contractor has provided to the Council the information required by paragraph 3 (above) the Contractor will be permitted only to amend the rates of wages of his/her employees to reflect inflation as measured by the Retail Price Index.  Any such amendments to the terms and conditions of the employment of his/her employees, as described by the foregoing, shall be notified by the Contractor to the Council immediately that the Contractor becomes aware of them.

SECTION 2

FORM OF CONTRACT

See attachment for Section 2.
SECTION 3
SPECIFICATION
GENERAL STATEMENT

West Lancashire Borough Council (the Council) is seeking to engage an experienced and suitably qualified Contractor to provide fully comprehensive maintenance, including all parts and labour, of the Council’s CCTV installations and Control Room equipment for the period 1.10.19 – 30.9.22.

The Council is committed to the use of CCTV in its widest application for enhancing community safety and reducing the fear of crime in our communities.

The Council operates 106 public open space cameras. They are monitored 24/7 365 days per year in a monitoring suite which was completed in April 2013. 

The Contractor will be required to work in close partnership with the Council.

It is a fundamental requirement that the Contractor must approach the Contract Works with a spirit of positive liaison and to strive to continuously improve service delivery.

Similarly, the Council recognises the importance of a positive and constructive partnership/contractual relationship and the demands put on any Contractor who must provide an essential service. The Council will, therefore, work positively with the Contractor approaching all issues in a pragmatic manner but the overriding aim of both parties must be to ensure that the highest quality service is provided for the residents of West Lancashire.

Both the Council and the Contractor will approach all matters associated with the Contract with a reasonable attitude and neither will seek to take advantage of the other's reasonable approach to issues.

If either party fail to conduct themselves within the contractual relationship in accordance with the requirement set out in this 'General Statement' then it shall be considered a fundamental breach of that party's obligation under this Contract.

STATEMENT OF PURPOSE
The CCTV scheme will be operated within applicable law and only for the purposes for which it is established or which are subsequently agreed.

The scheme will be operated with due regard to the privacy of the individual.

The public interest in the operation of the scheme will be recognised by ensuring the security and integrity of operational procedures.

KEY OBJECTIVES
The objective of the CCTV scheme, which the Contractor must give full regard to when repairing and maintaining the system (including the suite equipment), is to provide a safe and secure public environment for the benefit of those who live, trade, visit, service and enjoy the facilities of the area.  This objective is achieved by the monitoring of the system, (by others), so as to:

· Reduce the fear of crime in the community.

· Assist in the detection of crime.

· Act as a deterrent to those who may potentially be involved in crime.

· Facilitate the apprehension and prosecution of offenders in relation to crime and public order.

· Improve communication and the operational response of police patrols in and around Ormskirk Town Centre and other outlying areas using appropriate communications equipment.

· Assist in developing community confidence.

SPECIFICATION

S1.
Requirement
This Contract is for the carrying out of a fully comprehensive maintenance (including all parts and labour) contract for the Council’s CCTV installations and control room equipment for the period 1st October 2019 to 30th September 2022 with the objective of ensuring that the whole system works to the standards defined within this Specification. 

The relevant monthly sums inserted in the Priced Section shall include for everything needed to achieve the outcome set out in the above paragraph. The only exception is where equipment has been verified by the Supervising Officer as being beyond economic repair and not covered by existing warranties and in such a case the only extra cost recoverable will be the purchase price (paid by the Contractor) of the equipment plus 10% to allow for the Contractor’s overheads and profit. All other costs associated with the replacement of equipment shall be deemed to be included in the tendered monthly sum.
S2.
Background

The Council operates a comprehensive CCTV Surveillance System utilising a combination of fibre optic, fibre to the cabinet, microwave ethernet and broadband technologies.  Cameras are installed within Ormskirk town centre, car parks, play areas, shopping parades and in other selected locations across the Borough and are monitored from a central Monitoring Suite, located in Ormskirk.


The Contractors attention is drawn to the West Lancashire CCTV System Code of Practice which is available in Appendix 4.
S2.1
Current WLBC CCTV Scheme


The scheme currently comprises of 106 cameras, split as 90 fully functional Pan Tilt and Zoom and 16 being static. There are 71 360 Vision dome cameras, 14 360 Vision Predator cameras, 15 static Bosch cameras, 5 Bosch MIC 7000 PTZ's and 1 pinhole camera.
· 21 Ormskirk Town Centre cameras are on the Council’s private fibre digital network, 4 of which also use Silvernet wireless transmission on the final hop to the camera.
· 9 are on analogue BT RS1000 circuits (Burscough Industrial Estate).
· 10 are wired and encoded locally at the Council building.
· 51 are on Silvernet wireless transmission, 2 of which also use BT EPS9 local exchange circuits on the final hop to the camera (mainly Skelmersdale and Burscough Village).
· 7 are on fibre to the cabinet (VPN) transmission, 2 of which also use Silvernet wireless transmission on the final hop to the camera (rural cameras). 
· 8 are on ADSL (VPN) transmission (rural cameras).
The system hub is currently an Avigilon Digital Virtual Matrix with 2 operator positions; each operator has an Avigilon desktop keyboard and control.
There are 8 display screens on the monitor wall configuration, each of which can be split to allow the display of numerous images and 3 spot monitors per operator.
All images, whether displayed on the spot monitors or not, are recorded 24/7. The images shown on the spot monitors can be set to display live or recorded images as per operator requirements.

Not all cameras are recorded/viewed at 25 frames per second. Each camera is configured according to its own transmission type. Cameras with limited bandwidth are recorded at lower frame-rates to save on bandwidth and cameras with reliable frame-rates are recorded at 25 frames per second. For example, all of the cameras connected via fibre are 25FPS at 4CIF, but cameras connected via ADSL/EPS or on otherwise limited bandwidth can be as low as 6FPS at CIF resolution. Night time (23:00-5:00) motion recording is enabled at some locations to save on storage space, where reference images are recorded at 1FPS unless motion is detected, when normal recording is resumed. This is at locations such as the Robert Hodge Centre, Skelmersdale and the internal office cameras.


Retrieval of recorded images and production of CD's for Police and other external services is carried out in the Viewing Room within the suite, which contains 1 monitor and access to all images.

The mix of products supported by this agreement may change by Variation to Contract over the lifecycle of the Contract.
S3
Cameras

The following information should be read in conjunction with Clause S2.1 and Appendices 2 & 3

The 106 CCTV cameras are grouped in the following categories.

· Ormskirk Town Centre,
· Burscough Industrial Estate

· Burscough village

· Skelmersdale

· Rural cameras (including Aughton, Parbold, Hesketh Bank, Tarleton, Banks, Rufford, Scarisbrick, Halsall, Mere Brow and DownHolland. 

The majority of the cameras use pre-set tours or patrols.  These patrol positions have been agreed in conjunction with local Police to provide views of key areas / hot spots.  When a tour has been selected the camera will move to a preset position and dwell there for approximately 5 – 10 seconds before moving on to the next pre-set position.

S4.
Scheduled works 

S4.1
The Contractor’s attention is drawn to Appendix 1 (Service Schedule). These works shall be carried out in accordance with the timetable provided in that appendix and proof of the completion of these works shall be demonstrated using the form at Appendix 2 (Planned Maintenance Schedule) (or a similar one approved by the Supervising Officer). One completed copy of Appendix 2 (or similar) shall be left at the CCTV suite and one further completed copy shall be provided to the Supervising Officer, following the Scheduled Works. 
S5.
Contractor to Provide Everything Necessary for the Works
S5.1
The Contractor shall provide and bear the expense of all necessary parts, materials, transport, plant, telephones, labour, carriage and freightage, matters and things of every description that may be requisite for properly executing the Contract Works except only if equipment is “Beyond Economic Repair” and not covered by existing warranty agreements, the Contractor shall advise the Council of the parts/equipment needed to ensure the Contractor can repair the equipment and maintain the provision of the service and if necessary the Council can then issue an instruction under Condition 4 and an extra charge will be made by the Contractor as described at Clause S1.

S5.2
The Contractor shall immediately upon execution of this Contract provide the details of the means of reporting faults by the Council, which must be agreed in writing by the Council. The Contractor shall monitor this reporting mechanism so that any notification of a fault is received without undue delay. During the Contract Period the Contractor shall at all times be ready to receive and respond to communication from the Supervising Officer or CCTV monitoring staff in accordance with condition S.6.
S6. 
Execution of Work(s)
S6.1
The Contractor shall respond to the receipt of emails or phone calls from the Supervising Officer or CCTV monitoring staff in accordance with the following:-

	Response level
	Circumstances/location
	Response to site (working hours)
	Target fix (working hours)

	Level 1
	Routine faults for non-Ormskirk cameras
	16
	32

	Level 2
	Routine faults for Ormskirk Town Centre cameras
	8
	16

	Level 3
	Level 1 faults escalated by the Council for operational reasons. The Contractor to include for 12 per year
	8 
	16

	Level 4
	Major fault affecting 5 or more cameras
	4
	12


N.B. The response time is an absolute whereas reasonable endeavours shall be used to ensure the target fix time is met.
S7.
Spare Parts

S7.1
The Council will purchase (and keep as a minimum) the following spare parts/equipment, which will assist the contractor with “first visit fix” maintenance.

	Quantity
	Description

	2
	360 Predator Camera

	2
	360 PTZ Dome Camera

	2
	Axis Encoder

	1
	Fixed Dome Camera

	1
	Microwave A

	1
	Microwave B

	1
	Redwall detector

	1
	Monitor (large screen)

	1
	Gerrett Comm switch

	1
	Aviglon encoder

	1
	POE injector

	2
	Camera PSU


S7.2
These spares shall be kept at the CCTV suite, unless in use, and only removed when necessary. Any time spares are used in this way, the contractor's staff must log the details in the spares register which is held in the CCTV suite. The minimum details to be recorded are; equipment used, job number, date, new location, reason for use, staff details and full details of the equipment’s return after the initial fault has been fixed.
S7.3
The contractor must advise the Council if further or replacement spares are necessary and provide appropriate justification for the requirement. The contractor shall order and arrange for delivery, to the CCTV suite, any necessary spares which have been agreed by the Supervising Officer.
S8.
Remote monitoring
S8.1
The Contractor must undertake all works necessary to permanently monitor the WLBC CCTV system remotely in order to predict, identify and where possible, repair faults remotely.
S9.
Contract Meetings 

S9.1
If requested, the Contract Manager or nominated representative must attend Contract Meetings at the Council's offices. The date and time of these Contract Meetings will be set by the Council and notified to the Contractor. These meetings will be held at a maximum frequency of one every 2 months, during the duration of this contract and any subsequent Contract extensions, as per Condition 2.1.
S10.
Access 

S10.1
Some of the CCTV equipment is contained within premises not belonging to the Council. Appointments will have to be arranged with the appropriate Authority/ Building Owner and in some instances Risk Assessments and Climbing Certificates will be required to carry out the work on such premises. Information regarding appropriate contacts for such access will be obtainable from the Supervising Officer or monitoring staff at the time.

S11.
Identification cards 

S11.1
The Contractor shall at his own cost, issue to all working personnel employed by him or his Sub-Contractors and engaged upon the Contract Works, a form of identification card which must be produced on demand in order to identify the said employee, verify his authority to enter and execute works in the Council’s or any other premises.
S12.
Prevent trespass 

S12.1
The Contractor shall not allow his operatives or Sub-Contractor’s operatives to trespass upon properties adjoining those in respect of where work is being carried out.  If the execution of work necessitates that workmen must enter upon adjoining property, the necessary permission from the occupier of the adjoining property must be first obtained by the Contractor who shall ensure that these provisions are carried out. The Contractor shall indemnify the Council against any claim or action for damages on account of any trespass or other misconduct of his employees, servants or agents. Operatives, plant and materials will be allowed only on such property of the Council as may be considered necessary by the Contract Administrator for execution of the Contract Works.
S13.
Warranties

S13.1
The Contractor shall ensure that all warranties for any new equipment purchased, in order to comply with this Contract, are passed on to the Supervising Officer within one month of any new equipment (which comes with a warranty) being purchased.

S14
Amendments to “as installed” manuals
S14.1
Where in the course of any Contract Works the resulting solution results in an amendment to the “as installed” manuals being necessary, the Contractor shall so notify the Supervising Officer shall be notified within 7 days to enable the Supervising Officer to update the manuals accordingly.
S15
Performance and reporting
S15.1
For each month within the Contract Period the Contractor shall provide a detailed report listing the faults referred to him/her, the time taken to arrive on site and the fix time, with full details provided of the solution implemented and any comments regarding possible further improvements to prevent future issues. Each report shall be provided no later than the 15th day of the month following the month in which the solution was implemented and where the fault notification was made in a different month to that in which the solution was implemented a monthly progress report shall be provided for every month commencing with the month on which the fault notification was made and ending the month immediately before the month in which the solution was implemented; these progress reports shall be provided no later than the 15th day of the month immediately following the respective month to which they relate.
	
	
	
	


APPENDIX 1

APPENDIX 1- SERVICING SCHEDULE
1.0 The following schedule shows the servicing regime to be followed for the CCTV installations.  Included in the price is provision for one visit each year to carry out this work.

1.1   In addition, one “clean only” visit shall be made to each of the appropriate      cameras, six months after the planned preventative maintenance visit above.
Cameras

	Fault Log Check
	
	
	

	Purpose:- To ensure the PPM can be carried out effectively and outstanding faults are followed up.

	● 
	Ensure that there are no outstanding faults for the associated equipment

	● 
	In the event of any outstanding faults, follow up resolution and delay PPM

	● 
	Check previously reported faults for the associated equipment

	● 
	Confirm that none of the previously closed fault reports are in evidence

	● 
	If there's evidence of any previous faults, report the issue to the Service Desk

	
	
	
	
	
	

	Performance Check
	
	
	

	Purpose:- To confirm equipment still meets operational requirements and operational performance

	is in line with expectations.
	
	
	

	● 
	Live image check
	
	
	

	
	○ 
	Note image quality and note any defects such as blocking, noise, poor focus, too bright, too dark

	
	○ 
	Ensure that the image still reflects the intended operational requirement

	
	○ 
	For PTZ cameras, check auxiliaries and ensure full range of pan, tilt, zoom and focus (if enabled)

	
	○ 
	Check all stored presets and guard tours can be recalled (if applicable)

	
	○ 
	Check any associated alarm responses such as PTZ on motion/PIR movement (if applicable)


	
	○ 
	Check stream settings of the live video
	

	● 
	Recorded image check
	
	
	

	
	○ 
	Note image quality for both night-time and day-time scenes

	
	○ 
	Ensure video is switching to mono at appropriate light level (if applicable)

	
	○ 
	Check stream settings of the recorded video
	

	
	○ 
	Ensure availability & reaping of previously recorded images meets operational requirements

	
	○ 
	For any protected recordings, check if they are to remain protected or can be unprotected

	
	
	
	
	
	

	Physical Check
	
	
	

	Purpose:- To check the physical condition of the equipment for defects and perform tasks that will

	prolong and enhance the condition
	
	

	● 
	Physically check the camera
	
	

	
	○ 
	Check housing, movement (if PTZ) and fixings
	

	
	○ 
	Clean housing and glass
	
	

	
	○ 
	Check cables, connections and terminations within housing

	● 
	Physically check the associated equipment at the camera location

	
	○ 
	Check mounting equipment, including any associated cabinet or enclosure

	
	○ 
	Clean any associated cabinet or enclosure, inside and out

	
	○ 
	Check encoding equipment (if applicable)
	

	
	○ 
	Check power supplies, both LV and ELV
	

	
	○ 
	Check transmission & control equipment (if applicable)

	
	○ 
	Check cables, connections and terminations to associated equipment

	● 
	Physically check any associated equipment between the camera location and control

	
	○ 
	Check associated encoding/decoding (if applicable), including cables

	
	○ 
	Check associated transmission (if applicable), including cables


IT and Racks

	Fault Log Check
	
	
	

	Purpose:- To ensure the PPM can be carried out effectively and outstanding faults are followed up.

	● 
	Ensure that there are no outstanding faults for the associated equipment

	● 
	In the event of any outstanding faults, follow up resolution and delay PPM

	● 
	Check previously reported faults for the associated equipment

	● 
	Confirm that none of the previously closed fault reports are in evidence

	● 
	If there's evidence of any previous faults, report the issue to the Service Desk

	
	
	
	
	
	

	Visual Check
	
	
	

	Purpose:- To confirm equipment still meets operational requirements and operational performance

	is in line with expectations.
	
	
	

	● 
	Check cabinets
	
	
	

	
	○ 
	Inspect ventillation and cooling for any build up in dirt or dust

	
	○ 
	Check operating temperatures are within safe limits

	
	○ 
	Check operational indicators for any obvious issues

	
	○ 
	Check cables & indentifications
	
	

	
	○ 
	Check noise levels are within expectations
	

	● 
	Check Servers & PC's
	
	
	

	
	○ 
	Inspect internal components
	
	

	
	○ 
	Check external interfaces & ports
	
	

	● 
	Check monitors
	
	
	

	
	○ 
	Check brightness, colour & contrast levels
	

	
	○ 
	Check cables & indentifications
	
	

	
	
	
	
	
	

	Physical Check
	
	
	

	Purpose:- To check the configuration of the equipment and perform tasks that will prolong and 

	enhance the condition
	
	
	

	● 
	Check cabinets
	
	
	

	
	○ 
	Look for signs of moisture ingress, rust & corrosion

	
	○ 
	Clean the equipment
	
	
	

	
	○ 
	Clean fans and vents
	
	
	

	
	○ 
	Test UPS operation and longevity
	
	

	● 
	Check servers
	
	
	

	
	○ 
	Note down versions and update if necessary
	

	
	○ 
	Check logs for any abnormalities
	
	

	
	○ 
	Check hard drives statuses
	
	

	
	○ 
	Check services and operational notifications
	

	
	○ 
	Check management interfaces and communication

	
	○ 
	Check for any protected recordings
	
	

	● 
	Check Workstations/Clients
	
	

	
	○ 
	Note down versions and update if necessary
	

	
	○ 
	Check basic operation and functionality
	

	
	○ 
	Check management interfaces and communication


Wireless links

	Fault Log Check
	
	
	

	Purpose:- To ensure the PPM can be carried out effectively and outstanding faults are followed up.

	● 
	Ensure that there are no outstanding faults for the associated equipment

	● 
	In the event of any outstanding faults, follow up resolution and delay PPM

	● 
	Check previously reported faults for the associated equipment

	● 
	Confirm that none of the previously closed fault reports are in evidence

	● 
	If there's evidence of any previous faults, report the issue to the Service Desk

	
	
	
	
	
	

	Performance Check
	
	
	

	Purpose:- To confirm equipment still meets operational requirements and operational performance

	is in line with expectations.
	
	
	

	● 
	Link Status Check
	
	
	

	
	○ 
	Check alignment/signal strength from device webpage

	
	○ 
	Check TX/RX rates from device webpage
	

	
	○ 
	Perform interference analysis to ensure a clean channel is utilised

	
	
	
	
	
	

	Physical Check
	
	
	

	Purpose:- To check the physical condition of the equipment for defects and perform tasks that will

	prolong and enhance the condition
	
	

	● 
	Physically check the wireless device
	
	

	
	○ 
	Check unit and fixings
	
	

	
	○ 
	Clean face of the wireless device, ensure it is free from guano

	
	○ 
	Check glands, cables, connections and terminations

	
	○ 
	Check mounting equipment, including any associated cabinet or enclosure

	
	○ 
	Check associated POE supply/switch
	
	

	
	○ 
	Clean any associated cabinet or enclosure, inside and out


Access Control system

	Fault Log Check
	
	
	

	Purpose:- To ensure the PPM can be carried out effectively and outstanding faults are followed up.

	● 
	Ensure that there are no outstanding faults for the associated equipment

	● 
	In the event of any outstanding faults, follow up resolution and delay PPM

	● 
	Check previously reported faults for the associated equipment

	● 
	Confirm that none of the previously closed fault reports are in evidence

	● 
	If there's evidence of any previous faults, report the issue to the Service Desk

	
	
	
	
	
	

	Operational Check
	
	
	

	Purpose:- To confirm equipment still meets operational requirements and operational performance

	is in line with expectations.
	
	
	

	● 
	Check Access Control Unit
	
	

	
	○ 
	Check configuration details
	
	

	
	○ 
	Check performance of the backup battery
	

	
	○ 
	General checl of equipment
	
	

	● 
	Check Door / Reader Locations
	
	

	
	○ 
	Check operation of readers
	
	

	
	○ 
	Check operation of general door operation
	

	
	○ 
	Check operation of locks
	
	

	
	○ 
	Check operation of exit buttons
	
	

	
	○ 
	Check operation of emergency door releases
	

	
	○ 
	Check operation of fire interfaces
	
	

	
	○ 
	Check operation of PSU
	
	

	
	○ 
	Check operation of battery backup
	
	

	
	○ 
	Check operation of alarms
	
	


Intercom

	Fault Log Check
	
	
	

	Purpose:- To ensure the PPM can be carried out effectively and outstanding faults are followed up.

	● 
	Ensure that there are no outstanding faults for the associated equipment

	● 
	In the event of any outstanding faults, follow up resolution and delay PPM

	● 
	Check previously reported faults for the associated equipment

	● 
	Confirm that none of the previously closed fault reports are in evidence

	● 
	If there's evidence of any previous faults, report the issue to the Service Desk

	
	
	
	
	
	

	Operational Check
	
	
	

	Purpose:- To confirm equipment still meets operational requirements and operational performance

	is in line with expectations.
	
	
	

	● 
	Check Intercom Stations
	
	
	

	
	○ 
	Check speaker works
	
	
	

	
	○ 
	Check microphone works
	
	

	
	○ 
	Check door interfaces work
	
	

	
	○ 
	Clean stations as necssary
	
	

	● 
	Check PC Control Locations
	
	

	
	○ 
	Check lock function works
	
	

	
	○ 
	Check unlock function works
	
	

	
	○ 
	Check that events are logged in the database
	

	
	○ 
	Take a copy of the database backup
	
	


Appendix 2

Planned Preventative Maintenance Schedule

	Site:
	West Lancashire Borough Council - Ormskirk
	
	
	
	

	
	
	
	
	
	


	Camera number
	location
	Camera type
	Access method
	PPM 1 date and initials
	PPM 2 date and initials

	
	
	
	
	
	

	
	
	
	
	
	

	100
	Church St/Derby St
	PTZ
	Ladders
	
	

	101
	Park Pool
	PTZ
	14M MEWP
	
	

	102
	Two Saints Car Park
	PTZ
	14M MEWP
	
	

	103
	Kebab House
	PTZ
	14M MEWP
	
	

	104
	Stiles Car Park
	PTZ
	14M MEWP
	
	

	105
	Burscough Street
	PTZ
	14M MEWP
	
	

	106
	Clock Tower
	PTZ
	14M MEWP
	
	

	107
	Aughton Street
	PTZ
	14M MEWP
	
	

	108
	Hutton Way
	PTZ
	14M MEWP
	
	

	109
	Hants Lane Car Park
	PTZ
	14M MEWP
	
	

	110
	Wheatsheaf Car/ Park
	PTZ
	14M MEWP
	
	

	111
	Railway Road
	PTZ
	14M MEWP
	
	

	112
	Bus Station
	PTZ
	14M MEWP
	
	

	113
	Natwest Moor Street
	PTZ
	14M MEWP
	
	

	114
	Moor Street
	PTZ
	14M MEWP
	
	

	115
	Alpine
	PTZ
	14M MEWP
	
	

	116
	Bridge st / Moorgate
	PTZ
	14M MEWP
	
	

	117
	St Helens Rd / Park Rd
	PTZ
	14M MEWP
	
	

	118
	St Helens Rd / Small Lane
	PTZ
	14M MEWP
	
	

	119
	Edge Hill College- Side Entrance
	PTZ
	14M MEWP
	
	

	120
	Edge Hill College- Main Entrance
	PTZ
	14M MEWP
	
	

	121
	Car Park, 52 Derby Street
	PTZ
	14M MEWP
	
	

	122
	Derby Street, Council Buildings
	PTZ
	14M MEWP
	
	

	123
	Railway St Car Park
	PTZ
	14M MEWP
	
	

	124
	Railway St Platform
	PTZ
	14M MEWP
	
	

	125
	Fire Station Island
	PTZ
	14M MEWP
	
	

	126
	Park Avenue
	PTZ
	14M MEWP
	
	

	127
	Park Pool / Skate Park
	PTZ
	14M MEWP
	
	

	128
	County Road A59
	PTZ
	14M MEWP
	
	

	129
	Scott Drive / Sephton Drive
	PTZ
	14M MEWP
	
	

	130
	Scott Drive / Carroll Crescent
	PTZ
	14M MEWP
	
	

	131
	Mawdsley Terrace
	PTZ
	14M MEWP
	
	

	132
	Station Road 
	PTZ
	20M MEWP
	
	

	150
	Door Entry
	Static
	5 Tread Steps
	
	

	151
	CCTV Airlock
	Static
	5 Tread Steps
	
	

	152
	Customer Reception 
	Static
	5 Tread Steps
	
	

	153
	Customer Reception 2
	Static
	5 Tread Steps
	
	

	154
	Entrance / Foyer
	Static
	5 Tread Steps
	
	

	155
	Stairwell WLBC
	Static
	5 Tread Steps
	
	

	156
	Corridoor / Civic Reception 
	Static
	5 Tread Steps
	
	

	157
	Interview Rooms 
	Static
	5 Tread Steps
	
	

	201
	Ashurst - Health Centre
	PTZ
	14M MEWP
	
	

	202
	Ashurst  - Community Centre
	PTZ
	14M MEWP
	
	

	204
	Library Skelmersdale
	PTZ
	Roof Access
	
	

	205
	Library Car Park Skelmersdale 
	PTZ
	Roof Access
	
	

	206
	Hall Green Skelmersdale
	PTZ
	14M MEWP
	
	

	207
	Sandy Lane Skelmersdale
	PTZ
	20M MEWP
	
	

	208
	Flower Shop
	PTZ
	14M MEWP
	
	

	209
	Shopping Centre Entrance
	PTZ
	14M MEWP
	
	

	210
	Bet Fred Betting Shop 
	PTZ
	14M MEWP
	
	

	211
	Hair Design 1st Floor
	PTZ
	14M MEWP
	
	

	212
	Sandy Lane Centre 1st Floor
	PTZ
	14M MEWP
	
	

	213
	Sandy Lane Rear Car Park
	PTZ
	14M MEWP
	
	

	214
	Tanhouse - Egerton Shops
	PTZ
	14M MEWP
	
	

	215
	Birch Green - Opposite School
	PTZ
	14M MEWP
	
	

	216
	Birch Green Rd - Skate Park
	PTZ
	14M MEWP
	
	

	217
	Play Area Banksbarn
	PTZ
	14M MEWP
	
	

	218
	Shop and Church Digmoor
	PTZ
	Winch
	
	

	219
	Beechtrees - Digmoor Rd
	PTZ
	Winch
	
	

	220
	Beechtrees - Underpass
	Static
	From Floor
	
	

	221
	Robert Hodge Centre 
	PTZ
	14M MEWP
	
	

	222
	Robert Hodge Centre 
	PTZ
	14M MEWP
	
	

	223
	Robert Hodge Centre 
	PTZ
	14M MEWP
	
	

	224
	Digmoor Parade Car park
	PTZ
	14M MEWP
	
	

	225
	Digmoor Parade - Duck Pub
	PTZ
	14M MEWP
	
	

	226
	Digmoor Parade Int
	PTZ
	14M MEWP
	
	

	227
	Digmoor Parade Int
	PTZ
	14M MEWP
	
	

	228
	Castlehey
	PTZ
	20M MEWP
	
	

	229
	Castlehey camera 2 
	PTZ
	20M MEWP
	
	

	230
	Acregate Little Digmoor
	PTZ
	14M MEWP
	
	

	231
	Tanfields 
	PTZ
	14M MEWP
	
	

	300
	Burscough Village 
	PTZ
	14M MEWP
	
	

	301
	Spar Burscough
	PTZ
	14M MEWP
	
	

	302
	Hylton Carpets 
	PTZ
	14M MEWP
	
	

	303
	Burscough Bridge Pub
	PTZ
	14M MEWP
	
	

	304
	Beaufort and Guys
	PTZ
	14M MEWP
	
	

	305
	Burscough Fencing
	PTZ
	14M MEWP
	
	

	306
	Tollgate Crescent
	PTZ
	14M MEWP
	
	

	307
	Ringtail place and garage
	PTZ
	14M MEWP
	
	

	308
	Langley Road
	PTZ
	14M MEWP
	
	

	309
	Baybutts
	PTZ
	14M MEWP
	
	

	310
	Firwood Timber
	PTZ
	14M MEWP
	
	

	311
	Hills Motors 
	PTZ
	14M MEWP
	
	

	312
	Bachy
	PTZ
	14M MEWP
	
	

	313
	Parbold
	PTZ
	14M MEWP
	
	

	314
	Richmond Park Burscough
	PTZ
	14M MEWP
	
	

	400
	Christchurch Long Lane
	PTZ
	14M MEWP
	
	

	401
	Moss Delph Lane Aughton
	PTZ
	14M MEWP
	
	

	402
	Town Green Station 
	PTZ
	14M MEWP
	
	

	403
	Town Green Spar Shop 
	PTZ
	14M MEWP
	
	

	404
	Town Green Lane / Prescott Road
	PTZ
	14M MEWP
	
	

	405
	Riding and School lane Downholland
	PTZ
	14M MEWP
	
	

	406
	School Lane Park Downholland
	PTZ
	14M MEWP
	
	

	407
	Halsall
	PTZ
	14M MEWP
	
	

	408
	Morris Dancers Scarisbrick 
	PTZ
	20M MEWP
	
	

	409
	Gorsuch Lane 
	PTZ
	14M MEWP
	
	

	410
	Pool Hey Lane
	PTZ
	14M MEWP
	
	

	500
	Rufford
	PTZ
	20M MEWP
	
	

	501
	St Marks Square Tarleton
	PTZ
	14M MEWP
	
	

	502
	Church Rd Tarleton
	PTZ
	14M MEWP
	
	

	503
	A59 Junction at Tarleton
	PTZ
	14M MEWP
	
	

	504
	The Gravel Mere Brow 
	PTZ
	14M MEWP
	
	

	505
	Sports Club Hesket Bank 
	PTZ
	14M MEWP
	
	

	506
	Station Road Hesketh bank 
	PTZ
	14M MEWP
	
	

	507
	Hoole Lane Banks 
	PTZ
	14M MEWP
	
	

	508
	Church Lane Banks 
	PTZ
	14M MEWP
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Appendix 4

West Lancashire Borough Council CCTV System Code of Practice
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SECTION 4
FORM OF TENDER

See attachment for Section 4.

Please complete and attach the Section 4 - Form of Tender to the response for question Q17.

SECTION 5
PRICE QUESTIONNAIRE
WEIGHTING 60 points
P1 The Bidder shall confirm the price is no greater than £150,000 exclusive of VAT for the three year contract period.

Pass/ Fail criteria 

Pass - The Bidder must confirm the price is lower than £150,000 exclusive of VAT.

	Bidder response




P2 The Bidder shall complete the attached Schedule of Rates.

See attachment for Section 5 – Schedule of Rates.
	Bidder response

Attach Schedule of Rates here




Weighting – 60 points

SECTION 6

QUALITY QUESTIONNAIRE

Please complete and return the attached quality questionnaire.

See attachment for Section 6 – Quality questionnaire.

SECTION 7
EVALUATION PROCESS AND CRITERIA
The bids will first be evaluated using the following stages:

Preliminary compliance review – The information supplied in the Bid will be checked for completeness and compliance

Evaluation of the Pass / Fail criteria – Bids will be evaluated against the pass / fail criteria

Evaluation of Scoring Criteria – Bids which have achieved pass / fail criteria will be assessed against scoring criteria by individual evaluators who will review the bid in the areas of their specialty and expertise.  Individual evaluators will determine their score for the response and will record their reasons for the score.

The weighting of the questionnaire are:

Price – 60%

Quality – 40%

Where an individual evaluator is a sole specialist evaluator in the field that they are evaluating their score will be used for the response they have evaluated, and this will feed into the overall weighted score for that bid.

For sections which are being evaluated by multiple evaluators, a moderation meeting will be called.

At the moderation meeting individual evaluator scores will be compared along with the reasons given for each score for each applicable tender response by those who have scored.  These scores will be discussed and a consensus for the score will be agreed.  The reasons for awarding the score will be recorded.  The score will be in line with the scoring criteria.  The consensus score will be the score fed into the overall weighted score for the bid.

The Council have scheduled into the process the opportunity to conduct an interview to resolve clarifications if required.

Following the completed evaluation and moderation process, the Bidder having passed the pass / fail criteria and with the highest combined score will be deemed to the successful Bidder by the evaluation panel.

	Evaluation Criteria

	Non-Price elements will be judged on a score from 0 to 5, which shall be subjected to a multiplier so criteria worth 20% will have a 0 - 5 score and a multiplier of 4.  The 0 - 5 score shall be based on:



	5
	Excellent – The response is excellent in relation to the stated requirements of the question.  The details provided demonstrate that the bidder’s approach fully meets the requirements of the question and provide a very high level of confidence of the bidder’s skills, expertise and understanding of the requirements.  The response is exemplary and comprehensive, demonstrating that the requirement can significantly be exceeded.

	4
	Good – The response is good in relation to the stated requirements of the question.  The details provided demonstrate the bidder’s approach fully meets the requirements of the question and provide a high level of confidence of the bidder’s skills, expertise and understanding of the requirements.  No concerns were evident with the response.

	3 
	Acceptable - The response is acceptable in relation to the stated requirements of the question.   The details provided demonstrate the bidder’s approach meets the requirements of the question (with only minor omissions) but would benefit from being more detailed and demonstrating further added value and/or contains minor concerns.

	2 
	Poor – The response is poor in relation to the stated requirements of the question.  The response provides a low level of detail and provides little evidence that the bidder has the expertise to satisfy the requirements of the question with weaknesses apparent in some areas and/or demonstrates some misunderstanding of the requirements.

	1 
	Very poor – The response is very poor in relation to the stated requirements of the question.  The response provides a very low level of detail. There is a significant lack of evidence presented to demonstrate that the bidder has the expertise to satisfy the requirements of the question.

	0 


	Unacceptable - The response is either unacceptable as it fails to provide any evidence whatsoever that the bidder can meet the requirements set out in the question or is entirely lacking in detail or no answer has been given.  The response does not comply with or has failed to demonstrate an understanding of the stated requirements of the question.


	Price elements will be judged on a score from 0 to 5

A maximum of 60 points are available based on price, the methodology will be as follows:-

The lowest Bid price which meets all pass / fail criteria will score 5 and will be multiplied by 12 to provide a score out of 60%

Any other Bids which meet all pass / fail criteria will scored between 0 and 5  (on a pro rata basis in relation to the lowest Bid).  The lowest score possible is 0.

All scores will be multiplied by 12 to receive a score out of 60 points.

For example

Bid 1 Lowest Bid - £10,000 scores 5 x multiplier 12 = 60 points

Bid 2 - £12,000 – differential of £2,000 (20% higher) score shall be 4 x multiplier 12 = 48 points

Bid 3 - £15,000 – differential of £5,000 (50% higher) score shall be 2.5 x multiplier 12 = 30 points

Bid 4 - £17,500 – differential of £7,500 (75% higher) score shall be 1.25 x multiplier 12 = 15 points

Bid 5 - £20,000 – differential of £10,000 (100% higher) score shall be 0 x multiplier 12 = 0 points

All prices shall be evaluated against the total price for years 1 to 3.
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		Link SSID		Link Type		Desription		Radio Name		Connected Cameras

		03_23		Short Hop		Standalone Link From Cam 103 to 100		Cam 03		N/A - Receiver Radio Unit (Refer to Transmitting Radio Unit)

		03_23		Short Hop		Standalone Link From Cam 103 to 100		Location 23		Cam 100

		13_24		Short Hop		Standalone Link From Cam 115 to 116		Location 13		N/A - Receiver Radio Unit (Refer to Transmitting Radio Unit)

		13_24		Short Hop		Standalone Link From Cam 115 to 116		Location 24 to 13		Cam 116

		18_50		Main Feeder		Ashurst to Birch Green		Ashurst to Birch Green		N/A - Receiver Radio Unit (Refer to Transmitting Radio Unit)

		18_50		Main Feeder		Ashurst to Birch Green		Birch Green to Ashurst		Cams 215,216

		19_20		Short Hop		Ormskirk Railway CP to Ormskirk Station		Ormskirk Railway CP to Station		N/A - Receiver Radio Unit (Refer to Transmitting Radio Unit)

		19_20		Short Hop		Ormskirk Railway CP to Ormskirk Station		Orm Rail Station to Carpark		Cam 124

		19_21		Main Feeder		Ormskirk Railway CP to County Rd		Orm Rail CP to County Road		N/A - Receiver Radio Unit (Refer to Transmitting Radio Unit)

		19_21		Main Feeder		Ormskirk Railway CP to County Rd		County Rd to Orms Rail CP		Cams 128,129,130,131

		21_22		Multi Cam		County Rd to Scott Drive		County Rd to Scott Drive		N/A - Receiver Radio Unit (Refer to Transmitting Radio Unit)

		21_22		Multi Cam		County Rd to Scott Drive		Scott Drive to County Rd		Cams 129,130,131

		22_53		Short Hop		Scott Drive to Mawdsley Terrace		Scott Drive to Mawdsley Terrace		N/A - Receiver Radio Unit (Refer to Transmitting Radio Unit)

		22_53		Short Hop		Scott Drive to Mawdsley Terrace		Mawdsley Terrace to Scott Drive		Cam 131

		24_25_26		Short Hop		Mill Lane to Hylton Carpets		Mill Lane to Hylton Bridge		N/A - Receiver Radio Unit (Refer to Transmitting Radio Unit)

		24_25_26		Short Hop		Mill Lane to Hylton Carpets		Hylton Carpets		Cam 302

		24_25_26		Short Hop		Mill Lane to Bridge Pub		Bridge Pub		Cam 303

		61_J		Short Hop		Presbytery Church to Digmoor (Singhs Shop)		Pres Church to Beechtrees		N/A - Receiver Radio Unit (Refer to Transmitting Radio Unit)

		61_J		Short Hop		Presbytery Church to Digmoor (Singhs Shop)		ORM-W01087		Cam 230

		61_J		Short Hop		Presbytery Church to Beechtrees		Beechtrees to Pres Church		Cams 219,220

		8_15		Short Hop		Standalone Link From Cam 118 to 117		Location 8 to Cam 15		N/A - Receiver Radio Unit (Refer to Transmitting Radio Unit)

		8_15		Short Hop		Standalone Link From Cam 118 to 117		Cam 15 to Location 8		Cam 117

		A_C		Main Feeder		CMS Comms Tower to Christchurch		CMS to Christchurch		N/A - Receiver Radio Unit (Refer to Transmitting Radio Unit)

		A_C		Main Feeder		CMS Comms Tower to Christchurch		Christchurch to CMS		Cams 111,403,401,402,105,106,109,110

		A59		Short Hop		Christchurch to A59 & Long Lane		Christchurch to A59 & Long Ln		N/A - Receiver Radio Unit (Refer to Transmitting Radio Unit)

		A59		Short Hop		Christchurch to A59 & Long Lane		A59 & Long Ln to Christchurch		Cam 400

		B_18		Main Feeder		Ormskirk Police to Ashurst		Ormskirk Police to Ashurst		N/A - Receiver Radio Unit (Refer to Transmitting Radio Unit)

		B_18		Main Feeder		Ormskirk Police to Ashurst		Ashurst to Ormskirk Police		Ashurst-Birch Gn-Stanley Dep-Sandy Ln-Digmoor-Tanhouse-Castlehey-Hall Gn

		B_E		Main Feeder		Ormskirk Police to Orange Tower		Ormskirk Police to Orange Tower		N/A - Receiver Radio Unit (Refer to Transmitting Radio Unit)

		B_E		Main Feeder		Ormskirk Police to Orange Tower		Orange to Orm Police		Mill Lane -Liverpool Rd-Hylton Carpets-Bridge Pub-Richmond Pk

		B_FIRE		Short Hop		Ormskirk Police to Fire & Rescue Island		Ormskirk Police		N/A - Receiver Radio Unit (Refer to Transmitting Radio Unit)

		B_FIRE		Short Hop		Ormskirk Police to Fire & Rescue Island		Fire & Rescue Island		Cam 125

		B_FIRE		Short Hop		Ormskirk Police to Burscough St/Station Rd		MIMOAP		Cams 505,506

		C_27		Multi Cam		Christchurch to Moss Delph Lane		Christchurch to Moss Delph Lane		N/A - Receiver Radio Unit (Refer to Transmitting Radio Unit)

		C_27		Multi Cam		Christchurch to Moss Delph Lane		Moss Delph Lane to Christchurch		Cams 401, 402,403

		CASTLEHEY_TOWERHILL		Short Hop		Tower Hill to Castlehey		ORM-W01086		N/A - Receiver Radio Unit (Refer to Transmitting Radio Unit)

		CASTLEHEY_TOWERHILL		Short Hop		Tower Hill to Castlehey		ORM-W01081		Cams 228,229

		CHRISTCHURCH_5		Short Hop		Christchurch to Gorsuch Scarisbrick		Christchurch to 5		N/A - Receiver Radio Unit (Refer to Transmitting Radio Unit)

		CHRISTCHURCH_5		Short Hop		Christchurch to Gorsuch Scarisbrick		5 to Christchurch		Gorsuch Lane

		CHRISTCHURCH_6		Short Hop		Christchurch to School Lane Scarisbrick		Christchurch to Location 6		N/A - Receiver Radio Unit (Refer to Transmitting Radio Unit)

		CHRISTCHURCH_6		Short Hop		Christchurch to School Lane Scarisbrick		Location 6 to Christchurch		School Lane

		CHRISTCHURCH_L09_L10		Short Hop		Christchurch to St Helens Rd L10		Christchurch to L09 L10		N/A - Receiver Radio Unit (Refer to Transmitting Radio Unit)

		CHRISTCHURCH_L09_L10		Short Hop		Christchurch to St Helens Rd L10		St Helens L10		Cam 120

		CHRISTCHURCH_L09_L10		Short Hop		Christchurch to St Helens Rd L09		St Helens L09 to Christchurch		Cam119

		CMS_STATION		Main Feeder		Ormskirk Rail Station to CMS Comms Tower		MIMOAP1		N/A - Receiver Radio Unit (Refer to Transmitting Radio Unit)

		CMS_STATION		Main Feeder		Ormskirk Rail Station to CMS Comms Tower		MIMOAP		All Devices except Christchurch Links (St Helens Rd-A59 Long Ln-Moss Delph-Town Green Ln-Gorsuch-Scarisbrick)

		DIG_PRES		Short Hop		Presbytery Church to Digmoor Parade		Pres Church		N/A - Receiver Radio Unit (Refer to Transmitting Radio Unit)

		DIG_PRES		Short Hop		Presbytery Church to Digmoor Parade		Digmoor Parade		Cams 224,225,226,227

		E_24		Short Hop		Orange Tower to Richmond Park		Orange Tower to Mill Lane		N/A - Receiver Radio Unit (Refer to Transmitting Radio Unit)

		E_24		Short Hop		Orange Tower to Richmond Park		Richmond Park to Orange Tower		Cam 314

		E_24		Main Feeder		Orange Tower to Mill Lane		Mill to Orange		Liverpool Rd-Hylton Carpets- Bridge Pub

		F_G		Main Feeder		Skem Police to Stanley Depot		Skem Police to Stanley Depot		N/A - Receiver Radio Unit (Refer to Transmitting Radio Unit)

		F_G		Main Feeder		Skem Police to Stanley Depot		Stanley Depot to Skem Police		Cams 207,208,209,210,213,211,212,221,222,223,Robert Hodge

		F_H		Main Feeder		Skelmerdale Police to Digmoor Road		Skem Police to Digmoor		N/A - Receiver Radio Unit (Refer to Transmitting Radio Unit)

		F_H		Main Feeder		Skelmerdale Police to Digmoor Road		Digmoor Rd to Skem Police		Banksbarn-Digmoor-Pre Church-Beechtrees-

		F_K		Main Feeder		Skelmerdale Police to Tanhouse		Skem Police to Tanhouse		N/A - Receiver Radio Unit (Refer to Transmitting Radio Unit)

		F_K		Main Feeder		Skelmerdale Police to Tanhouse		Tanhouse to Skem Police		Cams 214,206,228,229

		F_SKELM		Short Hop		Skem Police to Skem Library		Skem Police to Skem Library		N/A - Receiver Radio Unit (Refer to Transmitting Radio Unit)

		F_SKELM		Short Hop		Skem Police to Skem Library		Skem Library to Skem Police		Cams 204,205

		G_31		Multi Cam		Stanley Depot to Sandy Lane		Stanley Depot to Sandy Ln Centre		N/A - Receiver Radio Unit (Refer to Transmitting Radio Unit)

		G_31		Multi Cam		Stanley Depot to Sandy Lane		Sandy Lane Centre to Stanley Rd		Cams 207,208,209,210,213,211,212

		H_60		Short Hop		Digmoor to Digmoor Pk		Digmoor to Digmoor Pk		N/A - Receiver Radio Unit (Refer to Transmitting Radio Unit)

		H_60		Short Hop		Digmoor to Digmoor Pk		Digmoor Park to Digmoor Rd		Cam 217

		K_L		Main Feeder		Tanhousing to Tower Hill		Tanhousing to Tower Hill		N/A - Receiver Radio Unit (Refer to Transmitting Radio Unit)

		K_L		Main Feeder		Tanhousing to Tower Hill		Tower Hill to Tanhouse Housing		Cams 206,228,229

		L_30		Short Hop		Tower Hill to Hall Green Road		Tower Hill to Hall Green		N/A - Receiver Radio Unit (Refer to Transmitting Radio Unit)

		L_30		Short Hop		Tower Hill to Hall Green Road		Hall Green to Tower Hill		Cam 206

		RAILWAY_POLICE		Main Feeder		Ormskirk Rail Station to Ormskirk Police Station		Railway to Ormskirk Police		N/A - Receiver Radio Unit (Refer to Transmitting Radio Unit)

		RAILWAY_POLICE		Main Feeder		Ormskirk Rail Station to Ormskirk Police Station		Orms Police to Railway		Cams 123,128,130,129,131,124

		RBS-Mill_Lane		Short Hop		Mill Lane to Liverpool Rd Burscough		Mill Ln to RBS Burscough		N/A - Receiver Radio Unit (Refer to Transmitting Radio Unit)

		RBS-Mill_Lane		Short Hop		Mill Lane to Liverpool Rd Burscough		RBS Burscough		Cam 107

		ROBERT_HODGE		Short Hop		Stanley Depot to Robert Hodge		Robert Hodge_Tower		N/A - Receiver Radio Unit (Refer to Transmitting Radio Unit)

		ROBERT_HODGE		Short Hop		Stanley Depot to Robert Hodge		Tower_Robert Hodge		Robert Hodge

		SKEM_ASH		Main Feeder		Ashurst to Skelmerdale Police Station		Ashurst to Skelmerdale		N/A - Receiver Radio Unit (Refer to Transmitting Radio Unit)

		SKEM_ASH		Main Feeder		Ashurst to Skelmerdale Police Station		Skelmerdale Police to Ashurst		Stanley Dep-Sandy Ln-Skelm Lib-Digmoor-Pres Church-Tanhouse-Castlehey-Hall Gn

		TANFIELDS_STANLEY		Short Hop		Stanley Depot to Tanfields		LITE 95		N/A - Receiver Radio Unit (Refer to Transmitting Radio Unit)

		TANFIELDS_STANLEY		Short Hop		Stanley Depot to Tanfields		LITE 95		Tanfields
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WEST LANCASHIRE BOROUGH COUNCIL
CCTV SURVEILLANCE SYSTEM

CODE OF PRACTICE

INTRODUCTION

West Lancashire Borough Council has installed a comprehensive CCTV
Surveillance System across the Borough. Fibre optic cameras have been
installed in Ormskirk town centre and a number of microwave and broadband
cameras have been installed in other locations. One hundred and six public
open space cameras are operational and they are monitored at a Central
Control Room.

Management responsibility for the CCTV scheme falls under the remit of the
Council’'s Community Safety staff within the Environmental Protection and
Community Safety section of the Leisure and Environment Directorate.

Maintenance of the scheme and monitoring of the images are both carried out
by 3 parties, under contracts from the Council.

The system is monitored 24 hours each day, 7 days per week. Either one or
two members of staff, depending on operational requirements, undertake the
monitoring and the associated administrative duties.

This Code of Practice, which has been agreed with the Council’s monitoring
contractor, has been prepared for the guidance of Council staff, Councillors
and the operators of the system. It details how the suite operates and how
images are managed.

This internal Code of Practice also reflects the requirements of relevant
legislation, National Codes of Practice and guidance. These include: The
Home Office Surveillance Camera Code of Practice, the Information
Commissioner’s Office Data Protection Code of Practice for Surveillance
Cameras and Personal Information, s.163 of the Criminal Justice and Public
Order Act 1994, the Protection of Freedom’s Act 2012, the Freedom of
Information Act 2000, the Human Rights Act 1998, the Data Protection Act
2018, the Regulation of Investigatory Powers Act 2000, the Criminal
Procedures and Investigations Act 1996, the Police and Criminal Evidence
Act 1984, section 17 of the Crime and Disorder Act 1998 and the General
Data Protection Regulation 2018.

This document should also be read in conjunction with the Council’s annual
CCTV report(s), which provides more background information on the system
and the cameras themselves. Reports from 2013/14 until the current time are
available within the Community Safety pages of the Council’'s website,
www.westlancs.gov.uk.




http://www.westlancs.gov.uk/



2.0

2.1

2.2

3.0

3.1

4.0

4.1

5.0

5.1

STATEMENT OF PURPOSE

The Home Office Surveillance Camera Code of Practice (“The Code”), details
that the use of a surveillance camera system must always be for a specified
purpose, which is in pursuit of a legitimate aim and necessary to meet an
identified pressing need. As such,

The West Lancashire Borough Council scheme is operated in relation to
the Prevention of Disorder or Crime and the reduction of the fear of
crime. Additionally, it may be used in relation to Public Safety.

The public interest and confidence in the operation of the scheme will be
recognised by ensuring the security and integrity of operational procedures.
This Code of Practice forms part of the contractual relationship with the
monitoring contractor and periodic contract monitoring/management meetings
take place between WLBC and the Contractor.

GUIDING PRINCIPLES

The Code states at 2.6 that system operators should adopt 12 guiding
principles. Appendix A lists these 12 principles and also comments regarding
WLBC's compliance.

PARTNERSHIP

The approved partners in this CCTV scheme are West Lancashire Borough
Council and its recognised statutory Community Safety Partners, with
operational activity principally undertaken by Lancashire Constabulary.

KEY OBJECTIVE

The objective of the CCTV scheme is to provide a safe and secure public
environment for the benefit of those who live, work, visit, service and enjoy
the facilities of the area. This objective will be carried out by the monitoring of
the system, so as to assist in the prevention of disorder or crime. This will
also aim to

*= Reduce the fear of crime in the community.

= Assist in the detection of crime.

= Act as a deterrent to those who may potentially be involved in crime.

» Facilitate the apprehension and prosecution of offenders in relation to
crime and public order.

= |mprove communication and the operational response of police patrols in
and around Ormskirk Town Centre and other outlying areas using
appropriate communications equipment.

= Assist in developing community confidence.
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CONTROL CENTRE SYSTEM MANAGEMENT
Hours of Operation

The Control Centre is operational and manned 24 hours per day, 7 days per
week, 365 days per year.

Access

The suite doors will be secured at all times using the existing keyless access
facilities.

All external doors to the suite are kept locked at all times. Controllers must
satisfy themselves over the identity of any callers and the purpose of the visit
before allowing access. CCTV cameras cover the access to the CCTV suite.
CCTV operators must ensure all visitors complete the visitor's logbook by
signing in and out of the suite and entering the time of entry and departure.

Access to the suite will be strictly limited to the designated service provider
staff and authorised Control Operators, authorised management from the
Council, Police Officers (including PCSOs) and appropriate authorised
visitors.

Particular arrangements will apply to visitors and contractors as outlined in 6.3
and 6.4 below.

The CCTV Operating Room is a controlled separate work area within the
Monitoring Suite.

Visitors

There is a great deal of interest in the CCTV system and it is important that
operations are managed with the minimum of disruption. Casual or
unplanned visits will not be permitted. Visits are by appointment only. The
contractor should be given 24 hours’ notice if appropriate visitors are to be
brought to the suite.

Contractors

Out of hours and emergency attendances may arise. In all circumstances the
Operator must be satisfied as to the identity and purpose of the contractor
before allowing entry. Prior telephone or email arrangements to seek access
will be the normal method of contact and must be followed if time permits.
CONTROL ROOM ADMINISTRATION AND PROCEDURES

Control Room Administration

The monitoring operatives will confirm the effectiveness of the CCTV system
and network twice per day and any issues will be recorded on the daily
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system check sheet. Any defects will be reported for repair as per agreed
contract maintenance arrangements.

The incident log must be maintained throughout operation. Brief details of
incidents should be noted together with the action taken and initial results.
Incidents that should be noted will be as per the operational requirements.
For guidance, where a crime has been observed or it can reasonably be
predicted that an intervention will prevent one (or an escalation) the matter
should be referred to the Police and recorded in the daily occurrence book.
The identity of telephone callers and responders should always be
established and noted.

(@) A visitor book will be maintained in the Control Room. The book
specifically states “in signing this book, all visitors acknowledge that any
personal data they are exposed to is, and must remain, confidential”. All
authorised visitors and contractors are required to complete the book in
the interests of Security, Fire and Health and Safety Regulations. The
purpose for visiting the control room must be stated in writing.

(b) The daily occurrence book for the use and reviewing of hard drive
images / discs will be completed on each shift. Continuity must be
maintained, especially for evidential purposes.

(c) Hard drive images / discs will be reviewed at the request of the Police or
Council management when practical. Reviews by Police officers will be
carried out in the separate reviewing room.

(d) Other administration functions will include filing, maintaining incidence
logs, fault reporting and appropriate work on archive storage.

(e) Monitoring staff will link into and when necessary operate the shop-
watch and Airwave radio networks and take appropriate action based on
information received and log all appropriate action(s) as per 7.1.2.

Communications

Under normal circumstances all communications to Police Officers regarding
incidents will be made through Police Communications Officers using agreed
protocols.

Emergency procedures will be used in appropriate cases to call Fire Brigade
or Ambulance services.

In addition, liaison with other agencies may be necessary and must reflect
agreed partnership protocols.

Training

Only trained staff are allowed to operate the equipment in the monitoring
suite. Training by camera installers will be provided, if necessary. All staff that
successfully complete an induction must be trained up and certified in
accordance the Securities Industries Act 2001. Evidence of certification and
training is available on request.
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Recording

The Control Room system is supported by digital hard drives which provide
instant operation, live viewing and real time recording of images.

Images stored on the hard drive can only be retained for a maximum of 31
days from the last date of recording. The images are automatically deleted.
Images requested for evidential purposes will be archived to prevent loss.

Liaison

Contract liaison meetings take place with maintenance and monitoring
contractors. Suggested improvements will be considered, if made. If
necessary, Council officers will meet with the monitoring and maintenance
contractors and the Police to ensure appropriate service delivery and any
necessary improvements in partnership working arrangements.

Changes to policies, procedures and protocols must be agreed and approved
under this partnership arrangement requiring the consent of relevant
operational partners.

CONTROL AND USE OF CAMERAS (INCLUDING RELEVANT
PROVISIONS OF THE REGULATION OF INVESTIGATORY POWERS ACT
2000 (RIPA).

At least one trained operator must be present within the Control Room at all
times. Camera surveillance will be maintained throughout.

Every camera has pre-set locations whereby it can see, in general terms,
portions of the whole of the area under surveillance. Pre-set patrols should
only be deviated from where necessary in relation to the statement of
purpose, as detailed below.

The Council’'s Public Open Space Cameras are not covert cameras, they are
sited in public places and their locations have been published in the annual
report referred to at 1.7. “The Code” states that “An individual can expect to
be the subject of surveillance in a public place as CCTV is a feature in places
that the public frequent”. The Council also has signage in areas where its
public open space cameras operate and will enhance this as the coverage
expands.

The Regulation of Investigatory Powers Act 2000 (RIPA) regulates covert and
directed surveillance

Covert Surveillance is that carried out in a manner calculated to ensure that
subjects of it are unaware it is or may be taking place.

Directed surveillance occurs if covert surveillance is undertaken:

a. For the purpose of a specific investigation or specific operation.
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b. In such a manner as is likely to result in the obtaining of private
information about a person (whether or not one is specifically identified for
the purposes of the investigation or operation; and

c. Otherwise than by way of an immediate response to events or
circumstances the nature of which is such that it would not be reasonably
practicable for an authorisation to be sought for the carrying out of the
surveillance.

The Council’s cameras can occasionally be used for directed surveillance.
This will generally be for the Police, however, could be in relation to one of
the Council’s functions, if the investigation relates to an offence which carries
a maximum sentence of 6 months or more. Pre-planned directed surveillance
will only take place if the operators are satisfied that they have an appropriate
RIPA authorisation. These will be signed off by a senior officer from the police
or by a magistrate for the Council. The authorisation will ensure that the
operators are operating the Council’'s system in compliance with RIPA. The
operators will not perform pre-planned directed surveillance without an
appropriately signed RIPA authorisation. Copies of all RIPA authorisation
forms will be kept at the suite and are available if necessary. If the Council
obtains an authorisation, the original forms are stored in the Council’s Central
Register within Legal and Democratic Services.

RIPA does contain a provision that immediate responses to incidents do not
require authorisation. The Home Office gives the example of an immediate
response to something happening during the course of an operator's work, which
is unforeseeable. On noticing or being alerted to an incident, operators will focus
cameras on an area and if necessary follow suspects or perpetrators, whilst
alerting the Police.

The control of the system will remain with the Council unless a major incident
occurs and, in order to prevent disorder or crime, the Police request control in
order to:

= Monitor potential public disorder or other major security or emergency
situations.

= Assist with the deployment of resources.

On each occasion this occurs, a detailed record of the request(s) for
individual camera control must be made in the daily occurrence book.

In the case of major incidents, the Police may assist in the managerial control
of the Control Room. This will be subject to a formal request being made to
the Council's Chief Executive (or her nominated deputies; the Director of
Leisure and Environment, the Director of Housing and Inclusion or the
Director of Development and Regeneration Services) and approval being
given. In these situations the controls will be handled by the duty controllers,
under Police instruction, to maintain maximum efficiency.

In extreme cases, the Police may require sole occupation of the Control
Room. Approval must be requested and received from the Chief Executive (or
nominee) and the procedure for this is attached at Appendix B. The request
for approval must be made by a high ranking Senior Police Officer and
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confirmed as soon as possible in writing. If this situation arises the Police will
become the “Data Controller” for the duration of the occupation and will have
full responsibility for what is viewed, recorded and transferred to disc. Full
details of the timings of such an incident will be included in the daily
occurrence book.

In the circumstances when operational problems are anticipated during any
part of a shift, to assist communications, arrangements may be made for a
Police Officer (or PCSO) to be present within the CCTV Control Room for
liaison purposes. This will normally apply for the duration of the incident and
be subject to the arrangements made by the Police Control Room Supervisor
or Duty Officer. This scenario can only occur with the agreement of the
Council’'s Environmental Protection and Community Safety Manager or his
nominated deputy (Community Safety Officer).

Where the circumstances detailed in 8.8, 8.9 or 8.10 arise, appropriate
records shall be kept in the incident log by operatives.

With the exception of the circumstances listed above, the controls must only
be operated by authorised trained Control Room staff. Any staff training must
be supervised and documented at all times.

REVIEWING IMAGES/PROVIDING INFORMATION

The Council will receive requests from time to time for images to be reviewed
and possibly provided or for information about images to be released.
Principle 7 of the Home Office Surveillance Camera Code of Practice states
“Access to retained images and information should be restricted and
there must be clearly defined rules on who can gain access and for what
purpose such access is granted; the disclosure of images should only
take place when it is necessary for such a purpose or for law
enforcement purposes”.

As a result, the Police can ask for footage to be retrieved or can review it
themselves, in relation to a crime. Images and information will therefore
normally only be released to the Police. Whilst Council staff have a delegation
to release images/information, this should only be to assist the Police.

The Code also states that “there may be other limited occasions when the
disclosure of images to a third party, such as a person whose property has
been damaged, may be appropriate”. However, in order to prevent any unfair
intrusion on others, any other provision of information/images will only be to
an authorised body acting on behalf of their client, such as an insurance
company. Such requests will be considered on their merits by the Council’s
Environmental Protection and Community Safety Manager or his hominated
deputy, in line with all relevant guidance.

All requests for an image review must be made to the Council's
Environmental Protection and Community Safety Manager or his nhominated
deputy, via community.safety@westlancs.gov.uk and will be considered.
These requests will be logged by the CS team and approved requests will be
recorded in the Operator's Log, together with the response to the request.
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When a review has been completed, the result of that review should be
recorded in a review request log.

The following information should always be recorded:

The date and time the request was made

The date, time and location of the incident being investigated
A brief description of the incident being investigated

Who made the request and copies of any written authority’s

The name and signature of the person making the request or person
attending and his authority

The Operator's response

The results of the review

The date and time the results were passed back to the enquirer
Daily occurrence book number (if applicable)

Police log number (if applicable)

It will be a matter for the Operator to exercise some discretion but one of the
following options should be taken:

If time permits the review should be carried out immediately.

If the review cannot be undertaken immediately because the Operator is
busy with normal surveillance, the person requesting the review should be
advised that the review will take place but it will have to be when time
permits as soon as practically possible.

If an Operator is going to pass on a request for an incident to be reviewed
to a later shift, he must note in his log bullet points 1 to 5 from 9.4 and
ensure that the next Operator is fully aware of the request and what is
required. The next Operator should complete bullet points 6-10 in his Log
and in the image Review Log.

Any request received from internal Council Departments should be dealt with
by the Environmental Protection and Community Safety Manager in the first
instance. Issues of debate and clarity will be referred to the Director of
Leisure and Environment or the Borough Solicitor.

Whilst there is often interest in the suite from the media, WLBC will not agree
to any filming in the suite or the use of any images for entertainment
purposes.

DATA PROTECTION





10.1

10.2

10.3

10.4

10.5

10.6

10.7

10.8

The Information Commissioner’s Office (ICO) issued its first Code of Practice
under the Data Protection Act 1998 (DPA) covering the use of CCTV in the
year 2000. In October 2014 a revised version was produced and it provides
good practice advice and recommendations on how the legal requirements of
the DPA can be met. The DPA applies to information captured by surveillance
systems and any organisation using cameras to process personal data should
follow the recommendations of the code. Surveillance systems are used to
record and/or monitor the activities of individuals. As such they process
individual's information — their personal data.

The DPA places considerable responsibility on the “Data Controller” of CCTV
to comply with the DPA by following a Data Protection Act CCTV Code of
Practice. For WLBC the “Data Controller” will be the Director of Leisure and
Environment, or in their absence the Environmental Protection and
Community Safety Manager. Anyone processing personal data must comply
with the eight enforceable principles of good practice as set out in the DPA.
As well as creating obligations for organisations, the DPA also gives
individuals certain rights, such as the right to access their personal
information and to claim compensation when they suffer damage. Both the
Data Protection Act 2018 and the General Data protection Regulation 2018
have now been enacted and as a result specific amendments have been
made to the CoP.

Subject Access Requests (SAR) - Individuals whose information is
recorded (i.e. their personal information), have a right to be provided with that
information or, if they consent to it, view that information. If an individual
requests footage of themselves under an SAR, the Council will ask them for
sufficient information to allow that individual to be identified; this will include
e The date and time, the camera location(s), or area and sufficient
details that will assist us to recognise them on the footage. A passport
or photo driving licence will be acceptable for such purposes and will
assist to confirm their identity.

If sufficient information is provided to comply with the request, the Council will
identify if viewing the footage is enough, or will provide the information on a
disc. Full details of the request, information provided and the result of the
request will be recorded.

Where necessary, to prevent the identification of 3™ parties, the Council will
employ a specialist company to obscure other persons from any footage
viewed or provided and thus prevent the personal data of other individuals
from being released.

If the Council has already provided footage to for example the Police, who
have then become the “data controller” for the information, it will not provide
further copies of the same footage to an individual.

Where necessary, advice will be sought from the Council’s legal staff in
relation to any SARs received. All requests will be logged.

Freedom of Information Act (FOIA) — The ICO Code of Practice indicates
that it is likely that requests for footage made under the FOIA will be exempt
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under section 40, as they will cover personal information about either the
individual concerned, or another person. It is therefore unlikely that this
information should be disclosed. As such, these requests will be reviewed on
an individual basis and advice will be taken from the Council’s legal team.

PRIVACY

The WLBC scheme will be operated with due regard to the privacy of the
individual.

Across the Borough, the occupiers of certain properties have requested that
privacy settings should be applied and as a result those properties (or parts of
them) appear blanked out. None of these settings should be removed without
the written consent of the Environmental Protection and Community Safety
Manager.

Where requests for privacy settings arise, the settings should be applied by
the contracted engineer, under the supervision of the CCTV Supervisor and
logged in the daily occurrence book. Where necessary a “screen shot” of the
pixelated image should be provided to the occupier.

As part of any public consultation exercise for new camera locations,
comments regarding privacy will be considered and privacy settings will be
used as necessary. The Council's Annual CCTV report and the associated
publicity also encourage comments/suggestions to be made in relation to
privacy.

HARD DRIVE / CD PROCEDURES

Access to CD’s/ Images

Usually the external source of request for CDs and/or images will be from the
Police. Police requests will arise in a number of ways including:

(&) Regular/daily requests for a review of recordings in order to trace
incidents that have been reported.

(b) Immediate action relative to 'live' incidents, e.g. immediate pursuit.

(c) For major incidents that occur when the system may be recording
continuously.

(d) Individual Police Officer seeking to review images in the designated
viewing room.

Subject to the approval of the Environmental Protection and Community
Safety Manager, or his nominated deputy, the only internal sources of
requests for images are likely to be from:

(a) Senior management in various Council departments.

Control and Distribution of CD’s
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It is essential that the following procedures for the use and retention of CD’s
are strictly adhered to in order to preserve the facility to use them in any
future proceedings:

= The Operator should register the identity, date and time of CD insert
including CD reference.

= The date and time of the ejection of the CD from the recorder must be
noted in the log.

= The operator must mark the CD for identification purposes using the
agreed referencing system.

= The CD must be placed in the specified envelope, sealed, witnessed,
signed by the Controller and dated.

If handed to the Police or other authorised party the handover must be noted
in the log and the details and signature of the recipient obtained. CDs that
may be required by the Police are to be retained separately and securely until
it is confirmed that they are not required for evidential purposes.

Release of CD/ Images

A record is to be maintained of the release of CDs to the Police or to other
authorised applicants. A register is available for this purpose.

Once a set of images has been released to an external organisation, they will
automatically become the “data controller’ for that information. If discs are
returned to the Council for certified disposal after usage, they will be
shredded and records of any shredding will be available.

The Director of Leisure and Environment can (in consultation with the
Borough Solicitor), under certain circumstances, authorise the release of
CCTV images. Additionally, the Council currently has a Committee which can
determine whether to release images of convicted persons. To ensure
compliance with the General Data Protection Regulation 2018 and the Data
Protection Act 2018 legal advice will be given to this Committee.

Photographs

Photographs must only be used to assist the identification of incidents, during
staff training, and for demonstration purposes. Photographic material may
only be provided to authorised officers for specific and relevant purposes as
defined in this Code of Practice.

Photographs will be supplied to the Police only upon written authorised
request and a record of photograph requests is maintained.

A file of duplicate photographs is to be maintained showing appropriate
references and relevant authority.

CD Storage
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CDs will be stored in lockable fireproof cabinets in a separate secured area
with restricted and controlled access.

A log of all CD movements will be maintained.

CD disposal and shredding will be under specific controlled arrangements.

WRITTEN REPORTS

Operators may be requested to complete a Pro-forma evidence statement for
the Police to complete the chain of evidence.

Only in exceptional circumstances and with agreement from the Contractors’
management representative will a personal statement be allowed.

SAFETY PROCEDURES

The Control Centre Suite operates the following fire safety procedures:

= Each Tuesday morning there is a fire system check

= Any other fire detection activation requires notification of the senior
Manager on site or on standby and evacuation and/or if instructed by a
senior Fire Officer or Police Officer on site

Personal Safety

If any operator feels threatened, is concerned about their health or suspects

intrusion from an unauthorised source they are instructed to operate the

onsite lone-working system alarm. These are monitored independently of the

Control Centre and tested every evening. Records of this testing are kept.

The suite is also linked directly to the Lancashire Police communications

team via “Airwave” radio.

If an operator is approached out of work in relation to their work duties they
should notify the Police at the earliest available opportunity.

Management Support

The Control Centre Suite has management support through nominated
Officers either on site or through mobile telephones.

Support Arrangements

The Control Centre Suite has immediate access to a telephone and e-mail
facilities.

COMPLAINTS
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Any complaints in respect of the CCTV operation are to be dealt with under
the Council's existing complaints procedures. In the first instance they should
be directed to the Council’s Environmental Protection and Community Safety
Manager or his nominated deputy, via community.safety@westlancs.gov.uk.

ACCOUNTABILITY

West Lancashire Community Safety Partnership will be informed as to
significant changes or issues in relation to the operation of the system.

West Lancashire Borough Council monitors financial and operational
activities.

An annual report, including performance information will be produced by
WLBC.

REVIEW OF CODE OF PRACTICE

The Code of Practice shall be regularly reviewed to ensure that it still meets
requirements. The review should take place at least at bi-annual intervals, or
on any occasion amendments are deemed to be necessary.

Copyright

The copyright on all CDs and recordings rests with West Lancashire Borough
Council. The express permission of the Director of Leisure and Environment
or his nominee will be required prior to the release of any material to the
media or any third party organisation. Any unauthorised release will be
treated as a serious breach of discipline and will result in immediate
dismissal.

AUDIT

An audit of these procedures and associated activities will be undertaken on a
random basis and records of any audits will be kept.

Breaches of this code will be investigated by the Council's Audit Section
immediately and urgent remedial action taken to resolve matters as
appropriate.

INDEPENDENT INSPECTION

Independent inspection can be carried out by the Surveillance Commissioner.

SURVEILLANCE CAMERA CODE OF PRACTICE COMPLIANCE

In November 2015 The Surveillance Camera Commissioner launched a
scheme that enables organisations complying with the Surveillance Camera
Code of Practice to be independently audited providing credibility and
transparency to claims of compliance. On the 14 June 2016 the Council was
awarded full certification which lasts for a period of 5 years. In order to ensure
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the certification is still valid, each year a desk top exercise is undertaken with
the accredited body. In 2017 and 2018 the exercise was undertaken
satisfactorily with the accreditation still being valid.

Obtaining the full 5 year certification demonstrates the Council's compliance
with the Surveillance Code of Practice and evidences good practice.
Certification also provides reassurance to the community that the Council's
public open space CCTV scheme is managed appropriately; the information
gathered from the cameras is used in an appropriate manner and in
accordance with the Surveillance Code of Practice guidelines. This Code of
Practice assists in the Council demonstrating compliance.





Appendix A — 12 Guiding Principles.

1.

Use of a surveillance camera system must always be for a specified purpose
which is in pursuit of a legitimate aim and necessary to meet an identified
pressing need.

Comment —see 2.1

The use of a surveillance camera system must take into account its effect on
individuals and their privacy, with regular reviews to ensure its use remains
justified.

Comment —see 11.0

There must be as much transparency in the use of a surveillance camera system
as possible, including a published contact point for access to information and
complaints.

Comment — see 15.0 and 16.0

There must be clear responsibility and accountability for all surveillance camera
system activities including images and information collected, held and used.
Comment — see 15.0 and 16.0

Clear rules, policies and procedures must be in place before a surveillance
camera system is used, and these must be communicated to all who need to
comply with them.

Comment — This CoP demonstrates compliance

No more images and information should be stored than that which is strictly
required for the stated purpose of a surveillance camera system, and such
images and information should be deleted once its purpose has been
discharged.

Comment — see 7.4.2

Access to retained images and information should be restricted and there must
be clearly defined rules on who can gain access and for what purpose such
access is granted; the disclosure of images and information should only take
place when it is necessary for such a purpose or for law enforcement purposes.
Comment — see 8.0, 9.0 and 10.0

Surveillance camera system operators should consider any approved
operational, technical and competency standards relevant to a system and its
purpose and work to meet and maintain those standards.

Comment —see 7.5.1

Surveillance camera system images and information should be subject to
appropriate security measures to safeguard against unauthorised access and
use.

Comment — These are in place.





10.There should be effective review and audit mechanisms to ensure legal
requirements, policies and standards are complied with in practice, and regular
reports should be published.
Comment — see 17.0, annual reports are produced

11.When the use of a surveillance camera system is in pursuit of a legitimate aim
and a pressing need, it should then be used in the most effective way to support
public safety and law enforcement with the aim of processing images and
information of evidential value.
Comment — see 2.0

12.Any information used to support a surveillance camera system which matches
against a reference database for matching purposes should be accurate and
kept up to date.
Comment — systems such as facial recognition software are not used.





APPENDIX B

PROCEDURE FOR SOLE OCCUPATION / MANAGEMENT CONTROL OF THE
CONTROL ROOM BY POLICE

1.1 In the event that the Police require sole or controlled occupation of the Control
Room the request must be made directly to the Council's Chief Executive or her
nominee by the most senior Police Officer on the duty shift.

1.2  There must be a significantly important reason for this request to be made which
must be confirmed in writing as soon as practicable.

1.3 The CE or her nominee will then personally issue instructions to the Control
Room staff to advise them of the situation.

1.4 It is not possible to identify all the circumstances in which this request will be
made but generally it would fall into the following broad categories:

National Security

Royal Protection Duties

Fire Arms or Suspected Fire Arm Matters
Major / Serious Crime

Other Declared Major Incidents
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