	Torridge District Council Invitation to Tender for a fully or partially hosted Cash Receipting System
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MINI COMPETITION - STATEMENT OF REQUIREMENTS
This completed document is to be submitted as part of your tender submission.

Please provide responses to all of the statements below in the text boxes provided (the boxes will expand to accommodate your responses). Where a response will differ for a ‘Hosted’ or ‘In-House’ system please clearly state these differences in your responses. 
Should you require further information or clarification on any of the requirements please use the Question & Answer facility on ProContract to raise such questions.
Should you consider that any of the requirements listed below are outside of the scope of the Framework Agreement RM865/1 please contact us immediately using the Question & Answer facility on ProContract.
	Description

	PCI/PCA DSS Compliance

	Please confirm your level of PCI DSS compliance and show evidence that you are a fully certified and registered PCI DSS compliant company.

Please also confirm your compliance with, or your expected date of compliance with PA DSS. 

The PCI standards are constantly changing and being revised. Please detail how you intend to enhance all of your supplied areas to the Council in order to achieve continued compliance with the latest versions of these standards.

	

	The Council does not wish to hold customer debit/credit card details anywhere within our infrastructure. You are asked to confirm that this will not arise with your proposals.

	

	Any offsite card data is held for 18 months to enable charge backs and refunds.

	

	The system must not display the full PAN on any screens other than when the user initially keys the card number into the card details screen whilst making a payment. At all other times only the last four digits of the card number should be displayed.

	

	The system must not print the PAN on any receipts or reports; there must be the ability to disable the merchant copy.

	

	In case of a refund please give a detailed explanation of how your system can electronically reproduce the necessary card details to perform a refund.

	

	The system must have sufficient security controls built in to ensure the integrity of all financial transactions.

	

	All counter applications must be fully integrated with Chip and Pin devices (PCI-PED certified).

	

	If applicable where there is an element of PSP (Payment Service Provider) are you able to confirm the time between the initial processing of a transaction and the lodgement of the payment in the Council’s bank account.

	

	General System requirements 

	The system solution must be offered with the following options:

1. Fully managed (hosted) cash receipting system solution. 

2.
An in-house system but with a fully managed (hosted) card payment service.

	

	TDC is seeking a supplier who can provide a range of software applications with the necessary infrastructure to securely manage the required payments software applications. 

The system must be widely used within Local Government for:-

A- Fully Managed (Hosted) Service or an in-house system but with a fully managed (hosted) card payment system

B- Payment receipting

C- Internet Payments

D- Automated Telephone Payments

E- Income Management

Reporting, Enquires and Secure Refund facilities.

	

	Please describe fully the infrastructure within your environment that all of the software applications will be resident on.

	

	The hosted service is fully protected from misuse from both within the service and from any external connections.

	

	The supplier frequently runs independent penetration tests of the solution and any significant security vulnerabilities are to be resolved.

	

	The system complies or exceeds Government Connect (specifically GCSx) standards and accreditation.

	

	What connectivity and data transfer protocols are to be used between all of the software applications?

	

	Which applications will be hosted and which will be in-house at TDC?

If a database is to be held locally for distribution purposes this must be within the PCI DSS requirements and hold no card data.

	

	For the applications that will reside within our infrastructure please state your recommendations for the configuration of database and/or application servers based on performance and number of users.

	

	The supplier must provide a minimum recommended hardware specification; any recommended hardware must be reliable, easily maintained with replacement components readily available.

	

	Please provide a full network diagram detailing all of the applications, where they sit and the connectivity points. 

	

	Please explain how your system(s) are licenced. 

We will need to be licenced for:-

· public access via the web, 

· up to 5 Council staff to take payments customer present

· up to 40 members of staff to take payments customer not present.

· Public Access with the ATP system (minimum 3 lines)

· Site Licence for any Reporting Application

It is envisaged that we could take around 25,000 payments a year. Also we would need 4 members of staff to access the back end administration of the system.

	

	The provider must demonstrate bank accreditation for 2 or more Chip and PIN devices, giving the Council options of which device to use.

	

	All card types are accepted. If not, the supplier to identify any cards that cannot be accepted by the system or would present issues in their acceptance. TDC may not wish to accept some card types. 

	

	The counter application handles miscellaneous payments and batch input of payments (postal payments).

	

	There should be an option to use barcode scanning.

	

	In the event of server access loss, what contingencies would be available?

	The host organisation must have detailed back up and disaster recovery procedures to ensure continuity of the system. Such procedures must be regularly reviewed for suitability and rehearsed.

	

	Implementation

	There is a recognised need for a sound implementation plan, within the constraints of limited user resources, to ensure successful delivery of the project. The supplier should provide an outline project plan as part of their tender giving an indicative timescale from award to go live.

	

	It is expected that the supplier will take prime responsibility in delivering the project with close involvement of the Council’s nominated project manager.

	

	It is expected that the supplier will consider the limited resources of the Council’s IT staff when a summary of the implementation approach they would be undertaking. The supplier should clearly identify what level of Council IT staff and expertise is required for the implementation as part of their implementation plan. 

	

	The supplier should clearly identify all the system components, both client and server side, and should also clearly identify whether these components are hosted by the Council or by the supplier. The supplier should identify what system resources are required from the Council both during the implementation and ongoing.

	

	The supplier should clearly identify any requirements of the Council’s IT infrastructure (e.g. any restrictions or dependencies on web browsers for both internal and external users of the system, versions of Microsoft Office required for reporting).

	

	An experienced Project Manager must be appointed by the supplier for the duration of the implementation; they must be available to work onsite (at TDC) and will be the first point of contact for the council. 

	

	The supplier must provide sufficient skilled resource (e.g. infrastructure specialists, software engineers) to ensure the successful installation and configuration of the full system to the agreed implementation dates.

	

	Training is a requirement. You are asked to detail the amount of training required for Council staff in the use of the system, this must be included in the costs quoted in your tender document.

	

	System administration training must be provided for the staff that will be responsible for the day to day administration of the system.  Please identify the amount and cost of this training.

	

	Full system and training documentation in electronic format which could be customised by us for user training should be available on-line.

	

	Migration of data (Transaction history) will be required. Please provide a brief explanation of how this will be achieved and give an indication of how much history can be stored.



	

	A TEST environment may be required (if we do not go fully hosted) which is inaccessible from the live system. Can this be provided and how would it be achieved.

	

	Support

	The system must adapt to being rolled out across the authority for both customer present and customer not present if required.

	

	Please detail the degree to which your proposal may integrate with LALPAC, Langdale parking and permit system and the Planning Portal. Both on-line & face to face integration

	

	The supplier should provide a copy of their proposed support SLA as part of their tender documentation. The supplier should also clearly identify what resources are required from the Council for ongoing support and maintenance in terms of ICT infrastructure and IT staff levels and expertise.

	

	The supplier must operate a designated IT help desk and offer a method of reporting faults 24 x 7 x 365.

	

	Payment card system / service provision which guarantees high service availability (99.95% measured 24 x 7 x 365).

	

	From the hosted/managed aspect of the system, please give system availability and support arrangements.

	

	What procedures are in place for notifying customers of scheduled downtime and when unscheduled downtime/incidents take place?

	

	What version of your software is being offered and explain how upgrades are taken and implemented.  How many past versions are supported?

	

	Please provide a product development plan for future enhancements.

	

	What arrangements are in place for business continuity? Are there any single points of failure within the proposed solution?

	

	Payment Receipting

	The Payment Receipting application must be a browser based solution that supports payments by cash, cheque and debit or credit card.

	

	The full solution must offer a user-friendly interface which is intuitive and easy / quick to use – dropdowns, pop ups and lookup lists.

	

	Correct validation of payment reference details is key to ensuring the accuracy of payments entered into the system. All of the software applications must, where applicable, validate account reference numbers in line with the council’s current check digit validation routines.

	

	The system must be able to accept payments for a number of different funds including:-

Council Tax, NNDR, Overpayments, Hostels, Sundry Debtors (invoices), Miscellaneous Cash, On & Off Street PCN’s, Mortgages.

	

	The system must support stop messages.

	

	The application must have a search facility within it.  The search criteria must support the use of wild cards and once the search result is returned the user should be able to simply select the correct account which must then populate the payment entry form eliminating the need to input information manually (balances must be available along with the name and address).  Please detail how the system will achieve this and how the search works.

	

	The payment receipting application must offer a cash-up screen which supports blind cash-up with a maximum of three attempts.  

	

	The system provided must provide a real-time payments interface for both customer present cash, cheque, Chip & PIN  customer present and customer not present and have the capability to facilitate payments from third party applications e.g. ICES Langdale parking and permit system. How does the system cope with this requirement?

	

	In the case of a refund the system must enable only specified users to perform refunds i.e. System Administrator\Supervisor?

	

	The system must have a batch facility for payment transfers and UDDs.  

	

	The system must show change to be given when a payment is made by cash.

	

	The system must have a ledger mode which allows general ledger items to be selected from a menu of descriptive items. These items must have the full GL-code and VAT calculation including various VAT percentages.

	

	In the event of an item going into suspense, there must be a facility to journal the item into the correct fund.

	

	Internet Payments

	The solution must offer a 24*7 fully hosted and managed service for the 

Internet Payments i.e. There are no regular closedown periods where the system is not available or transactions could be refused or left in an indeterminate state.

	

	The Internet Payments service must be operated in a fully PCI DSS certified environment with no card details being stored or passed to the Council’s systems.

	

	The application is 3D Secure certified together with being CV2 and AVS enabled.

	

	Please specify the number of ports (lines) available on the Atp system for TDC customer use.

	

	The Internet Payments service must support Verified by VISA and MasterCard SecureCode.

	

	Customer balances can be displayed where available as part of the internet interaction.

	

	The application provides a ‘shopping basket’ approach to allow payments for different services during a single transaction.

	

	The application handles miscellaneous payments made over the internet including notification to the relevant department that payment has been made.

	

	The application is capable of using:

· simple drop down lists for payment of uninvoiced income

· reference and / or customer numbers for invoiced income

· customisable fields for entering additional references as required

	

	Internet payments can be made for ‘known’ uninvoiced income e.g. Fixed penalty notices, planning, licences

	

	Internet payments can be made via forms

	

	Payments can be restricted to internal (intranet) payments only e.g. staff phone income

	

	Audit, verification and data integrity checks are in place to ensure all successful payments are transferred into our systems and that the data is only transferred once.

	

	The Internet Payment pages must carry the Council’s own corporate branding.

	

	The Web payments application must be developed based on secure coding guidelines, such as the Open Web Application Security Guidelines.

	

	What level of the WC3 guidelines does the application comply with?

	

	The Internet Payments service must have a supporting configuration management system (CMS) tool. Please detail how this tool will work.

	

	The CMS must allow the council to configure any number of fields on a particular form to suit the council’s requirements per fund or service. Please detail to what extent the council can control this and the types of fields which can be displayed. Ideally the CMS will come with pre defined template controls which the council can either use or create, an instance of which can then be further modified.

	

	Telephone Payments

	The solution must offer a 24*7 fully hosted and managed service for Automated Telephone Payments service (ATP). Explain in brief how this would work.

	

	The ATP service must be operated in a fully PCI DSS certified environment with no card details being stored or passed to the Council’s systems.

	

	The voice prompts must be customisable to the Council’s requirements e.g. The intro message etc.

	

	The application provides a ‘shopping basket’ approach to allow payments for different services during a single transaction.

	

	The ATP service must support the use of touch tone for entering data such as card details via the telephone keypad.

	

	The ATP service must be able to process payments for account references that end with an ‘x’.

	

	When a customer dials the Atp service (in a hosted scenario) is this a local call or a Free phone number? If not, please explain the cost implications on the local authority and how this is charged. 

	Reference Sites

	Please provide details of all sites where your proposal is operational and contact details of officers capable of providing a meaningful reference for at least five of the locations listed.

	

	Possible future requirements

	Mobile Payment Solution

	

	SMS Payments

	

	Community Hubs
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