©Milton Keynes University Hospital NHS Foundation Trust
Third Party Policy


This document is uncontrolled once printed.
  Please check on the Trust’s Intranet site for the most up to date version.

[image: image1.png]Milton Keynes University Hospital INHS

NHS Foundation Trust






	Document No.
	Version
	Issue Date
	Last Review
	Next Review 
	Impact Assessed
	Author/Contact Person
Accountable Director

	ICT011
	4
	01/2005
	06/2017
	06/2019
	Y
	Information Governance Manager



	Approved By:

	Non Clinical Risk Management Committee – March 2009


	For use in (clinical area)
	Yes

	For use by (staff groups)
	Yes

	For use for (patients/staff/public)
	Yes

	Document Owner:
	Information Governance Manager

	Document Status:
	Approved


Document History
	Version
	Date
	Author
	Reason

	1
	January 2005
	Dawn Budd
	New policy

	2
	January 2007
	Dawn Budd
	Reviewed and updated

	3
	January 2009
	Dawn Budd
	Reviewed and updated

	3.1
	May 2012
	Dawn Budd
	Minor amendments

	3.2
	July 2015
	Dawn Budd
	Minor amendments

	3.3
	25th January 2017
	Dawn Budd
	Add in processing abroad

	4
	6th January 2017
	Capsticks
	Re-write


Consultation History

	Stakeholders

Name
	Area of Expertise
	Date Sent
	Date Received
	Comments
	Changes Made

	Information Governance Steering Group
	Information Governance
	18-2-09
	18-2-09
	Minor amendments
	Feb 2009

	Trust Solicitors
	Legal
	01/2009
	
	Minor amendments
	01/2009

	David Powell
	IT
	01/2009
	
	Minor amendments
	01/2009

	Dawn Budd
	IG
	06/2015
	
	Minor amendments
	07/2015

	IGSG
	Various Areas
	03/2017
	
	Minor Amendments
	Agreed 15th February

	Documentation Committee
	Various Areas
	03/2017
	
	Minor amendments
	Approved by email February 2017

	IGSG
	Various Areas
	06/2017
	
	Complete re-write by our Solicitors
	Complete rewrite agreed to forward to documentation committee and o management board for approval

	Documentation Committee
	Various Areas
	06/2017
	
	Agreed to go straight to management board with Chair approval
	None

	
	
	
	
	
	

	
	
	
	
	
	


Contents
2Document History ………………………………………………………………………………………...

2Consultation History ……………………………………………………………………………………...

41.0
Introduction ………………………………………………………………………………………..

42.0
Definitions …………………………………………………………………………………………

43.0
Scope of document ………………………………………………………………………………

44.0
Roles and responsibilities ……………………………………………………………………….

65.0
Process …………………………………………………………………………………………….

76.0
Implementation and dissemination of document ………………………………………………

77.0
Overall responsibility for the document …………………………………………………………

88.0
Other Associated Documents ……………………………………………………………………

APPENDIX A - Auditing and Monitoring Criteria ………………………………………………………8
APPENDIX B - Equality Impact Assessment …………………………………………………………..9
APPENDIX C - Third Party Agreement ……………………………………………………………….10


1.0
Introduction

The Importance of robust Information Governance has risen rapidly in recent years following concerns about the security and confidentiality of Public Sector Data.  

Milton Keynes University Hospital NHS Foundation Trust  (the Trust) is committed to protecting the Information it holds and safeguarding all activities carried out on and off Trust premises by Third Parties in line with The Data Protection Act 2018/General Data Protection Legislation (GDPR) and ISO27001.  

It is important that all Third Parties protect the Trust’s information in line with Trust standards and Government Legislation and therefore this policy must be adhered to when engaging Third Parties to maintain the confidentiality of our Personal Identifiable Data (PID) and Business Critical information.

2.0
Definitions

· Business Critical Information – where the loss of data would have a significant impact on the performance, reputation or operational effectiveness of the organisation.  This may include but is not limited to financial or personal information, and / or details relating to major projects. 
· Contract – an agreement for the provision of goods and / or services between the Trust and the Third Party. 

· Data Subject- an individual who is the subject of personal data

· Personal Identifiable Data (PID) –means data which relates to an individual (both living or deceased) who can be identified from that data as defined in the Data Protection Act 2018/GDPR and in line with the common law duty of confidentiality. .
· Third Parties are individuals and organisations outside of the Trust which fall into the following categories these will include, but not be limited to:

· Hardware and software maintenance and support staff 

· Cleaning,  catering, security guards and other outsourced support services 

· Temps/agency staff 
· Staff working within the Local Health Community 
· External IT support staff
· Suppliers (including Suppliers of IT goods, systems or services)

3.0
Scope of document


This document sets Milton Keynes University Hospital NHS Foundation Trust’s process for engaging Third Parties.  The Policy applies to all Trust staff, Third Party staff and Third Party areas of work within the Trust premises , outside Trust premises and overseas where a Third Party is engaged.
4.0
Roles and responsibilities


Third Parties must:-

· treat as confidential all information which may be derived from or be obtained in the course of the contract or which may come into the possession of the Third Party  or an employee, servant or agent or sub-contractor of the Third Party as a result or in connection with the Contract; and
· Use information only as agreed by the Trust and for no other purposes; and 

· provide all necessary precautions to ensure that all such information is treated as confidential by the Third Party, his employees, servants, agents or sub-contractors; and
· Put in place appropriate technical and organisational security measures against unauthorised or unlawful use and accidental loss/ destruction or damage; and 
· ensure that the Third Party, it’s employees, servants, agents and sub-contractors are aware of the provisions of the Data Protection Act 2018/GDPR and, if required, are registered accordingly and that any PID obtained from the Trust shall not be disclosed or used in any unlawful manner; and
· retain information only for as long as is required; and 
· Indemnify the NHS Trust against any loss arising under the Data Protection Act 2018/GDPR including but not limited to costs, claims, damages, expenses, and enforcement action undertaken by the Information Commissioner’s Office or any other competent regulatory body caused by the Third Party, its employees, servants, agents or sub-contractors.
Those Third Parties operating outside of the UK shall abide by the rules and regulations on information / data security in those countries e.g. (Privacy Shield – USA).  The Trust will ensure that the Third Party supplier satisfies Trust requirements for  security measures before proceeding. All requests to deal with Third Parties outside the UK should be passed through the Trust Information Governance Steering Group for thorough review and sign off as bespoke Third Party Agreements may be necessary. 

Please refer to the ‘Third Party Agreement’ attached.
Trust Managers must:-
· Ensure that all Third Parties engaged under this policy have been given and completed the Third Party Agreement at Annex A and have signed Appendix A attached to the Annex.
· Ensure that all employees, servants, agents and/or sub-contractors of the Third Party sign the Third Party Agreement at Appendix B to the Annex when starting work on site or remotely.  

· Send a copy of the completed and signed forms to the Trust’s Information Governance Team.


· Ensure that the Third Party Agreement is completed and signed when any changes occur to the Contract, a copy of the signed Agreement must be sent to the Information Governance Team.


· Ensure that any information given to Third Parties is returned to Trust premises or disposed of confidentially at the end of their contract by secure means.   A certificate of destruction or disposal must be obtained from the Third Party and attached to the signed Agreement.  A copy must also be sent to the Information Governance Team.

· Report any suspected breaches made by the Third Party’s employees, agents or sub-contractors to the Information Governance Team, Caldicott Guardian and SIRO immediately.

· If a purchase order is raised to confirm engagement of a Third Party on site, the purchasing manager will ensure a copy of the Third Party Agreement is held with the order centrally for audit and control purposes

· Ensure that Third Parties operating outside the UK are identified and referred to [insert point of contact for all non-UK Third Parties?] The Trust will need to take steps to ensure that the Third Party satisfies the Trust requirements for security measures before proceeding. Particular caution should be used when working with Third Parties based outside the European Economic Area (EEA) as data protection and information security rules are highly variable from country-to country.  All requests to deal with Third Parties outside the UK should be passed through the Information Governance Steering Group for thorough review and sign off as bespoke Third Party Agreements may be necessary.

The Trust’s Information Governance Team is responsible for:-
· Registering and holding all signed agreements.


· Ensuring that all parties adhere to this policy.


· Undertake investigations of any breaches of this policy.
5.0
Process

It is essential that, where legally required, the Trust ensures that all Third Parties are registered appropriately under the Data Protection Act 2018/GDPR and legally entitled to undertake the work proposed.  Where processing is proposed outside of the EEA Third Party the Trust must ensure compliance with eighth data protection principle, (personal data must not be transferred to a country outside the EEA unless that country or territory ensures an adequate level of protection for the rights and freedoms of data subjects in relation to the processing of their PID.) The Third Party must abide by the data protection rules and regulations within that country.  The Trust Information Governance Steering Group must have reviewed and have signed the terms of the Agreement off .  All new/ proposed processing of PID and Business Critical Information must have a PIA (Privacy Impact Assessment completed for them to ensure that these are legal and consider  whether individual consent from the data subject is required. 

PID and Business Critical Information which can identify any patient/employee of the Trust must only be transferred electronically if previously agreed by the Caldicott Guardian/Information Governance Manager.  This is essential to ensure compliance with strict NHS controls surrounding the electronic transfer of PID and hence compliant with the Data Protection Act 2018/GDPR, ISO 270001 and rules and regulations of other countries outside of the United Kingdom.  This will also apply to any remote electronic access to a computer held database by the Third Party or their agent.

The PID and Business Critical Information must not be copied for any other purpose than that agreed by the Third Party and the Trust.


It is essential that the Trust ensures all Third Parties have signed the Third Party Agreement at Appendix A of Annex A before engaging on any work commissioned by the Trust.

It is essential that all employees, servants, agents and/or sub-contractors of the Third Party sign the Third Party Agreement at Appendix B when starting work on site or working remotely using PID provided by the Trust .  

Once signed these forms should be returned to the engaging manager for safe keeping and a copy sent to the Information Governance Team.

The Trust shall, wherever practical, arrange for the equipment or software to be maintained, repaired or tested using dummy data that does not include the disclosure of any personal data/information.

Any security breaches made by the Third Party’s employees, agents or sub-contractors will immediately be reported to the Trust’s Caldicott Guardian,  Information Governance Team and SIRO for investigation.


Demonstration or Loan systems with patient data in any form must have the data removed before equipment is removed from the premises
6.0
Implementation and dissemination of document


This policy will be made available on the Trust’s intranet and internet sites.
7.0
Overall responsibility for the document

This policy will be maintained by the Information Governance Team.
8.0
Other Associated Documents


This policy complies with the following statutes, policies and procedures.


UK law and NHS regulations:

· The Data Protection Act 2018/GDPR
· Human Rights Act 1998

· Freedom of Information Act 2000

· Copyright, Design and Patents Act 1988
· Computer Misuse Act 1990

· The Regulation of investigatory Powers Act 2000.

· Terms & Conditions of Employment

· Patient Confidentiality Directives

· Caldicott Directives (NHS Executive 1998)

· Information Governance Toolkit: Requirement 313 (Version 9.0).


Trust Policies:

· Information Governance Policy
· Staff Code of Confidentiality 

· Freedom of Information Act 2000 Policy


Standards:

· ISO 27001 (BS 7799).

Countries outside of the UK

Rules and Regulations of that country will be checked and verified by the Information Governance Team
APPENDIX A

Audit and monitoring Criteria

	Document Audit and Monitoring Table

	Monitoring requirements:

 
	That the policy is being adhered to and agreements are being signed by Third Parties


	Monitoring Method:
	 Managers engaging Third Parties must routinely check that the organisation/individual is abiding by the Third Party Agreement.  Any breaches/anomalies in this should be reported to the Information Governance Team

	Monitoring prepared by:
	Information Governance Team

	Monitoring presented to:
	 Information Governance Steering Group

	Frequency of presentation:
	 Ad hoc


Appendix B – Equality Impact Assessment
	Impact
	Age
	Disability
	Race
	Gender
	Religion or Belief
	Sexual Orientation

	Do different groups have different needs, experiences, issues and priorities in relation to the proposed policy?
	NO
	NO
	NO
	NO
	NO
	NO

	Is there potential for or evidence that the proposed policy will not promote equality of opportunity for all and promote good relations between different groups?
	NO
	NO
	NO
	NO
	NO
	NO

	Is there potential for or evidence that the proposed policy will affect different population groups differently (including possibly discriminating against certain groups)?
	NO
	NO
	NO
	NO
	NO
	NO

	Is there public concern (including media, academic, voluntary or sector specific interest) in potential discrimination against a particular population group or groups?
	NO
	NO
	NO
	NO
	NO
	NO
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1.0
Introduction


Milton Keynes University Hospital NHS Foundation Trust recognises its responsibilities to its patients, visitors and staff in line with the requirements of the Data Protection Act 2018/General Data Protection Legislation (GDPR) and Freedom of Information Act 2000.


It is important that all Third Parties as defined in this document read, understand and implement measures set out within  this Agreement. 
2.0
Definitions

· Business Critical Information – where the loss of data would have a significant impact on the performance, reputation or operational effectiveness of the organisation.  This may include but is not limited to Financial or, personal information, and/ or details relating to major projects.
· Contract - an agreement for the provision of goods and / or services between the Trust and the Third Party
· Data Controller- shall have the meaning given in the DPA. 
· Data Processor- shall have the meaning given in the DPA.
· Data Subject- an individual who is the subject of personal data  
· Personal Identifiable Data (PID) – means data or information which relates to an individual (living or deceased)  who can be identified from that data as defined in the Data Protection Act 2018/GDPR and in line with the common law duty of confidentiality.  
· Third Parties are individuals and organisations outside of the Trust which fall into the following categories. these will include, but not be limited to:

· Hardware and software maintenance and support staff 

· Cleaning,  catering, security guards and other outsourced support services 

· Temps/agency staff 

· Staff working within the Local Health Community (e.g. Milton Keynes Primary Care Trust)

· External IT support staff

· Suppliers (including Suppliers of IT goods, systems or services)

3.0
Third Party Responsibilities
The Trust and the Third Party acknowledge that for the purposes of the Data Protection Act 2018/GDPR the Trust is the Data Controller and the Third Party is ….[Data Processor/ Data Controller/or both Data Processor and Data Controller – NB: whether the Third Party is data processor or controller will depend on the individual circumstances of each arrangement and should be considered on a case by case basis]  

3.1
The Third Party undertakes to:

· treat as confidential all information which may be derived from or be obtained in the course of the contract or which may come into the possession of the Third Party or an employee, servant or agent or sub-contractor of the Third Party as a result or in connection with the contract; 
· process the PID and Business Critical Information in compliance with this Agreement and all applicable laws, regulations orders, standards and other similar instruments. 

· shall process PID and Business Critical Information  only to the extent as is necessary for achieving the agreed purpose and in accordance with the Trust’s instructions from time to time and shall not process the information for any other purpose. 
· provide all necessary precautions to ensure that all such information is treated as confidential by the Third Party, its employees, servants, agents or sub-contractors. 

· ensure that the Third Party, its employees, servants, agents and sub-contractors are aware of either (i) the provisions of the Data Protection Act 2018/GDPR and ISO27001 or (ii) data protection and privacy rules that apply to PID  in the jurisdiction where the Third Party is established and that any personal information obtained from the Trust shall not be disclosed or used in any unlawful manner.
· Put in place appropriate technical and organisational security measures against unauthorised or unlawful use and accidental loss/ destruction or damage.
· Retain information only for as long as is required.
· The Third Party agrees to indemnify and keep indemnified and defend at its own expense the Trust against all costs, claims, damages or expenses (including in respect of any enforcement action undertaken by the information commissioner’s office or any other competent regulatory body) incurred by the Trust or for which the Trust may become liable due to any failure by the Third Party or its employees or agents to comply with any of its obligations under this Agreement.  
All Third Parties must sign Appendix A of this Agreement before any of their employees, servants, agents and/or sub-contractors are allowed on site or permitted to remotely access data/ information from the Trust. 
All employees, servants, of the Third Party will be required to agree, sign and adhere to the confidentiality statement at Appendix B when they are physically present on the Trust site where they may see or have access to PID and/or Business Critical Information in connection with this Agreement.
3.2
Where access is obtained to the Trust PID and / or Business Critical Information, defined within the Data Protection Act 2018/GDPR, for the purpose of preventative maintenance, fault diagnosis, hardware or software testing, repair, upgrade, replacement or any other related activity, access may include:

a.
Access to data/information on the NHS organisations premises


b.
Access to data/information from or at a remote site


c.
Examination, testing and repair of media (e.g fixed disc assemblies)


d.
Examination of software dumps


e.
Processing using NHS organisations Trust data/information

3.3
The Third Party must certify that, where legally required and applicable, the Third Party is registered appropriately under the Data Protection Act 2018/GDPR and legally entitled to undertake the work proposed.

3.4
The Third Party undertakes not to transfer the PID and Business Critical Information outside  the European Economic Area unless such a transfer has been registered, approved in writing by the Trust and a mechanism put in place to ensure the international data transfers meets the requirements of the Data Protection Act 2018/GDPR. .  If PID OR Business Critical Information is to be transferred outside the EEA, Trust Information Governance approval must be obtained and it is likely that additional assurance may be needed (by additional agreement reached between the Trust and Third Party) to ensure an adequate level of protection is offered in the processing country. This may include but is not limited to use of the European Commission Standard Contractual Clauses. 
3.5
The work shall be done only by authorised employees, servants or agents of the Third Party (except as provided in paragraph 3.11 below) who are aware of the requirements of the Data Protection Act 2018/GDPR of their personal responsibilities under the Act to maintain the security of the Trust personal data/information or  aware of the data protection and privacy rules that apply to Personal Identifiable Data in the jurisdiction where the Third Party is established and that apply to Personal Identifiable Data in the jurisdiction where the Third Party is established. 

3.6
The Third Party shall ensure it, it’s employees, servants, agents, sub-contractors:

· are aware of their responsibility to maintain the security of Trust PID and/ or Business Critical Information and sufficient additional mechanisms or additional agreements are put in place to ensure an adequate level of protection is offered to the Data Subject;

· are aware that any PID and Business Critical Information obtained from the Trust shall not be disclosed or used in any unlawful manner;

·  have undertaken training in the laws relating to handling personal data; 

· are aware both of the Third Party’s duties and their personal duties and obligations under such laws and this Agreement.
3.7
 While the PID and/ or Business Critical Information is in the custody of the Third Party it shall be kept secure and confidential. The Third Party shall put in place and maintain sufficient organisational and technical security measures, equivalent to those required of the Trust as Data Controller, to protect PID from unlawful or unauthorised processing and against accidental loss, damage or destruction. 
3.8
Any data/information transferred from one place to another by or for the Third Party shall be carried out by secure means. Any PID  or Business Critical Information shall be encrypted during transit.  This transfer should be carried out by the Third Party or an approved sub-contractor.

3.9
The Trust shall ensure that any PID and / or Business Critical Information which can identify any patient/employee of the Trust must only be transferred electronically if previously agreed by the Caldicott Guardian/Information Governance Manager.  This is essential to ensure compliance with strict NHS controls surrounding the electronic transfer of identifiable personal data/information and hence compliance with the Data Protection Act 2018/GDPR and ISO 27001.  This requirement will also apply to any remote electronic access to a computer database held by the Third Party or their agent.
3.10
The Third Party should ensure that access to PID and Business Critical Information is limited to employees, servants and or agents who need access to the data to meet the obligations under the Agreement and is used as agreed by the Trust. 
3.11 The PID and Business Critical Information must not be copied for any other purpose than that agreed between the Third Party and the Trust.
3.12
The Third Party shall promptly inform the Trust if any PID or Business Critical Information is lost, destroyed or becomes damaged, corrupted or unusable.  
3.13
Where PID and/ or Business Critical Information is recorded in any intelligible form, it shall either be returned to the Trust on completion of the work or disposed of by secure means and a certificate of secure disposal shall be issued to the Trust.

3.13
Where the Third Party sub-contracts any work for the purposes in paragraph 3.2 above, the contractor shall require the sub-contractor to observe the standards set out in the whole of section 3 of this document.

3.14
If the Third Party receives any complaint or communication which relates directly or indirectly to the processing of the personal data or to either party’s compliance with the Data Protection Act and the data protection principles, it shall immediately notify the Trust and provide the Trust with full cooperation and assistance.
3.15
The Trust reserves the right to audit the Third Party’s contractual responsibilities or to have those audits carried out by its own appointed agent. Such audits include but are not limited to all facilities, equipment, documents and electronic data relating to the processing of personal data. 
3.16
The Trust will expect an escalation process for problem resolving relating to any breaches of security and /or confidentiality of personal information by the Third Party’s employees and/or agents and/or sub-contractors.

3.17
The Third Party shall take reasonable steps to ensure that any security breaches affecting the Trust's PID and/ or Business Critical Information made by the Third Party’s employees, agents or sub-contractors will immediately be reported to the Trust’s Caldicott Guardian, SIRO and Information Governance Team for investigation. The Trust shall provide theThird Party with contact details for the Trust’s Caldicott Guardian, SIRO and Information Governance Team.  
3.18
Demonstration or Loan systems with patient data in any form must have the data removed before equipment is removed from the premises.  If this is not immediately possible then the Third Party must secure the data to ensure that no unauthorised access is possible prior to deletion of the data.
3.19
The Third Party shall provide the Trust with full co-operation and assistance in relation to any request made by a Data Subject to have access to that person’s PID. 
4.0
Freedom of Information

4.1
The Freedom of Information Act 2000 (FOI Act) applies to all the Trust’s activities.

4.2
As a partner/customer/agency providing services to the Trust, the Third Party must be aware of the Trust’s obligations and its responsibilities under the Freedom of Information Act 2000 to provide on request, access to recorded information held by the Trust.  One of the consequences of those statutory responsibilities is that, information, which the Trust holds about the Third Party, may be subject to disclosure, in response to a request, unless the Trust decides that one of the various statutory exemptions applies.

4.3
In certain circumstances, and in accordance with the Code of Practice issued under section 45 of the FOI Act, the Trust may consider it appropriate to ask the Third Party for its views as to the release of any information before the Trust makes its decision as to how to respond to a request.  In dealing with requests for information under the FOI Act, the Trust has to comply with a strict timetable and it would therefore expect a timely response to any such consultation within (3) working days.

4.4
If the Third Party provides any information to the Trust in the expectation that it will be held in confidence, then the Third Party must make it clear in its documentation as to the information to which it considers a duty of confidentiality applies.  The use of blanket protective markings such as “commercial in confidence” will no longer be appropriate and a clear indication as to what material is to be considered confidential, and why, should be given. The Trust will consider Third Party views on confidentiality but will make the final decision. 
4.5
The Trust cannot accept that trivial information or information which by its very nature cannot be regarded as confidential should be subject to any obligation of confidence.

4.6
In certain circumstances where information has not been provided in confidence, the Trust may still wish to consult with the Third Party as to the application of any other exemption such as that relating to disclosure that will prejudice the commercial interests of any party.  However, the Trust reserves the right to make the final decision on what information will be disclosed.
5.0
Penalties

5.1
The Third Party organisation will abide by the terms and requirements set out in this Third Party agreement for the processing of any Trust PID and/ or Business Critical Information  disclosed to the organisation or any of its employees/agents/servants/sub contractors during the performance of the contract, and agree to indemnify the Trust in respect of any breach of the contract or the Data Protection 2018/GDPR.
5.2
The Third Party agrees to indemnify and keep indemnified and defend at its own expense the Trust against all costs, claims, damages or expenses (including in respect of any enforcement action undertaken by the Information Commissioner’s Office or any other competent regulatory body) incurred by the Trust or for which the Trust may become liable due to any failure by the Third Party or its employees or agents to comply with any of its obligations under the Agreement. 
5.3      Third Parties that do not abide by this Agreement may be liable to legal action being taken.

Appendix A: Third Party Agreement (Including Contractors/Suppliers)
Third Party Certification form:

Name of Third Party Organisation:
_ ________________________________________

Address of Third Party Organisation:
_____________________________________________






_____________________________________________






_____________________________________________






​​

Telephone number:  _____________________________________

E-mail details:   _________________________________________

On behalf of the above organisation I certify as follows:

· The organisation is either (a) appropriately registered under the United Kingdom's Data Protection Act 2018/GDPR and is legally entitled to undertake work agreed in the contract with the Trust or (b) a company incorporated under the rules and regulations of the country which the organisation is processing out of. 
Data Protection Notification No. …………………………………….
Date of Notification …………………………………………………...

· The organisation will abide by the requirements set out above for the processing of any Trust data/information disclosed to during the performance of such contracts.


· I understand that I am bound by a duty of confidentiality and agree to adhere to the conditions within the Contract laid down between Milton Keynes University Hospital NHS Foundation Trust and. I understand it is my responsibility to ensure the organisation either complies with the requirements of the United Kingdom's Data Protection Act 2018/GDPR or (b)  complies with the rules and regulations of the country we process personal data in to meet an adequate level of protection of the rights and freedoms of the Data Subject in line with the eighth data protection principle and agree to indemnify the Trust in respect of any breach of the contract. 


Signed:  _____________________________________________
Name of Individual:  ____________________________________

Position in organisation:  ________________________________

Date:
_______________________________________________

ONCE SIGNED A COPY SHOULD BE RETAINED BY THE MANAGER ENGAGING THE THIRD PARTY.  A COPY SHOULD ALSO BE SENT TO THE PURCHASING DEPARTMENT AND INFORMATION GOVERNANCE TEAM 


Appendix B: Third Party Agreement (Including Contractors Employees, Servants, Agents, Sub-Contractors or Individuals)

During the course of your time working with  Milton Keynes University Hospital NHS Foundation Trust, you may acquire or have access to confidential information which must not be disclosed to any other person unless in pursuit of your duties as detailed in the contract between the Trust and your employer.  This agreement applies during your time within the Trust and after that ceases.

Confidential information includes all information relating to the business of the Trust and its patients and employees.

The Data Protection Act 2018/GDPR and common law of confidentiality regulate the use of all personal information and include electronic and paper records of identifiable individuals (patients and staff).  The Trust is registered in accordance with this legislation.  If you are found to have used any information you have seen or heard whilst working within the Trust you and your employer may face legal action.

I understand that I am bound by a duty of confidentiality and agree to adhere to the conditions within the Contract laid down between Milton Keynes University Hospital NHS Foundation Trust and ………………..…….  I understand it is my responsibility to comply with the requirements of the Data Protection Act 2018/GDPR and the common law duty of confidentiality. 
	NAME OF ORGANISATION/INDIVIDUAL

	

	NATURE WORK:


	

	PRINT NAME:
	

	SIGNATURE:
	

	DATE:
	


ONCE SIGNED A COPY SHOULD BE RETAINED BY THE MANAGER ENGAGING THE THIRD PARTY.  A COPY SHOULD ALSO BE SENT TO THE PURCHASING DEPARTMENT AND INFORMATION GOVERNANCE TEAM 

2017/IGSG/07/07
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