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THIS CONTRACT is made the      
day of
20[   ]

BETWEEN:

(1)
[                                                                        ] (“the Authority”); and

(2)
[                                                 ], a company registered in England and Wales (Company Registration Number [                 ]) whose registered office is at [               



] (“the Service Provider”).

RECITALS:

A. [Insert text that briefly describes the particular project/why the services are required];

B. The Authority wishes the Service Provider to provide the Services and the Service Provider is willing to provide the Services to the Authority on the terms and conditions set out in the Contract.

C. The Service Provider should be aware that the Authority does not offer any guarantee or minimum volume of the Services that may be delivered under this Contract and does not offer any exclusivity to the Service Provider.

THE PARTIES AGREE THAT:
1. Definitions and Interpretation1 TC "
Definitions and Interpretation" \l 1 

In the Contract (including the Recitals):

1.1 unless the context indicates otherwise the following expressions shall have the following meanings:
	“Affected Party”
	has the meaning given to it in Clause 27.3; 

	“Authority Assets” 
	means any assets (whether tangible or intangible), materials, resources, systems, networks, connectivity and other equipment, machinery and facilities owned by or licensed to the Authority or any member of the Authority Group;



	“Authority Group” 
	shall mean where the Authority is: 

(a) TfL, TfL in its own right and as holding company of all its subsidiaries (as defined in section 1159 of the Companies Act 2006) from time to time together and reference to any “member of the Authority Group” shall refer to TfL or any such subsidiary; and 
(b) the Greater London Authority (GLA), the GLA, TfL, the Mayor’s Office for Policing and Crime, the London Fire Commissioner, London Legacy Development Corporation and the Old Oak and Park Royal Development Corporation (“Functional Bodies”) each in their own right and as holding companies of all of their subsidiaries (as defined in section 1159 of the Companies Act 2006) from time to time together and reference to any “member of the Authority Group” shall refer to the GLA, any Functional Body or any such subsidiary;                

	“Authority Premises”
	any land or premises (including temporary buildings) owned or occupied by or on behalf of any member of the Authority Group;

	“Business Day”
	any day excluding Saturdays, Sundays or public or bank holidays in England;

	“Cessation Plan” 
	a plan agreed between the Parties or determined by the Authority pursuant to Clauses 29.1 to 29.5 (inclusive) to give effect to a Declaration of Ineffectiveness or Clauses 29.6 to 29.10 (inclusive) to give effect to a Public Procurement Termination Event;

	“Charges” 
	the charges payable by the Authority, in consideration of the due and proper performance of the Services in accordance with the Contract, as specified in or calculated in accordance with Schedule 4 as the same may be varied from time to time in accordance with Clause 27.6 or Clause 32;

	“Confidential Information”
	all information (whether written or verbal) that by its nature may reasonably be regarded as confidential to the Authority (or any member of the Authority Group) whether commercial, financial, technical or otherwise, and including information which relates to the business affairs, customers, suppliers, products, software, telecommunications, networks, trade secrets, know-how or personnel of the Authority Group);

	“Contract” 
	this contract, including the Schedules and all other documents referred to in this contract;

	“Contract Commencement Date”
	the date for commencement of the Contract specified in Schedule 1;

	“Contract Information” 
	(i) the Contract in its entirety (including from time to time agreed changes to the Contract) and (ii) data extracted from the invoices submitted pursuant to Clause 5 which shall consist of the Service Provider’s name, the expenditure account code, the expenditure account code description, the document number, the clearing date and the invoice amount;

	“Contract Manager” 
	the person named as such in Schedule 1 or such other person as notified to the Service Provider by the Authority; 

	“Data Protection Legislation”
	means:

(a) the Regulation (EU) 2016/679 on the protection of natural persons with regard to the Processing of personal data and on the free movement of such data;

(b) Directive (EU) 2016/680 (the Law Enforcement Directive); 

(c) any legislation in force from time to time in the United Kingdom relating to privacy and/or the Processing of Personal Data, including but not limited to the Data Protection Act 2018; 

(d) any statutory codes of practice issued by the Information Commissioner in relation to such legislation; and

(e) the Privacy and Electronic Communications (EC Directive) Regulations 2003;

	“Declaration of Ineffectiveness”
	a declaration of ineffectiveness in relation to this Contract made by a Court of competent jurisdiction pursuant to Regulation 98 of the Public Contracts Regulations 2015 or Regulations 113(2)(a) or 118(3) of the Utilities Contracts Regulations 2016;

	“Force Majeure Event”
	any of the following: riot, civil unrest, war, act of terrorism, threat or perceived threat of act of terrorism, fire, earthquake, extraordinary storm, flood, abnormal weather conditions or other natural catastrophe or strikes, lock-outs or other industrial disputes to the extent that such event has materially affected the ability of the Affected Party to perform its obligations in accordance with the terms of the Contract but excluding any such event insofar as it arises from or is attributable to the wilful act, omission or negligence of the Affected Party or the failure on the part of the Affected Party to take reasonable precautions to prevent such Force Majeure Event or its impact;

	“Holding Company”
	any company which from time to time directly or indirectly controls the Service Provider as set out by section 1159 of the Companies Act 2006; 

	“Insolvency Event”
	any of the following: 

(f) either or both of the Service Provider or the Holding Company making any voluntary arrangement with its creditors or becoming subject to an administration order; 

(g) a receiver, administrative receiver, manager, or administrator being appointed over all or part of the business of either or both of the Service Provider or the Holding Company; 

(h) being a company, either or both of the Service Provider or the Holding Company having passed a resolution for its winding-up or being subject to a petition for its winding-up (except for the purposes of a voluntary amalgamation, reconstruction or other re-organisation without insolvency); 

(i) either or both of the Service Provider or the Holding Company ceasing or threatening to cease to carry on its business for any reason or being unable to pay its debts within the meaning of the Insolvency Act 1986; 

(j) being an individual or firm, the Service Provider becoming bankrupt or dying; 

(k) any similar event to those in (a) to (e) above occurring in relation to either or both of the Service Provider or the Holding Company under the law of any applicable jurisdiction for those purposes;

	“Intellectual Property 

Rights”
	any patent, know-how, trade mark or name, service mark, design right, copyright, rights in passing off, database right, rights in commercial or technical information, any other rights in any invention, discovery or process and any other intellectual property rights, in each case whether registered or unregistered and including applications for the grant of any such rights and all rights or forms of protection having equivalent or similar effect in each case in the United Kingdom and anywhere else in the world;

	“Key Personnel” 
	the Service Provider’s key personnel named in Schedule 1;

	“Losses”
	all costs (including legal costs and costs of enforcement), expenses, liabilities (including any tax liability), injuries, direct, indirect or consequential loss (all three of which terms include pure economic loss, loss of profits, loss of business, depletion of goodwill and like loss), damages, claims, demands, proceedings and judgments;

	“Milestone”
	an event which is the completion of one or more of the specified activities as may be set out in the Project Plan;

	“Parties” 
	the Authority and the Service Provider (including their successors and permitted assignees) and “Party” shall mean either of them as the case may be;

	“Personal Data”
	has the meaning given to it in the Data Protection Legislation; 

	“Processing”
	has the meaning given to it in the Data Protection Legislation;

	“Procurement Manager”
	the person named as such in Schedule 1 and referred to in Clause 7 or such other person as notified to the Service Provider by the Authority;

	“Project Plan”
	the plan (if any) for implementation including (without limitation) project delivery set out in Schedule 5, developed and agreed by the Parties in relation to the performance and timing of the Services under the Contract which may include Milestones;

	“Public Procurement Termination Event”
	has the meaning given to it in Clause 29.7;

	“Public Procurement Termination Grounds”
	any one or more of the grounds described either in Regulation 73(1) of the Public Contracts Regulations 2015 or Regulation 89(1) of the Utilities Contracts Regulations 2016;

	“Service Commencement Date”
	the date for commencement of the Services set out in Schedule 1;

	“Service Provider Equipment”
	the equipment and materials of whatsoever nature used by the Service Provider in providing the Services which do not themselves form part of the Services and in which title is not intended to pass to the Authority under the Contract;

	“Service Provider’s Personnel”
	all such persons, including (without limitation) employees, officers, suppliers, sub-contractors and agents of the Service Provider, as are engaged in the performance of any of the Services and including the Key Personnel;

	“Services”
	(a) subject to Clause 27.6 all or any part of the services to be provided to, or activities to be undertaken and completed for, the Authority by the Service Provider under the Contract as detailed in the Specification including any variations to such services or activities pursuant to Clause 32; and

(b) any services, functions or responsibilities which may be reasonably regarded as incidental to the foregoing services or activities and which may be reasonably inferred from the Contract;

	“Specification” 
	the specification and other requirements set out in Schedule 3;

	“Supply Chain Finance Option”
	has the meaning given to it in paragraph 1 of Part B of Schedule 6; 

	“Term” 
	the period during which the Contract continues in force as provided in Clause 2 and Schedule 1;

	“TfL”
	Transport for London, a statutory corporation established under the Greater London Authority Act 1999;

	“Transparency 

Commitment” 
	means the Authority’s commitment to publish its contracts, tender documents and data from invoices received in accordance with the Local Government Transparency Code 2015 and the Authority’s own published transparency commitments;

	“VAT”
	means value added tax as provided for in the Value Added Tax Act 1994 and any tax replacing the same or of a similar nature.


1.2 a reference to the singular includes the plural and vice versa, and a reference to any gender includes all genders;

1.3 a reference to any statute, enactment, order, regulation or other similar instrument shall be construed as a reference to the statute, enactment, order, regulation or instrument as amended or re-enacted by any subsequent statute, enactment, order, regulation or instrument and shall include all statutory instruments or orders made pursuant to it whether replaced before or after the date of execution of the Contract;

1.4 a reference to any document other than as specified in Clause 1.3 and save as expressed otherwise shall be construed as a reference to the document as at the date of execution of the Contract; 
1.5 headings are included in the Contract for ease of reference only and do not affect the interpretation or construction of the Contract;

1.6 references to Clauses and Schedules are, unless otherwise provided, references to clauses of, and schedules to, the Contract and any reference to a paragraph in any Schedule shall, in the absence of provision to the contrary, relate to the paragraph in that Schedule;

1.7 in the event, and only to the extent, of any conflict between the Clauses and the Schedules, the Clauses prevail, except where:

1.7.1 the conflicting part of the Schedule is explicitly expressed to take precedence; or

1.7.2 the conflict is with a provision in Schedule 2 (Special Conditions of Contract), in which case the provisions in Schedule 2 shall prevail;

1.8 the Schedules form part of the Contract and will have the same force and effect as if expressly set out in the body of the Contract; 

1.9 the expression “person” means any individual, firm, body corporate, unincorporated association, partnership, government, state or agency of a state or joint venture; and

1.10 the words “including”, “includes” and “included” will be construed without limitation unless inconsistent with the context.

2. Commencement and Duration2 TC "
Commencement and Duration" \l 1 

The Contract commences on the Contract Commencement Date and continues in force for the duration stated in Schedule 1 unless terminated earlier in accordance with Clause 27.

3. The Services3 TC "
The Services" \l 1 

3.1 The Service Provider:

3.1.1 shall provide the Services to the Authority from the Service Commencement Date in accordance with the Contract;

3.1.2 acknowledges that it has sufficient information about the Authority and the Specification and that it has made all appropriate and necessary enquiries to enable it to perform the Services in accordance with the Contract;

3.1.3 shall neither be entitled to any additional payment nor excused from any obligation or liability under the Contract due to any misinterpretation or misunderstanding by the Service Provider of any fact relating to the Specification or otherwise to the Contract; and

3.1.4 shall comply with all lawful and reasonable directions of the Authority relating to its performance of the Services.

3.2 Notwithstanding anything to the contrary in the Contract, the Authority’s discretion in carrying out its statutory duties shall not be fettered or otherwise constrained or affected by any provision of the Contract;
3.3 The Service Provider shall provide the Services:

3.3.1 with the high degree of skill, care and diligence normally exercised by recognised professional firms or by highly skilled and experienced service providers providing services of a similar scope, type and complexity to the Services and with sufficient resources including project management resources;

3.3.2 in conformance in all respects with the Specification and so that they fulfil the purpose indicated by or to be reasonably inferred from the Specification;
3.3.3 in a safe manner and free from any unreasonable or avoidable risk to any person’s health and well-being and in an economic and efficient manner; and
3.3.4 so that they are properly managed and monitored and shall immediately inform the Authority if any aspect of the Contract is not being or is unable to be performed.
3.4 Where in the reasonable opinion of the Authority the Service Provider has failed to provide the Services or any part of them in accordance with the Contract, the Service Provider shall, without prejudice to any of the Authority’s other rights, re-perform the Services or part thereof as requested by the Authority at no additional cost and within such period of time as reasonably specified by the Authority.

3.5 Where reasonably requested to do so by the Authority and provided the Service Provider is willing to so contract, the Service Provider shall contract with such other member(s) of the Authority Group as on the terms of this Contract with only the necessary changes of Parties’ details being made.
3.6 Throughout the term of the Contract the Service Provider shall when required give to the Authority such written or oral advice or information regarding any of the Services as the Authority may reasonably require.
3.7 Where a format for electronic receipt of orders by the Service Provider is set out in Schedule 1, the Service Provider shall, unless the Authority requires otherwise, receive orders in such format and shall maintain its systems to ensure that it is able to do so throughout the Term.

4. Charges4 TC "
Charges" \l 1 

4.1 The Service Provider shall invoice the Authority in accordance with the procedures set out in Clause 5 and in consideration of, and subject to the due and proper performance of the Services by the Service Provider in accordance with the Contract, the Authority shall pay the Service Provider the Charges in accordance with those procedures and with the other terms and conditions of the Contract.

4.2 The Service Provider is not entitled to reimbursement for expenses unless such expenses are specified in Schedule 4 or have been incurred with the prior written consent of the Authority, in which case the Service Provider shall supply appropriate evidence of expenditure in a form acceptable to the Authority. 

4.3 All Charges exclude any VAT which may be chargeable, which will be payable in addition to the sum in question at the rate and in the manner for the time being prescribed by law on delivery of a valid VAT invoice.

5. Payment Procedures and Approvals5 TC "
Payment Procedures and Approvals" \l 1 

5.1 The Service Provider shall invoice the Authority in respect of the Charges:

5.1.1 where no Milestones are specified in Schedule 4, at such dates or at the end of such periods as may be specified in Schedule 1; or

5.1.2 if specified in Schedule 4, on completion of each Milestone provided that any preceding Milestones have been completed in accordance with the Contract,

and shall not make any separate charge for submitting any invoice.

5.2 The Service Provider shall submit invoices to the postal address set out in Schedule 1 or via electronic invoicing, provided such electronic invoices comply with the European standard and any of the syntaxes published in Commission Implementing Decision (EU) 2017/1870. Each such invoice shall contain all information required by the Authority including the Contract Reference Number, SAP order number, Service Provider’s name, address and bank account details to which payment should be made, a separate calculation of VAT and a brief description of the Services provided. Invoices shall be clear, concise, accurate, and adequately descriptive to avoid delays in processing subsequent payment.
5.3 In the event of a variation to the Services in accordance with the Contract that involves the payment of additional charges to the Service Provider, the Service Provider shall identify these separately on the relevant invoices.

5.4 The Authority shall consider and verify each invoice, which is submitted by the Service Provider in accordance with this Clause 5, in a timely manner. If the Authority considers that the Charges claimed by the Service Provider in any invoice have:

5.4.1 been correctly calculated and that such invoice is otherwise correct, the invoice shall be approved and payment shall be made by bank transfer (Bank Automated Clearance System (BACS)) or such other method as the Authority may choose from time to time within 30 days of receipt of such invoice or such other time period as may be specified in Schedule 1;

5.4.2 not been calculated correctly or if the invoice contains any other error or inadequacy, the Authority shall notify the Service Provider and the Parties shall work together to resolve the error or inadequacy. Upon resolution, the Service Provider shall submit a revised invoice to the Authority.

The Authority shall not be entitled to treat any properly submitted invoice as disputed or incorrect solely due to its own undue delay in considering and verifying it.

5.5 No payment made by the Authority (including any final payment) or act or omission or approval by the Authority or Contract Manager or Procurement Manager (whether related to payment or otherwise) shall:

5.5.1 indicate or be taken to indicate the Authority’s acceptance or approval of the Services or any part of them or any act or omission of the Service Provider, or otherwise prejudice any rights, powers or remedies which the Authority may have against the Service Provider, or absolve the Service Provider from any obligation or liability imposed on the Service Provider under or by virtue of the Contract; or

5.5.2 prevent the Authority from recovering any amount overpaid or wrongfully paid including payments made to the Service Provider by mistake of law or fact. Without prejudice to Clause 18, the Authority shall be entitled to withhold such amount from any sums due or which may become due to the Service Provider or the Authority may recover such amount as a debt.
5.6 
Except where otherwise provided in the Contract, the Charges shall be inclusive of all costs of staff, facilities, equipment, materials and other expenses whatsoever incurred by the Service Provider in discharging its obligations under the Contract.
5.7
Interest shall accrue at the rate of two percent (2%) above the base rate of the Bank of England from time to time on all sums due and payable under this Contract from the due date until the date of actual payment (both before and after judgement). All such interest shall be calculated on the basis of the actual number of days elapsed, over a three hundred and sixty five (365) day year and compounded at monthly intervals. The parties agree that this provision constitutes a substantial remedy for late payment of any sum payable under the Contract in accordance with s8(2) of the Late Payment of Commercial Debts (Interest) Act 1998.
6. Warranties and Obligations6 TC "
Warranties and Obligations" \l 1 

[not used – see Schedule 2]
7. Operational Management7 TC "
Contract Management" \l 1 

7.1 The Authority authorises the Contract Manager to act as the Authority’s representative for the Contract. 

7.2 The Service Provider shall deal with the Contract Manager (or his or her nominated representative) in respect of all matters arising under the Contract, except as set out below or unless otherwise notified by the Authority:

7.2.1 variations to the Contract;

7.2.2 any matter concerning the terms of the Contract; and
7.2.3 any financial matter (including any issues in Schedule 4),

which shall be referred to the Procurement Manager.

7.3 The Service Provider shall, at the Authority’s request, provide promptly to the Authority at no additional cost such reports on the provision of the Services as the Authority may reasonably request.

8. Service Provider’s Personnel8 TC "
Service Provider’s Personnel and Training" \l 1 

8.1 The Parties confirm that the Transfer of Undertakings (Protection of Employment) Regulations 2006 as amended do not apply on the Contract Commencement Date or the expiry or termination of this Contract.

8.2 Nothing in this Contract will render the Service Provider’s Personnel, an employee, agent or partner of the Authority or Authority Group by virtue of the provision of the Services by the Service Provider under the Contract, and the Service Provider shall be responsible for making appropriate deductions for tax and national insurance contributions from the remuneration paid to the Service Provider’s Personnel.
8.3 The Service Provider shall provide the Service Provider’s Personnel as necessary for the proper and timely performance and management of the Services in accordance with the Contract. All personnel deployed on work relating to the Contract shall have the appropriate qualifications and competence, be properly managed and supervised and in these and any other respects be acceptable to the Authority.
8.4 Without prejudice to any of the Authority’s other rights, powers or remedies, the Authority may (without liability to the Service Provider) deny access to any Service Provider’s Personnel to any Authority Premises and/or require that any Service Provider’s Personnel be immediately removed from performing the Services if such Service Provider’s Personnel in the Authority's view have not been properly trained in any way required by this Contract, are otherwise incompetent, negligent, guilty of misconduct or could be a danger to any person. The Authority shall notify the Service Provider of such denial and/or requirement in writing and the Service Provider shall comply with such notice and provide a suitable replacement (with the Contract Manager’s prior consent in the case of Key Personnel).
8.5 The Service Provider shall give the Authority, if so requested, full particulars of all persons who are or may be at any time employed on the Contract and shall take all reasonable steps to avoid changes to any of its staff designated in the Contract as Key Personnel. The Service Provider shall give the Authority reasonable notice of any proposals to change Key Personnel and Clause 8.3 shall apply to the proposed replacement personnel. 
8.6 Notwithstanding Clause 8.1, the Service Provider shall indemnify, keep indemnified and hold harmless the Authority from and against all Losses which the Authority or other member of the Authority Group incur or suffer in relation to the Service Provider’s Personnel or any person who may allege to be the same (whenever such Losses may arise) or any failure by the Service Provider to comply with Clause 8.4.

8.7 The Service Provider shall pay to the Service Provider’s Personnel not less than the amounts declared to the Authority (if any) as part of the tender process for the Contract and not less than the amounts to which the Service Provider’s Personnel are contractually entitled.

8.8 The Service Provider shall provide training to the Authority’s personnel (including its employees, officers, suppliers, sub-contractors and agents) as specified in Schedule 1.

9. Sub-Contracting and Change of Ownership9 TC "
Sub-Contracting and Change of Ownership" \l 1 

9.1 The Service Provider shall not assign or sub-contract all or any part of the Services without the prior written consent of the Authority, which may be refused or granted subject to such conditions as the Authority sees fit.
9.2 Where the Service Provider sub-contracts all or any part of the Services to any person, the Service Provider shall:

9.2.1 ensure that such person is obliged to comply with all of the obligations and duties of the Service Provider under the Contract insofar as they relate to the Services or part of them (as the case may be) which that sub-contractor is required to provide; 

9.2.2 be responsible for payments to that person; 

9.2.3 remain solely responsible and liable to the Authority for any breach of the Contract or any performance, non-performance, part-performance or delay in performance of any of the Services by any sub-contractor to the same extent as if such breach, performance, non-performance, part-performance or delay in performance had been carried out by the Service Provider; 
9.2.4 on or before the Contract Commencement Date or the Service Commencement Date (whichever is the earlier), notify the Authority in writing of the name, contact details and details of the legal representatives of any such sub-contractor (of any tier), to the extent that such information has not already been provided by the Service Provider to the Authority under the Contract;

9.2.5 promptly notify the Authority in writing of any change to the information notified under Clause 9.2.4 and provide in writing the name, contact details and details of the legal representatives of each such sub-contractor (of any tier) who is engaged after the Contract Commencement Date or the Service Commencement Date (whichever is the earlier);
9.2.6 without prejudice to the provisions of Clause 12, ensure compliance with the Bribery Act 2010 and any guidance issued by the Secretary of State under it when appointing any such sub-contractor;

9.2.7 include a term in each sub-contract (of any tier):
9.2.7.1 requiring payment to be made by the Service Provider or (in respect of a sub-contract below the first tier) the payer under the relevant sub-contract, to the sub-contractor within a specified period not exceeding 30 days from receipt of a valid and undisputed invoice as defined by the sub-contract requirements; 

9.2.7.2 a requirement that any invoices for payment submitted by the sub-contractor are considered and verified by the Service Provider, or (in respect of a sub-contract below the first tier) the payer under the relevant sub-contract, in a timely manner and that any undue delay in doing so shall not in itself be sufficient justification for failing to treat an invoice as being valid and undisputed under the sub-contract requirements;
9.2.7.3 entitling the Service Provider or (in respect of a sub-contract below the first tier) the payer under the relevant sub-contract to terminate that sub-contract if the relevant sub-contractor fails to comply in the performance of its contract with legal obligations in the fields of environmental, social or labour law; and
9.2.7.4 a requirement that the sub-contractor includes a provision having the same effect as Clause 9.2.7.3 above in any sub-contract it awards. 

9.3 The Service Provider shall give notice to the Authority within 10 Business Days where:

9.3.1 there is any change in the ownership of the Service Provider where such change relates to 50% or more of the issued share capital of the Service Provider; and

9.3.2 there is any change in the ownership of the Holding Company where such change relates to 50% or more of the issued share capital of the Holding Company; and
9.3.3 (in the case of an unincorporated Service Provider) give notice to the Authority if there is any change in the management personnel of the Service Provider, which alone or taken with any other change in management personnel not previously notified to the Authority, equates to a change in the identity of 50% or more of the management personnel of the Service Provider.
Upon the occurrence of any of the events referred to at Clauses 9.3.1 – 9.3.3 above, the Authority shall have the right to terminate the Contract.
10. Conflict of Interest
10 TC "
Conflict of Interest
" \l 1 

10.1 The Service Provider warrants that it does not and will not have at the Contract Commencement Date or Service Commencement Date any interest in any matter where there is or is reasonably likely to be a conflict of interest with the Services or any member of the Authority Group, save to the extent fully disclosed to and approved by the Authority.

10.2 The Service Provider shall check for any conflict of interest at regular intervals throughout the Term and in any event not less than once in every six months and shall notify the Authority in writing immediately upon becoming aware of any actual or potential conflict of interest with the Services or any member of the Authority Group and shall work with the Authority to do whatever is necessary (including the separation of staff working on, and data relating to, the Services from the matter in question) to manage such conflict to the Authority’s satisfaction, provided that, where the Authority is not so satisfied, it may terminate the Contract in accordance with Clause 27.1.4.

11. Access to Premises and Assets11 TC "
Access to Premises" \l 1 

11.1 Subject to Clause 8.4 any access to either or both of any Authority Premises or Authority Assets made available to the Service Provider in connection with the proper performance of the Contract shall be free of charge and shall be used by the Service Provider solely for the purpose of performing the Services during the Term in accordance with the Contract provided, for the avoidance of doubt, the Service Provider shall be responsible for its own costs or travel including either or both of any congestion charging or low emission zone charging. The Service Provider shall: 
11.1.1 have the use of such Authority Premises as licensee and shall not have or purport to claim any sole or exclusive right to possession or to possession of any particular part of such Authority Premises;

11.1.2 vacate such Authority Premises upon the termination or expiry of the Contract or at such earlier date as the Authority may determine; 

11.1.3 not exercise or purport to exercise any rights in respect of any Authority Premises in excess of those granted under this Clause 11.1; 

11.1.4 ensure that the Service Provider’s Personnel carry any identity passes issued to them by the Authority at all relevant times and comply with the Authority’s security procedures as may be notified by the Authority from time to time; 

11.1.5 not damage the Authority Premises or any assets on Authority Premises; and 
11.1.6 return immediately to the Authority in good working order and satisfactory condition (in the reasonable opinion of the Authority) all Authority Assets used by the Service Provider or the Service Provider’s Personnel in the performance of the Services.
11.2 Nothing in this Clause 11 shall create or be deemed to create the relationship of landlord and tenant in respect of any Authority Premises between the Service Provider and any member of the Authority Group.

11.3 The Authority shall be under no obligation to provide office or other accommodation or facilities or services (including telephony and IT services) to the Service Provider except as may be specified in Schedule 1.

12. Compliance with Policies and Law 12 TC "
Compliance with Policies and Law " \l 1 

12.1 The Service Provider, at no additional cost to the Authority:

12.1.1 undertakes to procure that all the Service Provider’s Personnel comply with all of the Authority’s policies and standards that are relevant to the performance of the Services, (including where the GLA is the Authority the Authority’s Dignity at Work policy as updated from time to time and with the GLA’s Code of Ethics as updated from time to time, and where TfL is the Authority, TfL’s workplace harassment policy as updated from time to time (copies of which are available on request from TfL) and with TfL’s Code of Conduct (which is available on TfL’s website, www.tfl.gov.uk)) including the provisions set out in Schedule 7 and those relating to safety, security, business ethics, drugs and alcohol and any other on site regulations specified by the Authority for personnel working at Authority Premises or accessing the Authority’s computer systems. The Authority shall provide the Service Provider with copies of such policies and standards on request. In the event that the Services are being provided to both the GLA and TfL, then the policies and standards of each of the GLA and TfL shall apply as appropriate;

12.1.2 shall provide the Services in compliance with and shall ensure that the Service Provider’s Personnel comply with all requirements of all Acts of Parliament, statutory instruments, court orders, regulations, directives, European Community decisions (insofar as legally binding), bye-laws, treaties and other regulatory requirements relevant to either or both of the Service Provider’s or the Authority's business, from time to time in force which are or may become applicable to the Services. The Service Provider shall promptly notify the Authority if the Service Provider is required to make any change to the Services for the purposes of complying with its obligations under this Clause 12.1.2;

12.1.3 without limiting the generality of Clause 12.1.2, shall comply with all relevant enactments in force from time to time relating to discrimination in employment and the promotion of equal opportunities;

12.1.4 acknowledges that the Authority is under a duty under section 149 of the Equality Act 2010 to have due regard to the need to eliminate unlawful discrimination on the grounds of sex, marital or civil partnership status, race, sexual orientation, religion or belief, age, pregnancy or maternity, gender reassignment or disability (a “Relevant Protected Characteristic”) (as the case may be) and to promote equality of opportunity between persons who share a Relevant Protected Characteristic and persons who do not share it. In providing the Services, the Service Provider shall assist and cooperate with Authority where possible in satisfying this duty;

12.1.5 where possible, shall provide the Services in such a manner as to:

12.1.5.1 promote equality of opportunity for all persons irrespective of their race, sex, disability, age, sexual orientation or religion;

12.1.5.2 eliminate unlawful discrimination; and

12.1.5.3 promote good relations between persons of different racial groups, religious beliefs and sexual orientation; 

12.1.6 Where the GLA is the Authority the Service Provider shall:
12.1.6.1 comply with policies developed by the Authority with regard to compliance with the Authority’s duties referred to in Clauses 12.1.4. - 12.1.5 as are relevant to the Contract and the Service Provider’s activities;
12.1.6.2 obey directions from the Authority with regard to the conduct of the Contract in accordance with the duties referred to in Clauses 12.1.4. - 12.1.5;
12.1.6.3 assist, and consult and liaise with, the Authority with regard to any assessment of the impact on and relevance to the Contract of the duties referred to in Clauses 12.1.4. - 12.1.5;

12.1.6.4 on entering into any contract with a sub-contractor in relation to this Contract, impose obligations upon the sub-contractor to comply with this Clause 12.1.6 as if the sub-contractor were in the position of the Service Provider;
12.1.6.5 provide to the Authority, upon request, such evidence as the Authority may require for the purposes of determining whether the Service Provider has complied with this Clause 12.1.6. In particular, the Service Provider shall provide any evidence requested within such timescale as the Authority may require, and cooperate fully with the Authority during the course of the Authority’s investigation of the Service Provider’s compliance with its duties under this Clause 12.1.6; and
12.1.6.6 inform the Authority forthwith in writing should it become aware of any proceedings brought against it in connection with this Contract by any person for breach of the Equality Act 2010. 
12.1.7 
without prejudice to any other provision of this Clause 12.1 or the Schedules, where TfL is the Authority, comply with any provisions set out in the Schedules that relate to traffic management and shall comply with the reasonable instructions of TfL’s Traffic Manager as may be made available to the Service Provider from time to time. For the purposes of this Clause 12.1.7, “Traffic Manager” means TfL’s traffic manager appointed in accordance with section 17 of the Traffic Management Act 2004; 
12.1.8
shall promptly notify the Service Provider's Personnel and the Authority of any health and safety hazards that exist or may arise in connection with the performance of the Services;
12.1.7 without limiting the generality of Clause 12.1.2, shall comply with the Bribery Act 2010 and any guidance issued by the Secretary of State under it; and
12.1.8 where applicable to the Service Provider and without limiting the generality of Clause 12.1.2, shall comply with the Modern Slavery Act 2015 and any guidance issued by the Secretary of State under it. 

In all cases, the costs of compliance with this Clause 12.1 shall be borne by the Service Provider.

12.2 In providing the Services, the Service Provider shall (taking into account best available techniques not entailing excessive cost and the best practicable means of preventing, or counteracting the effects of any noise or vibration) have appropriate regard (insofar as the Service Provider’s activities may impact on the environment) to the need to:

12.2.1 preserve and protect the environment and to the need to avoid, remedy and mitigate any adverse effects on the environment;

12.2.2 enhance the environment and have regard to the desirability of achieving sustainable development; 

12.2.3 conserve and safeguard flora, fauna and geological or physiological features of special interest; and

12.2.4 sustain the potential of natural and physical resources and the need to safeguard the life-supporting capacity of air, water, soil and ecosystems.
Work Related Road Risk                                                       
12.3 For the purposes of Clauses 12.3 to 12.12 (inclusive) of this Contract, the following expressions shall have the following meanings:

	“Alternative Scheme”
	has the meaning given to it in Clause 12.4.1;

	“Approved Progressive Driver Training”
	an ongoing programme of Drivers’ training to ensure they have the appropriate knowledge, skills and attitude to operate safely on urban roads. This includes the training specific for the urban environment (including on-road experience from a cyclist’s perspective), which is required to be completed at least once every 5 years;

	“Car-derived Van”

	a vehicle based on a car, but with an interior that has been altered for the purpose of carrying larger amounts of goods and/or equipment;

	“Category N2 HGV”
	a vehicle designed and constructed for the carriage of goods having a MAM exceeding 3,500 kilograms but not exceeding 12,000 kilograms;

	“Category N3 HGV”
	a vehicle designed and constructed for the carriage of goods and having a MAM exceeding 12,000 kilograms;

	“CLOCS Standard”


	the Construction Logistics and Community Safety standard, which aims to eliminate risk of a collision between heavy goods vehicles servicing the construction sector and vulnerable road users by ensuring effective practice in the management of operations, vehicles, drivers and construction sites; further information can be found at: www.clocs.org.uk; 

	“Collision Report”

	a report detailing all collisions during the previous 12 months involving injuries to persons or fatalities;

	“Delivery and Servicing Vehicle”
	a HGV, a Van or a Car-derived Van;

	“Driver”

	any employee of the Service Provider (including an agency or contracted driver), who operates Delivery and Servicing Vehicles on behalf of the Service Provider while delivering the Services;

	“DVLA”
	Driver and Vehicle Licensing Agency;

	“Direct Vision Standard” or “DVS”
	Direct Vision Standard, a performance based assessment and rating tool, as updated from time to time that measures how much direct vision a Driver has from a Category N3 HGV cab in relation to other road users. Further information can be found at: www.tfl.gov.uk;

	“FORS”
	the Fleet Operator Recognition Scheme, which is an accreditation scheme for businesses operating commercial vehicles including vans, HGV, coaches and powered two wheelers. It offers impartial, independent advice and guidance to motivate companies to improve their compliance with relevant laws and their environmental, social and economic performance;

	“FORS Standard”

	the standard setting out the accreditation requirements for the Fleet Operator Recognition Scheme, a copy of which can be found at: www.fors-online.org.uk; 

	“Gold Accreditation”


	the highest level of accreditation within the FORS Standard, the requirements of which are more particularly described at: www.fors-online.org.uk; 

	“HGV”
	a vehicle with a MAM exceeding 3,500 kilograms;

	“MAM”


	the maximum authorised mass of a vehicle or trailer including the maximum load that can be carried safely while used on the road;

	“Silver Accreditation”


	the minimum level of accreditation within the FORS Standard acceptable for the contract schedule, the requirements of which are more particularly described at: www.fors-online.org.uk; 

	“Van”
	a vehicle with a MAM not exceeding 3,500 kilograms; and 

	“WRRR Self-Certification Report”
	has the meaning given to it in Clause 12.10. 


Fleet Operator Recognition Scheme Accreditation

12.4 Where the Service Provider operates Delivery and Servicing Vehicles to provide the Services, it shall within 90 days of the Contract Commencement Date:

12.4.1 (unless already registered) register for FORS or a scheme, which in the reasonable opinion of the Authority, is an acceptable substitute to FORS (the “Alternative Scheme”); and

12.4.2 (unless already accredited) have attained the standard of Silver Accreditation (or higher) or the equivalent within the Alternative Scheme and shall maintain the standard of Silver Accreditation (or equivalent standard within the Alternative Scheme) by way of an annual independent audit in accordance with the FORS Standard or take such steps as may be required to maintain the equivalent standard within the Alternative Scheme. Alternatively, where the Service Provider has attained Gold Accreditation, the maintenance requirements shall be undertaken in accordance with the periods set out in the FORS Standard.

Safety Features on HGVs
12.5 The Service Provider shall ensure that every HGV, which it uses to provide the Services, shall be fitted with safety features consistent with the FORS Silver Accreditation.

Construction Logistics and Community Safety (CLOCS)
12.6 Where applicable, for works contracts exceeding a value of £1m:
12.6.1 the Service Provider shall comply with the CLOCS Standard; and 

12.6.2 the Service Provider shall ensure that the conditions at all sites and locations where:

12.6.2.1 the Services are being delivered; or

12.6.2.2 in connection with the performance of the Services, any waste is being disposed of or supplies are being delivered to or from,

are appropriate for each Category N3 HGV being used in the provision of the Services.

Direct Vision Standard (DVS)
12.7 Where applicable, for contracts exceeding a value of £1m where the duration will exceed 12 months and a significant amount of the work will be conducted within the GLA boundaries:
12.7.1 the Service Provider shall comply with the DVS Schedule attached to this Contract; and 
12.7.2 the Service Provider shall ensure that:

12.7.3 from and including 26 October 2019, all Category N3 HGVs used in the provision of the Services achieve a minimum of a one (1) star Direct Vision Standard rating; and 
12.7.4 from and including 26 October 2023, all Category N3 HGVs used in the provision of the Services achieve a minimum of three (3) star Direct Vision Standard rating.

Driver Training

12.8 Where the Service Provider operates Delivery and Servicing Vehicles to provide the Services the Service Provider shall ensure that each of its Drivers attend the Approved Progressive Driver Training throughout the Term of the Contract. 

Collision Reporting
12.9 Where the Service Provider operates Delivery and Servicing Vehicles to deliver the Contract, the Service Provider shall within 15 days of the Contract Commencement Date, provide to the Authority a Collision Report. The Service Provider shall provide to the Authority an updated Collision Report within five Business Days of a written request from the Authority at any time.

Self-Certification of Compliance
12.10 Where the Service Provider operates Delivery and Servicing Vehicles to provide the Services, within 90 days of the Contract Commencement Date, the Service Provider shall provide a written report to the Authority detailing its compliance with Clauses ‎12.4, 12.5, 12.6, 12.7, 12.8 and 12.9 (as applicable) of this Contract (the “WRRR Self-Certification Report”). The Service Provider shall provide updates of the WRRR Self-Certification Report to the Authority on each six month anniversary of its submission of the initial WRRR Self-Certification Report.

Obligations of the Service Provider Regarding Sub-contractors

12.11 The Service Provider shall ensure that those of its sub-contractors who operate Category N2 HGVs, Category N3 HGVs, Vans and/or Car-derived Vans to provide the Services shall comply with the corresponding provisions of this Contract:

12.11.1 Clauses 12.4, 12.8, 12.9, 12.10; and

12.11.2 for Category N2 HGVs – Clause 12.5; and

12.11.3 for Category N3 HGVs – Clauses 12.5, and, where applicable 12.6, 12.7;

as if those sub-contractors were a party to this Contract.
Failure to Comply
12.12 Without limiting the effect of any other clause of this Contract relating to termination, if the Service Provider fails to comply with Clauses 12.4, 12.5 (where applicable), 12.6 (where applicable), 12.7 (where applicable), 12.8, 12.9, 12.10 and 12.11;

12.12.1 the Service Provider has committed a material breach of this Contract; and

12.12.2 the Authority may refuse the Service Provider, its employees, agents and Delivery and Servicing Vehicles entry onto any property that is owned, occupied or managed by the Authority for any purpose (including but not limited to deliveries).
13. London Living Wage
For the purposes of this Clause 13, the following expressions have the corresponding meanings:
	“CCSL”
	the Centre for Civil Society Limited or any relevant replacement organisation as notified by the Authority from time to time;

	“London Living Wage”
	the London rate for the basic hourly wage as updated and published annually by the CCSL (or any relevant replacement organisation) on its website (www.livingwage.org.uk);

	“Subcontractor”
	a sub-contractor (of any tier) of the Service Provider.


13.1 The Service Provider acknowledges and agrees that the Mayor of London pursuant to section 155 of the Greater London Authority Act 1999 has directed that members of the Authority Group ensure that the London Living Wage be paid to anyone engaged by any member of the Authority Group who is required to discharge contractual obligations (whether as a direct contractor or a sub-contractor (of any tier) of that direct contractor) on the Authority’s estate in the circumstances set out in Clause 13.3.1.
13.2 Without prejudice to any other provision of this Contract, the Service Provider shall:
13.2.1 ensure that its employees and procure that the employees of its Sub-contractors engaged in the provision of the Services:

13.2.1.1 for two (2) or more hours of work in any given day in a week, for eight (8) or more consecutive weeks in a year; and

13.2.1.2 on the Authority’s estate including (without limitation) premises and land owned or occupied by the Authority,
be paid an hourly wage (or equivalent of an hourly wage) equivalent to or greater than the London Living Wage;

13.2.2 ensure that none of:
13.2.2.1 its employees; nor

13.2.2.2 the employees of its Sub-contractors,
engaged in the provision of the Services be paid less than the amount to which they are entitled in their respective contracts of employment;

13.2.3 provide to the Authority such information concerning the London Living Wage as the Authority or its nominees may reasonably require from time to time, including (without limitation):

13.2.3.1 all information necessary for the Authority to confirm that the Service Provider is complying with its obligations under Clause 13; and 
13.2.3.2 reasonable evidence that Clause 13 has been implemented; 
13.2.4 disseminate on behalf of the Authority to:

13.2.4.1 its employees; and

13.2.4.2 the employees of its Sub-contractors,
engaged in the provision of the Services such perception questionnaires as the Authority may reasonably require from time to time and promptly collate and return to the Authority responses to such questionnaires; and

13.2.5 cooperate and provide all reasonable assistance in monitoring the effect of the London Living Wage including (without limitation):
13.2.5.1 allowing the CCSL to contact and meet with the Service Provider’s employees and any trade unions representing the Service Provider’s employees; 

13.2.5.2 procuring that the Service Provider’s Sub-contractors allow the CCSL to contact and meet with the Subcontractors’ employees and any trade unions representing the Sub-contractors’ employees,

in order to establish that the obligations in Clause 13.3.1 have been complied with. 
13.3 For the avoidance of doubt the Service Provider shall:

13.3.1 implement the annual increase in the rate of the London Living Wage; and

13.3.2 procure that its Sub-contractors implement the annual increase in the rate of the London Living Wage,
on or before 1 April in the year following the publication of the increased rate of the London Living Wage.

13.4 The Authority reserves the right to audit (acting by itself or its nominee(s)) the provision of the London Living Wage to the Service Provider’s staff and the staff of its Sub-contractors.

13.5 Without limiting the Authority’s rights under any other termination provision in this Contract, the Service Provider shall remedy any breach of the provisions of this Clause 13 within four (4) weeks’ notice of the same from the Authority (the “Notice Period”). If the Service Provider remains in breach of the provisions of this Clause 13 following the Notice Period, the Authority may by written notice to the Service Provider immediately terminate this Contract.
14. Corrupt Gifts and Payment of Commission14 TC "
Corrupt Gifts and Payment of Commission" \l 1 

The Service Provider shall not, and shall ensure that its employees, agents and sub-contractors do not, pay any commission, fees or grant any rebates to any employee, officer or agent of any member of the Authority Group nor favour any employee, officer or agent of any member of the Authority Group with gifts or entertainment of significant cost or value nor enter into any business arrangement with employees, officers or agents of any member of the Authority Group other than as a representative of the Authority, without the Authority’s prior written approval.

15. Equipment 15 TC "
Equipment " \l 1 

15.1 Risk in:

15.1.1 all Service Provider Equipment shall be with the Service Provider at all times; and

15.1.2 all other equipment and materials forming part of the Services (title to which will pass to the Authority) (“Materials”) shall be with the Service Provider at all times until completion of the Services in accordance with the Contract,
regardless of whether or not the Service Provider Equipment and Materials are located at Authority Premises.
15.2 The Service Provider shall ensure that all Service Provider Equipment and all Materials meet all minimum safety standards required from time to time by law.

16. Quality and Best Value16 TC "
Quality Assurance and Best Value" \l 1 

16.1 The Service Provider acknowledges that the Authority is a best value authority for the purposes of the Local Government Act 1999 and as such the Authority is required to make arrangements to secure continuous improvement in the way it exercises its functions (having regard to a combination of economy, efficiency and effectiveness) and, as such, the Service Provider shall, where reasonably requested by the Authority, participate in any relevant best value review. 
16.2 Where the GLA is the Authority then in accordance with the statutory requirement set out in section 61(3) of the Greater London Authority Act 1999, the Service Provider shall send such representatives as may be requested to attend the Greater London Assembly for questioning in relation to the Contract. The Service Provider acknowledges that it may be liable to a fine or imprisonment if it fails to comply with a summons to attend.
17. Records, Audit and Inspection17 TC "
Records, Audit and Inspection" \l 1 

17.1 The Service Provider shall, and shall procure that its sub-contractors shall:

17.1.1 maintain a complete and correct set of records pertaining to all activities relating to the performance of the Services and the Service Provider’s obligations under the Contract and all transactions entered into by the Service Provider for the purposes of the Contract (including time-sheets for the Service Provider’s Personnel where such records are material to the calculation of the Charges) (“Records”); and
17.1.2 retain all Records during the Term and for a period of not less than 6 years (or such longer period as may be required by law), except Records containing Personal Data (as defined in Data Protection Legislation) which shall only be retained for as long as necessary, following termination or expiry of the Contract (“Retention Period”).

17.2 The Authority and any person nominated by the Authority has the right to audit any and all Records at any time during the Retention Period on giving to the Service Provider what the Authority considers to be reasonable notice (whether in writing or verbally) and at any reasonable time to inspect any aspect of the Service Provider’s performance of the Services (including compliance with Clause 12.1) and the Service Provider shall give all reasonable assistance to the Authority or its nominee in conducting such inspection, including making available documents and staff for interview. 
18. Set-Off18 TC "
Set-Off" \l 1 

All damages, costs, charges, expenses, debts, sums or other amounts owing (contingently or otherwise) to or incurred by the Authority arising out of or attributable to this Contract or any other contract between the Authority and the Service Provider may be deducted by the Authority from monies due or which may become due to the Service Provider under this Contract or under any other contract with any member of the Authority Group may recover such amount as a debt.

19. Indemnity19 TC "
Indemnity" \l 1 

19.1 Subject to Clause 19.2, the Service Provider is responsible for and shall indemnify, keep indemnified and hold harmless each of the Authority and all other members of the Authority Group (including their respective employees, sub-contractors and agents) (“the Indemnified Party”) against all Losses which the Indemnified Party incurs or suffers as a consequence of any breach or negligent performance of the Contract by the Service Provider (or any of the Service Provider’s Personnel) (including in each case any non-performance or delay in performance of the Contract) or of any breach of statutory duty, misrepresentation or misstatement by the Service Provider (or any of its employees, agents or sub-contractors).

19.2 The Service Provider is not responsible for and shall not indemnify the Authority for any Losses to the extent that such Losses are caused by any breach or negligent performance of any of its obligations under the Contract by the Authority or any other member of the Authority Group including by any of their respective employees, agents or sub-contractors.

20. Insurance20 TC "
Insurance" \l 1 

20.1 The Service Provider will at its sole cost maintain employer’s liability and motor insurance cover as required by law and insurance cover in the sum of not less than £5 million per claim (in terms approved by the Authority) in respect of the following to cover the Services (the “Insurances”) and will ensure that the Authority’s interest is noted on each and every policy or that any public liability, product liability or employer’s liability insurance includes an Indemnity to Principal clause:

20.1.1 public liability to cover injury and loss to third parties;

20.1.2 insurance to cover the loss or damage to any item related to the Services;

20.1.3 product liability; and
20.1.4 professional indemnity or, where professional indemnity insurance is not available, a “financial loss” extension to the public liability insurance referred to in Clause 20.1.1 or, if applicable, the product liability insurance referred to in Clause 20.1.3. Any professional indemnity insurance or “financial loss” extension shall be renewed for a period of 6 years (or such other period as the Authority may stipulate) following the expiry or termination of the Contract.
20.2 The insurance cover will be maintained with a reputable insurer.

20.3 The Service Provider will produce evidence to the Authority on reasonable request of the insurance policies set out in Clause 20.1 and payment of all premiums due on each policy.

20.4 The Service Provider warrants that nothing has or will be done or be omitted to be done which may result in any of the insurance policies set out in Clause 20.1 being or becoming void, voidable or unenforceable.
20.5 In the event that any of the Insurances are cancelled or not renewed, the Service Provider shall immediately notify the Authority and shall at its own cost arrange alterative Insurances with an insurer or insurers acceptable to the Authority.
21. The Authority’s Data21 TC "
The Authority’s Data" \l 1 

[not used – see Schedule 2]
22. Intellectual Property Rights22 TC "
Intellectual Property Rights" \l 1 

[not used – see Schedule 2]

23. Privacy, Data Protection and Cyber Security23 TC "
Protection of Personal Data" \l 1 

[not used – see Schedule 2]
24. Confidentiality and Announcements 24 TC "
Confidentiality and Announcements" \l 1 

24.1 Subject to Clause 25, the Service Provider will keep confidential:

24.1.1 the terms of this Contract; and

24.1.2 any and all Confidential Information that it may acquire in relation to the Authority. 
24.2 The Service Provider will not use the Authority’s Confidential Information for any purpose other than to perform its obligations under this Contract. The Service Provider will ensure that its officers and employees comply with the provisions of Clause 24.1.

24.3 The obligations on the Service Provider set out in Clause 24.1 will not apply to any Confidential Information:

24.3.1 which either of the Parties can demonstrate is in the public domain (other than as a result of a breach of this Clause 24); 

24.3.2 which a Party is required to disclose by order of a court of competent jurisdiction but then only to the extent of such required disclosure; or

24.3.3 to the extent that such disclosure is to the Secretary for Transport (or the government department responsible for public transport in London for the time being) the Office of Rail Regulation, or any person or body who has statutory responsibilities in relation to transport in London and their employees, agents and sub-contractors.
24.4 The Service Provider shall keep secure all materials containing any information in relation to the Contract and its performance. 
24.5 The Service Provider shall not communicate with representatives of the general or technical press, radio, television or other communications media in relation to the existence of the Contract or that it is providing the Services to the Authority or in relation to any matter under or arising from the Contract unless specifically granted permission to do so in writing by the Authority. The Authority shall have the right to approve any announcement before it is made. 
24.6 The provisions of this Clause 24 will survive any termination of this Contract for a period of 6 years from termination.
25. Freedom of Information and Transparency25 TC "
Freedom of Information" \l 1 

25.1 For the purposes of this Clause 25:

25.1.1 “FOI Legislation” means the Freedom of Information Act 2000, all regulations made under it and the Environmental Information Regulations 2004 and any amendment or re-enactment of any of them and any guidance or statutory codes of practice issued by the Information Commissioner, the Ministry of Justice or the Department for Environment Food and Rural Affairs (including in each case its successors or assigns) in relation to such legislation;

25.1.2 “Information” means information recorded in any form held by the Authority or by the Service Provider on behalf of the Authority; and

25.1.3 “Information Access Request” means a request for any Information under the FOI Legislation.

25.2 The Service Provider acknowledges that the Authority:

25.2.1 is subject to the FOI Legislation and agrees to assist and cooperate with the Authority to enable the Authority to comply with its obligations under the FOI Legislation; and

25.2.2 may be obliged under the FOI Legislation to disclose Information without consulting or obtaining consent from the Service Provider.

25.3 Without prejudice to the generality of Clause 25.2, the Service Provider shall and shall procure that its sub-contractors (if any) shall:

25.3.1 transfer to the Contract Manager (or such other person as may be notified by the Authority to the Service Provider) each Information Access Request relevant to the Contract, the Services or any member of the Authority Group that it or they (as the case may be) receive as soon as practicable and in any event within two (2) Business Days of receiving such Information Access Request; and

25.3.2 in relation to Information held by the Service Provider on behalf of the Authority, provide the Authority with details about and copies of all such Information that the Authority requests and such details and copies shall be provided within five (5) Business Days of a request from the Authority (or such other period as the Authority may reasonably specify), and in such forms as the Authority may reasonably specify.

25.4 The Authority shall be responsible for determining whether Information is exempt from disclosure under the FOI Legislation and for determining what Information will be disclosed in response to an Information Access Request in accordance with the FOI Legislation.
25.5 The Service Provider shall not itself respond to any person making an Information Access Request, save to acknowledge receipt, unless expressly authorised to do so by the Authority.
25.6 The Service Provider acknowledges that the Authority is subject to the Transparency Commitment. Accordingly, notwithstanding Clause 24.1 and Clause 25, the Service Provider hereby gives its consent for the Authority to publish the Contract Information to the general public.

25.7 The Authority may in its absolute discretion redact all or part of the Contract Information prior to its publication. In so doing and in its absolute discretion the Authority may take account of the exemptions/exceptions that would be available in relation to information requested under the FOI Legislation. 

25.8 The Authority may in its absolute discretion consult with the Service Provider regarding any redactions to the Contract Information to be published pursuant to Clause 25.6. The Authority shall make the final decision regarding both publication and redaction of the Contract Information.
26. Dispute Resolution26 TC "
Dispute Resolution" \l 1 

26.1 The Authority and the Service Provider shall use all reasonable endeavours to negotiate in good faith and settle any dispute or difference that may arise out of or relate to the Contract (“Dispute”) before resorting to litigation.

26.2 If the Dispute is not settled through discussion between the Contract Manager and a representative of the Service Provider within a period of seven (7) Business Days of the date on which the Dispute arose, the Parties may refer the Dispute in writing to a director or chief executive (or equivalent) (“Senior Personnel”) of each of the Parties for resolution.

26.3 If the Dispute is not resolved within 14 Business Days of referral to the Senior Personnel, the Parties shall attempt in good faith to resolve the Dispute through entry into a structured mediation or negotiation with the assistance of a mediator. Either Party may give notice to the other Party (“Notice”) to commence such process and the Notice shall identify one or more proposed mediators.
26.4 If the Parties are unable to agree on a mediator, or if the agreed mediator is unable or unwilling to act within 28 Business Days of the service of the Notice, either Party may apply to the Centre for Effective Dispute Resolution (“CEDR”) in London to appoint a mediator. The costs of that mediator shall be divided equally between the Parties or as the Parties may otherwise agree in writing.

26.5 Where a dispute is referred to mediation under Clause 26.3, the Parties will attempt to settle such Dispute by mediation in accordance with the model mediation procedures published by CEDR or such other procedures as the mediator may recommend.

26.6 If the Parties reach agreement on the resolution of the Dispute, such agreement shall be recorded in writing and once signed by the Parties’ authorised representatives, shall be final and binding on the Parties.

26.7 If either Party refuses at any time to participate in the mediation procedure and in any event if the Parties fail to reach agreement on the Dispute within 40 Business Days of the service of the Notice either Party may commence proceedings in accordance with Clause 41.

26.8 For the avoidance of doubt, the Service Provider shall continue to provide the Services in accordance with the Contract and without delay or disruption while the Dispute is being resolved pursuant to this Clause 26.

26.9 Neither Party shall be prevented from, or delayed in, seeking any order for specific performance or for interim or final injunctive relief as a result of the provisions of this Clause 26 and Clause 26 shall not apply in respect of any circumstances where such remedies are sought.

27. Breach and Termination of Contract27 TC "
Breach and Termination of Contract" \l 1 

27.1 Without prejudice to the Authority’s right to terminate at common law, the Authority may terminate the Contract immediately upon giving notice to the Service Provider if:

27.1.1 In addition and without prejudice to Clauses 27.1.2 to 27.1.6 (inclusive), the Service Provider has committed any material or persistent breach of the Contract and in the case of such a breach that is capable of remedy fails to remedy that breach within 10 Business Days (or such other timeframe as specified in writing by the Authority) from the date of written notice to the Service Provider giving details of the breach and requiring it to be remedied; 

27.1.2 the Service Provider is subject to an Insolvency Event; 

27.1.3 in the event that there is a change of ownership referred to in Clause 9.3 or the Service Provider is in breach of Clause 9.3; 

27.1.4 the Authority is not satisfied on the issue of any conflict of interest in accordance with Clause 10; 
27.1.5 the Service Provider or any of its officers, employees or agents commits any act of bribery described in the Bribery Act 2010; or
27.1.6 the Service Provider commits any of the money laundering related offences listed in the Public Contracts Regulations 2015; or

27.1.7 the Service Provider fails to comply in the performance of the Services with legal obligations in the fields of environmental, social or labour law.
27.2 Without prejudice to any of the Authority's other rights, powers or remedies (whether under the Contract or otherwise) if the Service Provider is in breach of any of its warranties, or obligations either under Clause 6 or any other provision of this Contract, the Service Provider shall, if required to do so by the Authority, promptly remedy and/or re-perform the Services or part of them at its own expense to ensure compliance with such warranties and obligations. Nothing in this Clause 27.2 shall prevent the Authority from procuring the provision of any Services or any remedial action in respect of any Services from an alternative contractor and, where the Authority so procures any Services or any remedial action, the Authority shall be entitled to recover from the Service Provider all additional cost, loss and expense incurred by the Authority and attributable to the Authority procuring such Services or remedial action from such alternative contractor.

27.3 Neither Party shall be deemed to be in breach of the Contract, or otherwise liable to the other Party in any manner whatsoever, for any failure or delay in performing its obligations under the Contract to the extent that such failure or delay is due to a Force Majeure Event. If a Force Majeure Event has continued for more than 8 weeks from the date on which that Force Majeure Event first arose and is having a material adverse effect on either Party’s performance of its obligations under the Contract (“the Affected Party”), then for as long as such Force Majeure Event continues and has that effect, the Party not affected by such Force Majeure Event (“Innocent Party”) may terminate the Contract immediately upon giving notice to the Affected Party. If the Contract is terminated in accordance with this Clause 27.3 then without prejudice to any rights and liabilities which accrued prior to termination the Affected Party shall not be liable to the Innocent Party by reason of such termination.

27.4 Without prejudice to the Authority’s right to terminate the Contract under Clause 27.1 or to terminate at common law, the Authority may terminate the Contract at any time without cause subject to giving the Service Provider written notice of the period specified in Schedule 1, provided that this Clause 27.4 may be disapplied by notice to that effect in Schedule 1.

27.5 Without prejudice to the Authority’s right to terminate the Contract under Clauses 27.1, 27.4 or at common law, the Authority may terminate the Contract at any time following a Declaration of Ineffectiveness in accordance with the provisions of Clause 29.

27.6 To the extent that the Authority has a right to terminate the Contract under this Clause 27 then, as an alternative to termination, the Authority may by giving notice to the Service Provider require the Service Provider to provide part only of the Services with effect from the date specified in the Authority’s notice (“Change Date”) whereupon the provision of the remainder of the Services will cease and the definition of “the Services” shall be construed accordingly. The Charges applicable with effect from the Change Date will be adjusted proportionately or if in the Authority’s opinion a proportionate adjustment would not be reasonable in such manner as the Authority may determine.

28. Consequences of Termination or Expiry28 TC "
Consequences of Termination or Expiry" \l 1 

28.1 Notwithstanding the provisions of Clause 24, wherever the Authority chooses to put out to tender for a replacement service provider some or all of the Services, the Service Provider shall disclose to tenderers such information concerning the Services as the Authority may require for the purposes of such tender and shall also comply with all requirements as are set out at Schedule 8. The Service Provider may impose upon any recipient of such information such obligations of confidentiality as it may require.

28.2 The termination or expiry of the Contract shall not prejudice or affect any right, power or remedy which has accrued or shall accrue to either Party prior to or after such termination or expiry.

28.3 Upon expiry or termination of the Contract (howsoever caused):
28.3.1 the Service Provider shall, at no further cost to the Authority:

28.3.1.1 take all such steps as shall be necessary to agree with the Authority a plan for the orderly handover of Services to the Authority (or its nominee), such that the Services can be carried on with the minimum of interruption and inconvenience to the Authority and to effect such handover; and
28.3.1.2 on receipt of the Authority’s written instructions to do so (but not otherwise), arrange to remove all electronically held information by a mutually agreed date, including the purging of all disk-based information and the reformatting of all disks.

28.3.2 the Authority shall (subject to Clauses 18, 28.1 and 28.4 and the provisions of any security for due performance supplied by the Service Provider) pay the Service Provider any Charges remaining due in relation to any Services properly performed in accordance with the Contract up to the date of termination or expiry calculated so far as is possible in accordance with Schedule 4 or otherwise reasonably determined by the Authority.

28.4 On termination of all or any part of the Contract, the Authority may enter into any agreement with any third party or parties as the Authority thinks fit to provide any or all of the Services and (save where terminated under Clause 27.4) the Service Provider shall be liable for all additional expenditure reasonably incurred by the Authority in having such services carried out and all other costs and damages reasonably incurred by the Authority in consequence of such termination. The Authority may deduct such costs from the Charges or otherwise recover such costs from the Service Provider as a debt.

29.
Declaration of Ineffectiveness and Public Procurement Termination Event 27 TC "
Breach and Termination of Contract" \l 1 

29.1
In the event that a court makes a Declaration of Ineffectiveness, the Authority shall promptly notify the Service Provider. The Parties agree that the provisions of Clause 28 and Clauses 29.1, 29.2, 29.4 to 29.6 (inclusive) and 29.12 shall apply as from the time when the Declaration of Ineffectiveness is made. 

29.2
The Declaration of Ineffectiveness shall not prejudice or affect any right, liability or remedy which has accrued or shall accrue to either Party prior to or after such Declaration of Ineffectiveness in respect of the period prior to the Declaration of Ineffectiveness, save as otherwise expressly provided to the contrary in Clauses 29.1 to 29.6 inclusive.

29.3
During any court proceedings seeking a Declaration of Ineffectiveness, the Authority may require the Service Provider to prepare a Cessation Plan in accordance with this Clause 29.3 by issuing a notice in writing. As from the date of receipt by the Service Provider of such notification from the Authority, the Parties (acting reasonably and in good faith) shall agree or, in the absence of such agreement, the Authority shall reasonably determine an appropriate Cessation Plan with the object of achieving:

29.3.1
an orderly and efficient cessation of the Services or (at the Authority’s request) a transition of the Services to the Authority or such other entity as the Authority may specify; and

29.3.2
minimal disruption or inconvenience to the Authority or to customers of the Services or to public passenger transport services or facilities,

in accordance with the provisions of Clauses 29.2 to 29.6 (inclusive) and which the Parties agree would have effect in the event that a Declaration of Ineffectiveness is made.

29.4
Where there is any conflict or discrepancy between the provisions of Clause 28 and Clauses 29.2 to 29.6 (inclusive) and 29.12 or the Cessation Plan, the provisions of these Clauses 29.2 to 29.6 (inclusive) and 29.12 and the Cessation Plan shall prevail.

29.5
The Parties will comply with their respective obligations under the Cessation Plan (as agreed by the Parties or, where agreement cannot be reached, as reasonably determined by the Authority) in the event that a Declaration of Ineffectiveness is made.
29.6
The Authority shall pay the Services Provider’s reasonable costs in assisting the Authority in preparing, agreeing and complying with the Cessation Plan. Such costs shall be based on any comparable costs or Charges agreed as part of this Contract or as otherwise reasonably determined by the Authority. Provided that the Authority shall not be liable to the Service Provider for any loss of profit, revenue, goodwill or loss of opportunity as a result of the early termination of this Contract pursuant to any Declaration of Ineffectiveness.
29.7
Without prejudice to the Authority's rights of termination implied into the Contract by Regulation 73(3) of the Public Contracts Regulations 2015 or Regulation 89(3) of the Utilities Contracts Regulations 2016, in the event that the Authority exercises its right to terminate pursuant to this Clause 29.7 (a “Public Procurement Termination Event”), the Authority shall promptly notify the Service Provider and the Parties agree that:

29.7.1
the provisions of Clause 28 and these Clauses 29.7 to 29.12 (inclusive) shall apply as from the date of receipt by the Service Provider of the notification of the Public Procurement Termination Event; and
29.7.2
if there is any conflict or discrepancy between the provisions of Clause 28 and these Clauses 29.7 to 29.12 or the Cessation Plan, the provisions of these Clauses 29.7 to 29.12 and the Cessation Plan shall prevail.
29.8
Termination on the Public Procurement Termination Grounds shall not prejudice or affect any right, liability or remedy which has accrued or shall accrue to either Party prior to or after such termination on Public Procurement Termination Grounds, in respect of the period prior to such termination, save as otherwise expressly provided in Clauses 29.7 to 29.11 inclusive.

29.9
As from the date of receipt by the Service Provider of the notification of the termination on Public Procurement Termination Grounds, the Parties (acting reasonably and in good faith) shall agree or, in the absence of such agreement, the Authority shall reasonably determine an appropriate Cessation Plan with the object of achieving:

29.9.1
an orderly and efficient cessation or (at the Authority's election) a transition to the Authority or such other entity as the Authority may specify of: (i) the Services; or (at Authority's election), (ii) the part of the Services which are affected by the Public Procurement Termination Grounds; and

29.9.2
minimal disruption or inconvenience to the Authority or to customers of the Services or to public passenger transport services or facilities,

in accordance with the provisions of these Clauses 29.7 to 29.11 (inclusive) and to take account of the circumstances of the Public Procurement Termination Grounds. 

29.10
Upon agreement, or determination by the Authority, of the Cessation Plan the Parties will comply with their respective obligations under the Cessation Plan.

29.11
The Authority shall pay the Service Provider’s reasonable costs in assisting the Authority in preparing, agreeing and complying with the Cessation Plan. Such costs shall be based on any comparable costs or Charges agreed as part of this Contract or as otherwise reasonably determined by the Authority, provided that the Authority shall not be liable to the Service Provider for any loss of profit, revenue, goodwill or loss of opportunity as a result of the early termination of this Contract as a result of Public Procurement Termination Grounds.
29.12
For the avoidance of doubt, the provisions of this Clause 29 (and applicable definitions) shall survive any termination of the Contract following a Declaration of Ineffectiveness or termination on Public Procurement Termination Grounds.

29. Survival30 TC "
Survival" \l 1 

The provisions of Clauses 1, 3.1.3, 4, 5, 6.1.4, 8.1, 9.2.2, 9.2.3, 11.1.1, 11.1.2, 11.1.5, 11.2, 15, 17-21 (inclusive), 22.2, 23-26 (inclusive), 28, 29-32 (inclusive), 34-41 (inclusive) and any other Clauses or Schedules that are necessary to give effect to those Clauses shall survive termination or expiry of the Contract. In addition, any other provision of the Contract which by its nature or implication is required to survive the termination or expiry of the Contract shall do so.

30. Rights of Third Parties

31 TC "
Rights of Third Parties

" \l 1 

30.1 Save that any member of the Authority Group has the right to enforce the terms of the Contract in accordance with the Contracts (Rights of Third Parties) Act 1999 (“Third Party Act”), the Parties do not intend that any of the terms of the Contract will be enforceable by virtue of the Third Party Act by any person not a party to it.

30.2 Notwithstanding Clause 31.1, the Parties are entitled to vary or rescind the Contract without the consent of any other person including any member of the Authority Group.

31. Contract Variation32 TC "
Contract Variation" \l 1 

Save where the Authority may require an amendment to the Services and/or this Contract is amended pursuant to the Service Provider’s exercise of any Supply Chain Finance Option, the Contract may only be varied or amended with the written agreement of both Parties. Save for any variations or amendments to reflect the Service Provider’s exercise of any Supply Chain Finance Option (the mechanism for which is set out at Part B of Schedule 6) the details of any variations or amendments shall be set out in such form as the Authority may dictate and which may be substantially in the form set out in Part A of Schedule 6 and shall not be binding upon the Parties unless completed in accordance with such form of variation.

32. Novation33 TC "
Novation" \l 1 

32.1 The Authority may novate or otherwise transfer the Contract (in whole or in part).

32.2 Within 10 Business Days of a written request from the Authority, the Service Provider shall at its expense execute such agreement as the Authority may reasonably require to give effect to any such transfer all or part of its rights and obligations under the Contract to one or more persons nominated by the Authority.

32.3 Subject to Clause 9, the Contract is personal to the Service Provider who shall not assign the benefit or delegate the burden of the Contract or otherwise transfer any right or obligation under the Contract without the prior written consent of the Authority.
33. Non-Waiver of Rights34 TC "
Non-Waiver of Rights" \l 1 

No waiver of any of the provisions of the Contract is effective unless it is expressly stated to be a waiver and communicated to the other Party in writing in accordance with the provisions of Clause 36. The single or partial exercise of any right, power or remedy under the Contract shall not in any circumstances preclude any other or further exercise of it or the exercise of any other such right, power or remedy.

34. Illegality and Severability35 TC "
Illegality and Severability" \l 1 

If any provision of the Contract (in whole or in part) is held invalid, illegal or unenforceable for any reason by any court of competent jurisdiction, such provision shall be severed from the Contract and the remaining provisions shall continue in full force and effect as if the Contract had been executed without the invalid, illegal, or unenforceable provision. In the event that in the Authority’s reasonable opinion such a provision is so fundamental as to prevent the accomplishment of the purpose of the Contract, the Authority and the Service Provider shall immediately commence good faith negotiations to remedy such invalidity.

35. Notices36 TC "
Notices" \l 1 

Any notice, demand or communication in connection with this Contract will be in writing and may be delivered by hand, prepaid recorded delivery first class post or facsimile addressed to the recipient at its registered office, the address stated in Schedule 1 or any other address (including a facsimile number) notified to the other Party in writing in accordance with this Clause as an address to which notices, invoices and other documents may be sent. The notice, demand or communication will be deemed to have been duly served:


if delivered by hand, at the time of delivery;

if delivered by post, two (2) Business Days after being posted or in the case of Airmail 14 Business Days after being posted; or

if delivered by facsimile, at the time of transmission, provided that a confirming copy is sent by first class post to the other Party within 24 hours after transmission.
36. Entire Agreement37 TC "
Entire Agreement" \l 1 

36.1 Subject to Clause 37.2:

36.1.1 the Contract and all documents referred to in the Contract, contains all of the terms which the Parties have agreed relating to the subject matter of the Contract and such documents and supersedes and extinguishes any prior drafts, agreements, undertakings, representations, warranties and arrangements of any nature whatsoever, whether or not in writing relating to the provision of the Services. Neither Party has been induced to enter into the Contract by a statement which the Contract does not contain; and
36.1.2 without prejudice to the Service Provider’s obligations under the Contract, the Service Provider is responsible for and shall make no claim against the Authority in respect of any misunderstanding affecting the basis of the Service Provider’s tender in respect of the Contract or any incorrect or incomplete information howsoever obtained.

36.2 Nothing in this Clause 37 excludes any liability which one Party would otherwise have in respect of any statement it has made fraudulently to the other Party. 

37. Counterparts

This Contract may be executed in any number of counterparts or duplicates, each of which shall be an original, and such counterparts or duplicates shall together constitute one and the same agreement.

38. Relationship of the Parties39 TC "
Relationship of the Parties" \l 1 

Nothing in the Contract constitutes, or shall be deemed to constitute, a partnership between the Parties. Except as expressly provided in the Contract, neither Party shall be deemed to be the agent of the other, nor shall either Party hold itself out as the agent of the other.

39. Further Assurance40 TC "
Further Assurance" \l 1 

Each Party will do or procure the doing of all acts and things and execute or procure the execution of all such documents as the other Party reasonably considers necessary to give full effect to the provisions of the Contract.

40. Governing Law41 TC "
Governing Law" \l 1 

The Contract shall be governed by and construed in accordance with the law of England and Wales. Without prejudice to Clause 26, the courts of England will have exclusive jurisdiction to settle any dispute which may arise out of or in connection with the Contract provided that the Authority has the right in its absolute discretion to enforce a judgment and take proceedings in any other jurisdiction in which the Service Provider is incorporated or in which any assets of the Service Provider may be situated. The Parties agree irrevocably to submit to that jurisdiction.
THE CONTRACT has been signed for and on behalf of the Parties the day and year written above.

Signed by


)

for and on behalf of  


)

the Authority


)

Signature
Print name and position






Date:
Signed by


)

for and on behalf of


)

the Service Provider


)



Signature

Print name and position












Date:

SCHEDULE 1 - KEY CONTRACT INFORMATION TC “Schedules” \l 4 
1. Contract Reference Number:

2. Name of Service Provider:

3. Commencement:
(a)
Contract Commencement Date:

(b)
Service Commencement Date:
4. Duration/Expiry Date:

5. Payment (see Clauses 5.1 and 5.4):
Clause 5.1 

[insert alternative period]
Where no alternative is listed, the payment period shall be 4-weekly

Clause 5.4

[insert alternative (shorter*) period]

Where no alternative is listed, payment must be made within 30 days of receipt of invoices. 

* the period cannot exceed 30 days 
6. Address where postal invoices shall be sent:
[Authority]
          Accounts Payable

          [PO Box]
          London

          [Postcode]
7. Time for payment where not 30 days (see Clause 5.4):
8. Details of the Authority’s Contract Manager


Name:
[name of relevant technical contact]


Address:
[relevant Authority address]

Tel:

020 7XXX XXXX 


Fax:

020 7XXX XXXX
Email:


9. Details of the Authority’s Procurement Manager


Name:
[name of relevant procurement contact]


Address:
[relevant Authority address]

Tel:

020 7XXX XXXX 


Fax:

020 7XXX XXXX

Email:



10. Service Provider’s Key Personnel:

	Name &
Position
	Contact
Details
	Area of Responsibility

	
	
	

	
	
	


11. Notice period in accordance with Clause 27.4 (termination without cause): 
90 days unless an alternative is listed here [insert alternative if needed] 

[if appropriate, write “Clause 27.4 does not apply” and delete the 90 day reference]
12. Address for service of notices and other documents in accordance with Clause 36:

For the Authority:


[relevant Authority address]
Facsimile number: XXX
For the attention of: XXX

For the Service Provider:


13. Office facilities to be provided to the Service Provider in accordance with Clause 11.3: [Need to be clear about any telephony, IT etc.]

14. Training to be provided by the Service Provider in accordance with Clause 8.8:
SCHEDULE 2 - SPECIAL CONDITIONS OF CONTRACT
Definitions 

The following definitions are used in this Schedule:

	“Hardware”
	means items of hardware or equipment to be supplied, recommended and installed by the Service Provider under this Contract as specified in Schedule 3 (Specification), if any, which may include computer equipment, telecommunications equipment or other equipment; 

	“Software”
	means Service Provider Software and the Third Party Software;

	“System” 
	means Hardware and the Software;

	“Third Party”
	means any person, partnership, company or any other undertaking not being the Service Provider or a Authority Group Member and “Third Parties” shall be construed accordingly;

	“Third Party Software”


	means Third Party software to be provided to the Authority under this Contract which is specified as Third Party Software in Schedule 3 (Specification), as may be updated, replaced or amended from time to time; 


41. The Software
41.1 The Service Provider shall provide the Software to the Authority in accordance with this Contract and the relevant Project Plan. 

Risk

41.2 Risk in the media on which the Software is recorded shall pass to the Authority on delivery of such media to the Authority or Acceptance of the Software (whichever is the latter). 

Licence(s)

41.3 Prior to commencing work on the System and procuring and developing the Software, the Service Provider shall specifically identify any applicable:

41.3.1 Service Provider IPR and Service Provider Software intended for supply or used in the System and, for the duration of the Term, grant the Authority a royalty free, worldwide and transferable licence of the same which permits the Authority to use, copy, adapt, translate and sub-licence the use of all Intellectual Property Rights in the Service Provider IPR and Service Provider Software for the benefit of the Authority and any Successor Authority and the Authority’s agents with effect from the date of delivery in a form reasonably acceptable to the Authority; and 

41.3.2 subject to clause 1.3.3, Third Party Software intended for supply or used in the System, agreeing with the Authority in advance (at the Authority’s option) whether the Authority or the Service Provider is to obtain the licences necessary to use such Third Party Software and the terms upon which such licence should be granted to use such Third Party Software. 

41.3.3 Unless agreed otherwise agreed in writing, the Service Provider shall obtain all written licences required for such Third Party Software on the basis of a royalty free worldwide and transferable licence for the duration of the Term which permits the Authority to use, copy, adapt, translate and sub-licence all Intellectual Property Rights in the Third Party Software or parts thereof for the benefit of the Authority, and, where the Authority requires it, the Authority and/or any Successor Authority and its agents. Should this not be possible the Service Provider shall consult with the Authority with regards to alternative licence terms or alternative third party suppliers. 

41.4 For the avoidance of doubt, any fees associated with the licences granted in clauses 4.3.1 and 4.3.2 shall be included in the Charges detailed in 4 (Charges). 

42. Warranties and Obligations
42.1 Without prejudice to any other warranties expressed elsewhere in the Contract or implied by law, the Service Provider warrants, represents and undertakes to the Authority that:

42.1.1 the Service Provider:

42.1.1.1 has full capacity and authority and all necessary licences, permits, permissions, powers and consents (including, where its procedures so require, the consent of its Holding Company) to enter into and to perform the Contract; and

42.1.1.2 is aware of the purposes for which the System and the Services are required and acknowledges that the Authority is reliant upon the Service Provider’s expertise and knowledge in the provision of the Services; and

42.1.1.3 is entering into this Contract as principal and not as agent for any person and that it shall act as an independent contractor in carrying out its obligations under this Contract;

42.1.2 the Contract is executed by a duly authorised representative of the Service Provider;

42.1.3 all materials, equipment and goods used or supplied by the Service Provider in connection with the Contract shall be of satisfactory quality within the meaning of the Sale of Goods Act 1979 (as amended), sound in design and in conformance in all respects with the Specification;

42.1.4 all documents, drawings, computer software and any other work prepared or developed by the Service Provider or supplied to the Authority under the Contract shall not infringe any Intellectual Property Rights or any other legal or equitable right of any person;

42.1.5 each part of the System shall, on the date on which it is supplied in accordance with the Contract and for the Warranty Period thereafter, fulfil the Authority’s requirements and comply with the Specification, and that if any part of the System materially fails to comply in accordance with this clause 2.1.5 at any time during the Warranty Period and the Service Provider shall comply with clause 2.3;

42.1.6 the System (whether supplied or recommended for purchase by the Authority in connection with this Contract) shall be fully compatible with the Authority’s computer and system infrastructures (including its operating environment set out in the Specification) or notified to the Service Provider in writing from time to time; 

42.1.7 the Service Provider shall fully co-operate with the Authority’s agents, representatives or contractors (including other suppliers of computing products and services) and supply them with such information, materials and assistance as the Authority may reasonably request or authorise from time to time; 

42.1.8 all of the Service Provider’s liabilities, responsibilities, and obligations shall be fulfilled in compliance with all applicable laws, enactments, orders, regulations, codes of practice, licences, waivers, consents, registrations, approvals, and other authorisations of competent authorities ("Applicable Laws") and that the Authority Group’s possession and/or use of the System and/or its receipt of the benefit of the Services shall not place the Service Provider or any of those persons so named in this clause in breach of any Applicable Laws, provided that the Service Provider shall have no liability under this clause in respect of any breach of such Applicable Laws to the extent such breach is caused by the negligent, wilful or fraudulent act and/or omission of the Authority. For the avoidance of doubt, clause 32 of the Contract shall apply in the event that a Change in Law requires Changes to the System to be implemented by the Service Provider where the Changes are peculiar to the business of the Authority; 

42.1.9 the media on which any System is supplied shall be free from material defects in materials and workmanship under normal use; 

42.1.10 if and to the extent that software is being provided as part of the System or the Services, the Service Provider shall not and shall ensure that the Service Provider’s Personnel and Sub-contractor’s do not, without the Authority Contract Manager’s prior written consent, include any Third Party software code which materially conforms to either (a) the then current Open Source definition laid down by the Open Source Initiative; or (b) any generally accepted replacement for or alternative to such Open Source definition at the relevant time; 

42.1.11 the Service Provider shall ensure that the System and any software, electronic or magnetic media, hardware or computer system recommended by the Service Provider for use in connection with this Contract shall:  

2.1.11.1
not have its functionality or performance affected, or be made inoperable or be more difficult to use by reason of any data related input or processing in or on any part of such software, electronic or magnetic media, hardware or computer system; 

2.1.11.2
not cause any damage to, loss of or erosion to or interfere adversely or in any way with the compilation, content or structure of any data, database, software or other electronic or magnetic media, hardware or computer system used by, for or on behalf of any of the Authority Group and/or any Third Party, on which it is used or with which it interfaces or comes into contact; and

2.1.11.3
comply with the Government’s open standards principles as documented at https://www.gov.uk/government/publications/open-standards-principles/open-standards-principles, and any variations, enhancements or actions undertaken by the Service Provider in respect of such software, electronic or magnetic media, hardware or computer system shall not affect the Service Provider’s compliance with this clause 2.1.11;

42.1.12 subject to clause 2.1.8, in all cases, the costs of compliance with clause 2.1.11 shall be borne by the Service Provider; and

42.1.13 the Service Provider shall:

42.1.13.1 not introduce into any of the Authority’s computer systems anything, including any computer program code, Virus, authorisation key, licence control utility or software lock, which is intended by any person to, is likely to, or may:

(a) impair the operation of the System or any other computer systems or programs in the possession of the Authority or impair the receipt of the benefit of the Services; or 

(b) cause loss of, or corruption or damage to, any program or data held on the Authority’s computer systems,

and this clause 2.1.13.1 shall apply notwithstanding that any such things are purported to be used for the purposes of protecting the Service Provider’s IPR, Third Party IPR, the Service Provider’s contractual rights or other rights or not damaging the reputation of the Authority. 

42.2 The Service Provider shall ensure that the benefit of any and all warranties which it receives in respect of any and all Hardware and Third Party Software are passed on to the Authority such that the Authority can enforce those warranties directly against such Third Party Software licensors and Hardware vendors. 

42.3 Without prejudice to any other rights, powers or remedies the Authority may have, in the event of any breach(es) of the warranties set out at clauses 3.3 of the Contract and 2.1.3 to 2.1.12 of this Schedule, the Service Provider shall promptly (and, if applicable, in accordance with any relevant KPI or PI) supply such services as are necessary to remedy such breach(es) and to prevent the re-occurrence of such breach(es) in the future. To the extent that any such breach(es) re-occurs (notwithstanding, in relation to the limited warranty contemplated in clause 2.1.5, the fact that the relevant Warranty Period may have ended) then, subject to the cause of the said re-occurrence being the same or similar to that which caused the initial breach(es), the Service Provider shall forthwith supply such further Services as are necessary to remedy such breach(es) and to prevent any further re-occurrence thereof. Any Services required to be performed pursuant to this clause 2.3 shall be performed at no additional cost to the Authority. 

42.4 Each warranty and obligation in this clause 2 shall be construed as a separate warranty or obligation (as the case may be) and shall not be limited or restricted by reference to, or reference from, the terms of any other such warranty or obligation or any other term of the Contract.

43. The Authority’s Data
43.1 The Service Provider acknowledges the Authority Group’s ownership of Intellectual Property Rights which may subsist in the Authority Group’s data. The Service Provider shall not delete or remove any copyright notices contained within or relating to the Authority Group’s data.

43.2 The Service Provider and the Authority shall each take reasonable precautions (having regard to the nature of their other respective obligations under the Contract) to preserve the integrity of the Authority Group’s data and to prevent any corruption or loss of the Authority Group’s data.

44. Intellectual Property Rights
44.1 Except for any of the Service Provider’s Software, the Third Party Software, the Service Provider’s IPR and Third Party IPR, all Intellectual Property Rights of whatever nature in the System and the Services (“the Authority Rights”) whether created by the Service Provider or any of the Service Provider’s Personnel shall or shall on creation of the same be and remain vested in the Authority.  Prior to such vesting, the Service Provider grants each member of the Authority Group a royalty-free, worldwide and transferable licence for the duration of the Term to use, adapt, translate, support and sub-licence the Authority Rights to the extent necessary for the Authority, the Authority Group and its other authorised agents to receive its rights under this Contract, including with respect to the right to Test the System and Software.  The Service Provider shall do all such acts and execute all such deeds and documents as shall be necessary or desirable to perfect the right, title and interest of the Authority in and to such Intellectual Property Rights, including ensuring that the Service Provider’s Personnel assign all such Intellectual Property Rights owned by them either direct to the Authority or to the Service Provider to enable the Service Provider to comply with its obligations hereunder and waive any moral rights they may otherwise have, in each case at no cost to the Authority.

44.2 Nothing in this clause 4 shall prevent the Service Provider from using data processing techniques, ideas and know‑how gained during the performance of this Contract in the furtherance of its normal business, to the extent that this does not constitute or relate to a disclosure of Confidential Information or an infringement by the Service Provider of any Intellectual Property Right.

44.3 To the extent that any Authority Group member provides the Service Provider with any materials in which any member of the Authority Group owns (or is licensed by a Third Party to use) the IPR ("the Authority Deliverables") for the purpose of or in connection with the provision of the Services or supply of the System, the Service Provider acknowledges and agrees that nothing in this Contract grants to the Service Provider any right, title or interest in such materials other than a limited non‑exclusive right to use those materials solely for the purposes of supplying the System and providing the Services.  All Intellectual Property Rights in such materials are and shall remain the exclusive property of the Authority Group or (if applicable) its Third Party licensors. 
44.4 The Service Provider warrants and shall ensure that the possession and/or use by the Authority Group of the System, and the performance by the Service Provider of the Services shall not constitute any infringement or misappropriation of any Intellectual Property Rights or any other legal or equitable right of any person and that the Service Provider owns or has obtained valid licences to or of all such Intellectual Property Rights and other rights which are necessary for the performance of its obligations under this Contract.

44.5 If any Third Party claims that the possession and/or use of the System and/or the receipt of the Services (“Indemnified Deliverables”) by any Authority Group member and/or the provision by the Service Provider of any Indemnified Deliverable under or in connection with this Contract constitutes an infringement or misappropriation of any Intellectual Property Rights or other right of that Third Party (“IPR Claim”), the Service Provider shall indemnify, keep indemnified and hold harmless the Authority Group Members (including its respective employees, Sub-contractors and agents) against all Losses arising from or incurred by reason of any such IPR Claim (including the defence and any settlement of such IPR Claim).

44.6 In the event of a claim pursuant to clause 4.5:

44.6.1 the Authority shall promptly notify the Service Provider of the claim;

44.6.2 the Service Provider shall, at its own cost and expense, control the defence of such IPR Claim and any related proceedings or settlement negotiations, except that the Authority shall be entitled to take any action which it deems necessary if the Service Provider fails to take action, or (in the Authority’s reasonable opinion) delays taking action, in defending or settling any such IPR Claim and such failure or delay may, in the reasonable opinion of the Authority, prejudice the interests of the Authority Group; and

44.6.3 at the cost and expense of the Service Provider, the Authority shall take all reasonable steps to co‑operate with the Service Provider in the defence or settlement of such IPR Claim.

44.7 If any Indemnified Deliverable becomes the subject of any IPR Claim and, as a result of such IPR Claim, a court of competent jurisdiction grants an injunction preventing the use by the Service Provider or any Authority Group member of any of such Indemnified Deliverable or there is substantial risk of such injunction being granted or the IPR Claim is settled on the basis that the Indemnified Deliverable cannot be used, the Service Provider shall at its expense as soon as possible following (and in any event within thirty (30) days of) such event occurring:

44.7.1 obtain for the Authority Group members the right to continue to possess, use and/or receive the benefit of the relevant Indemnified Deliverable(s); or

44.7.2 replace or modify the relevant Indemnified Deliverable(s) so that it becomes non‑infringing without detracting from the functionality or performance of the overall System or Service and provided that any such replacement or modification shall not prevent the Service Provider’s compliance with the warranties contained at clause 2.
44.8 The Service Provider shall have no liability under or in connection with this Contract for any infringement caused solely and directly by:

44.8.1 the combination of the relevant Indemnified Deliverable with other products, data or information not supplied by the Service Provider unless the combination was made or approved by the Service Provider; 

44.8.2 the modification of the Indemnified Deliverable unless the modification was made or approved by the Service Provider; 

44.8.3 the supply by or on behalf of the Authority of any of the materials specified at clause 4.3; or

44.8.4 breach by the Authority of any of the terms of this Contract and/or any licence terms in respect of the Indemnified Deliverable to which the Authority is subject pursuant to the terms of this Contract.

44.9 If any Third Party claims that the possession and/or use by the Service Provider of any of the Authority Deliverables constitutes an infringement or misappropriation of any Intellectual Property Rights or other right of that Third Party, the Authority shall indemnify keep indemnified and hold harmless the Service Provider (including their respective employees, Sub-contractors and agents) and keep the Service Provider indemnified against all claims, demands, actions, costs, expenses (including legal costs and disbursements on a full indemnity basis) and damages awarded by a court of competent jurisdiction or agreed to be paid by way of settlement of such claim provided that:

44.9.1 the Service Provider promptly notifies the Authority of such claim;

44.9.2 the Authority shall, at its own cost and expense, be entitled to control the defence of such claim and any related proceedings or settlement negotiations; and

44.9.3 at the cost and expense of the Authority, the Service Provider takes all reasonable steps to co‑operate with the Authority in the defence or settlement of such claim.

44.10 The Authority shall not be liable under 4.9 or otherwise for any infringement:

44.10.1 caused by the combination of the relevant the Authority Deliverables with other products, data, or information not supplied by the Authority;

44.10.2 caused by any use by the Service Provider of any the Authority Deliverables other than strictly for the purpose of the Service Provider performing its obligations under this Contract; or

44.10.3 caused by breach by the Service Provider of any of the terms of this Contract.

44.11 If any Authority Deliverables become the subject of any claim as described in clause 4.9 and, as a result of such claim, a court of competent jurisdiction grants an injunction preventing the Authority Group’s and/or the Service Provider’s use of any such the Authority Deliverables or there is substantial risk of such injunction being granted or the claim is settled on the basis that the Authority Deliverables cannot be used, the Authority shall at its expense as soon as possible following (and in any event within thirty (30) days of) such event occurring:

44.11.1 obtain for the Service Provider the right to continue to possess and/or use the relevant the Authority Deliverables; 

44.11.2 with all such assistance from the Service Provider (including the provision of Additional Services) as may be agreed in accordance with the Change Control Procedure, replace or modify the relevant the Authority Deliverables so that it becomes non‑infringing without detracting from the functionality or performance of the Authority Deliverables so as to prevent the Service Provider from complying with its obligations under this Contract; or

44.11.3 if it is not commercially reasonable to perform either of the above options, the Authority and the Service Provider shall cease use of the infringing the Authority Deliverables in which case the Parties’ representatives shall meet and, in good faith, explore all possible amendments to the Services which are required as a result of such cessation of use.  Any such amendments shall be considered and (where applicable) agreed in accordance with the Change Control Procedure.

44.12 The Service Provider shall have no right (save where expressly permitted under the Contract or with the Authority’s prior written consent) to use any trade marks, trade names, logos or other Intellectual Property Rights of the Authority.

44.13 The Service Provider shall ensure that all royalties, licence fees or similar expenses in respect of all Third Party IPR used in connection with the Contract have been paid and are included within the Charges.

44.14 This clause 4 shall survive termination of this Contract. 

45. Privacy, Data Protection and Cyber Security
45.1 The Service Provider shall comply with all of its obligations under Data Protection Legislation and, if Processing Personal Data on behalf of the Authority, shall only carry out such Processing for the purposes of providing the Services in accordance with Appendix 1.

45.2 The Service Provider shall comply with the requirements of Appendix 2 - Cyber Security.

46. Source Code, Escrow and Verification Services

46.1 The Service Provider shall supply to the Authority, the source code to any Software in which the Intellectual Property Rights are, or are to be, owned by the Authority, together with any programmers’ notes and other documentation reasonably required to operate the source code in object code form and to maintain and adapt the source code, when that part of the System is supplied to the Authority ("the Authority Materials"). 

46.2 The Service Provider shall ensure that the source code to any Software forming part of the Service Provider’s IPR and/or Third Party IPR, together with any programmers’ notes and other documentation reasonably required to operate the source code in object code form and to maintain and adapt the source code ("the Escrow Materials") shall, where requested by the Authority in Schedule 1 (Key Contract Information), be subject to source code deposit arrangements and verification services to be entered into, on such terms as are reasonably acceptable to the Authority, within thirty (30) days of the Authority’s request to do so (whether in relation to part or all of the Software) for the benefit of the Authority and its authorised agents with either NCC International Limited ("NCC") (on NCC’s then standard terms) or any other reputable escrow agent agreed to by the Authority and providing for the release of the source code of such Software in the event of insolvency (or analogous events) of the Service Provider, inadequate performance of support or maintenance obligations (if any) or cessation of trade by Service Provider. 

46.3 Where requested by the Authority, the Service Provider shall procure that NCC (or such other escrow agent as the Authority considers appropriate) enters into the escrow/verification agreement. The charges payable to NCC or other escrow agent shall be borne by the Authority. 

46.4 The Service Provider shall at all times ensure that the Escrow Materials deposited with NCC or other escrow agent are capable of being used to generate and maintain and adapt the latest version of the Software and the Service Provider shall deliver to NCC or other escrow agent an updated copy of the Escrow Materials as and when necessary for this purpose or when requested to do so by the Authority. 

46.5 This clause 6 shall survive termination of the whole or part of the Contract.

47. Loss of Software and Data Security 

47.1 Without prejudice to its other obligations under this Contract, the Service Provider shall, during the term of this Contract and in the course of performing the Services, provide all measures necessary in respect of the prevention of unauthorised access to any Authority Group member’s computer systems, software and data, the prevention of the introduction of known Viruses and shall provide the capability to restore the systems, software and data in the event that the loss of the systems, software or data arises directly or indirectly from any act or omission of the Service Provider (including the Service Provider’s Personnel) or whilst such systems, software or data is in the custody, control or otherwise interfaced with or accessed by the Service Provider.

47.2 The Service Provider shall not, without the consent of the Authority, be entitled to delete any software or data belonging to the Authority Group to which the Service Provider has access in performance of its obligations under this Contract.

47.3 The Service Provider shall, upon receipt of the Authority Group’s software or data and during any collection, processing, storage and transmission by the Service Provider of the Authority Group’s software or data, take all necessary precautions to preserve the integrity of such software and data and to prevent any corruption or loss thereof, including such precautions as are specified by the Authority from time to time.

47.4 In the event that any of the Authority Group’s software or data is corrupted or lost or so degraded as to be unusable due to any act or omission of the Service Provider after its receipt or creation by the Service Provider or during any collection, processing, storage or transmission by the Service Provider of the Authority Group’s software or data or otherwise as a result of any default by the Service Provider then, in addition to any other remedies that may be available to the Authority under this Contract or otherwise:

47.4.1 the Service Provider shall promptly, at the Service Provider’s expense, restore or procure the restoration of the Authority Group’s software and data to the Authority Group’s reasonable satisfaction, as notified in writing, such that the Service Provider has made good the corruption, loss or degradation of the software and data; and

47.4.2 in the event that the Authority itself has to restore or procure the restoration of the Service Provider’s software or data, then the Authority shall require the Service Provider to repay the Authority’s reasonable costs and expenses incurred in carrying out such restoration.

47.5 In the event that any of the Authority Group’s software or data is corrupted or lost or sufficiently degraded as to be unusable otherwise than due to a default by the Service Provider, the Service Provider shall nevertheless carry out such remedial actions to restore the Authority Group’s software and data or such other actions as may be necessary to restore the Authority Group’s software and data as the Authority may request in writing and the reasonable agreed cost of the remedial actions or such other actions shall be borne by the Authority.

47.6 Without prejudice to the generality of clauses 7.1 and 7.3, the Service Provider shall: 

47.6.1 before performing any actions in respect of the Authority Group’s software or data, ensure that it has performed back-ups of such software or data as set out in Schedule 1 (Key Contract Information) or agreed in writing from time to time or, where none are agreed, as are reasonable in the circumstances; and

47.6.2 perform its obligations in conformance with the Security Policy.  

Nothing in this Contract shall relieve the Service Provider’s obligations in this regard.  

47.7 The Service Provider shall fully indemnify the Authority and the Authority Group for any and all Losses incurred or suffered by the Authority which results from a breach by the Service Provider of its obligations under this clause 7.

47.8 This clause 7 shall survive termination of this Contract.
8
Option to Extend Duration

8.1
The Authority has an option, exercisable at its sole discretion, to extend the duration of the Contract for a further period or periods up to a total of one year by notice in writing to the Service Provider provided that such notice is served at least one month prior to the expiry of the initial duration of the Contract or the expiry of any previous extension, if later.
Appendix 1 - Privacy and Data Protection

	For the purposes of this Appendix, unless the context indicates otherwise, the following expressions shall have the following meanings:

	“Authority Personal Data”
	Personal Data and/or Sensitive Personal Data Processed by the Service Provider or any sub-contractor on behalf of the Authority, pursuant to or in connection with this Contract;

	“Data Controller”
	has the meaning given to it in Data Protection Legislation;

	“Data Processor”
	has the meaning given to it in Data Protection Legislation;

	“Data Protection Impact Assessment”
	an assessment by the Data Controller of the impact of the envisaged Processing on the protection of Personal Data;

	“Data Protection Legislation”
	means:

(a) the Regulation (EU) 2016/679 on the protection of natural persons with regard to the Processing of personal data and on the free movement of such data;

(b) Directive (EU) 2016/680 (the Law Enforcement Directive); 

(c) any legislation in force from time to time in the United Kingdom relating to privacy and/or the Processing of Personal Data, including but not limited to the Data Protection Act 2018; 

(d) any statutory codes of practice issued by the Information Commissioner in relation to such legislation; and

(e) the Privacy and Electronic Communications (EC Directive) Regulations 2003;

	“Data Subject”
	has the meaning given to it in Data Protection Legislation;

	“Personal Data”
	has the meaning given to it in Data Protection Legislation;

	“Processing”
	has the meaning given to it in Data Protection Legislation and “Process” and “Processed” will be construed accordingly; 

	“Restricted Countries”
	any country outside the European Economic Area other than the UK following withdrawal from the European Union; 

	“Sensitive Personal Data”
	sensitive or special categories of Personal Data (as defined in Data Protection Legislation) which is Processed pursuant to or in connection with this Contract; and

	“Subject Request”
	a request made by or on behalf of a Data Subject in accordance with rights granted pursuant to the Data Protection Legislation  including the right (i) to be informed, (ii) of access, (iii) to rectification, (iv) to erasure, (v) to restrict processing, (vi) to data portability, (vii) to object and (viii) to automated decision making including profiling.


A1.1
With respect to the Parties' rights and obligations under the Contract, the Parties acknowledge that the Authority is a Data Controller solely responsible for determining the purposes and manner in which Authority Personal Data is to be Processed, and that the Service Provider is a Data Processor.

A1.2
Details of the Authority Personal Data to be Processed by the Service Provider and the purposes of such Processing are as follows:

A1.2.1
The Authority Personal Data to be Processed by the Service Provider (if any) concerns the following categories of Data Subject:

[TO BE INSERTED]
A1.2.2
The Authority Personal Data to be Processed includes the following types of Personal Data and/or Sensitive Personal Data:

[TO BE INSERTED]
A1.2.3
The Authority Personal Data is to be Processed for the following purpose(s):

[TO BE INSERTED]
A1.2.4
The Authority Personal Data is to be Processed in the following Restricted Countries:

[TO BE INSERTED]
A1.2.5
The subject matter of the Authority Personal Data to be Processed is:


[TO BE INSERTED]
A1.2.6
The duration of the Processing shall be:


[TO BE INSERTED]
A1.2.7
The nature of the Processing is: 


[TO BE INSERTED]
A1.3
Without prejudice to the generality of Clause 5, the Service Provider shall:

A1.3.1
process the Authority Personal Data only in accordance with written instructions from the Authority to perform its obligations under the Contract;

A1.3.2
use its reasonable endeavours to assist the Authority in complying with any obligations under Data Protection Legislation and shall not perform its obligations under this Contract in such a way as to cause the Authority to breach any of its obligations under Data Protection Legislation to the extent the Service Provider is aware, or ought reasonably to have been aware, that the same would be a breach of such obligations;

A1.3.3
notify the Authority without undue delay if it determines or is notified that an instruction to Process Personal Data issued to it by the Authority is incompatible with any obligations under Data Protection Legislation to the extent the Service Provider is aware, or ought reasonably to have been aware, that the same would be a breach of such obligations;

A1.3.4
maintain, and make available to the Authority on its request, documentation which describes the Processing operations for which it is responsible under this Contract including: 

A1.3.4.1
the purposes for which Authority Personal Data is Processed; 

A1.3.4.2
the types of Personal Data and categories of Data Subject involved; 

A1.3.4.3
the source(s) of the Personal Data; 

A1.3.4.4
any recipients of the Personal Data; 

A1.3.4.5
the location(s) of any overseas Processing of Authority Personal Data;

A1.3.4.6
retention periods for different types of Authority Personal Data; and

A1.3.4.7
where possible a general description of the security measures in place to protect Authority Personal Data;

A1.3.5
where requested to do so by the Authority, assist the Authority in carrying out a Data Protection Impact Assessment in accordance with guidance issued from time to time by the Information Commissioner (and any relevant requirements detailed in Data Protection Legislation);

A1.3.6
without prejudice to any cyber security and/or payment card industry data security standard obligations in this Contract, take appropriate technical and organisational security measures which are appropriate to protect against unauthorised or unlawful Processing of Authority Personal Data and against accidental loss, destruction of, or damage to such Authority Personal Data which the Authority may reasonably reject (but failure to reject shall not amount to approval by the Authority of the adequacy of the measures);

A1.3.7
without prejudice to any cyber security and/or payment card industry data security standard obligations in this Contract, provide the Authority with such information as the Authority may from time to time require to satisfy itself of compliance by the Service Provider (and/or any authorised sub-contractor) with Clauses A1.3.6 and A1.3.8, including, protocols, procedures, guidance, training and manuals. For the avoidance of doubt, this shall include a full report recording the results of any privacy or security audit carried out at the request of the Service Provider itself or the Authority;
A1.3.8
notify the Authority without undue delay and in any event within 24 hours by written notice with all relevant details reasonably available of any actual or suspected breach of this Clause A1, including the unauthorised or unlawful Processing of Authority Personal Data, or its accidental loss, destruction or damage;

A1.3.9
having notified the Authority of a breach in accordance with Clause A1.3.8, keep the Authority properly and regularly informed in writing until the breach has been resolved to the satisfaction of the Authority;

A1.3.10
fully cooperate as the Authority requires with any investigation or audit in relation to Authority Personal Data and/or its Processing including allowing access to premises, computers and other information systems, records, documents and agreements as may be reasonably necessary (whether in relation to Processing pursuant to the Contract, in relation to compliance with Data Protection Legislation or in relation to any actual or suspected breach), whether by the Authority (or any agent acting on its behalf), any relevant regulatory body, including the Information Commissioner, the police and any other statutory law enforcement agency, and shall do so both during the Contract and after its termination or expiry (for so long as the Party concerned retains and/or Processes Authority Personal Data);

A1.3.11
notify the Authority within two (2) Business Days if it, or any sub-contractor, receives:

A1.3.11.1
from a Data Subject (or third party on their behalf):

A1.3.11.1.1
a Subject Request (or purported Subject Request); or

A1.3.11.1.2
any other request, complaint or communication relating to the Authority’s obligations under Data Protection Legislation;

A1.3.11.2
any communication from the Information Commissioner or any other regulatory authority in connection with Authority Personal Data; or

A1.3.11.3
a request from any third party for disclosure of Authority Personal Data where compliance with such request is required or purported to be required by law;

A1.3.12
provide the Authority with full cooperation and assistance (within the timescales reasonably required by the Authority) in relation to any complaint, communication or request made as referred to in Clause A1.3.11, including by promptly providing:

A1.3.12.1
the Authority with full details and copies of the complaint, communication or request; and

A1.3.12.2
where applicable, such assistance as is reasonably requested by the Authority to enable it to comply with the Subject Request within the relevant timescales set out in Data Protection Legislation; 

A1.3.13
when notified in writing by the Authority, supply a copy of, or information about, any Authority Personal Data. The Service Provider shall supply such information or data to the Authority within such time and in such form as specified in the request (such time to be reasonable) or if no period of time is specified in the request, then within two (2) Business Days from the date of the request;
A1.3.14
when notified in writing by the Authority, comply with any agreement between the Authority and any Data Subject in relation to any Processing which causes or is likely to cause substantial and unwarranted damage or distress to such Data Subject, or any court order requiring the rectification, blocking, erasure or destruction of any Authority Personal Data; and

A1.3.15
if required to do so by Data Protection Legislation, appoint a designated Data Protection Officer.

A1.4
The Service Provider shall not share Authority Personal Data with any sub-contractor without prior written consent from the Authority. The Service Provider shall provide the Authority with such information regarding the proposed sub-contractor as the Authority may reasonably require. The Service Provider shall only share Authority Personal Data with a sub-contractor where there is a written contract in place between the Service Provider and the sub-contractor which requires the sub-contractor to:

A1.4.1
only Process Authority Personal Data in accordance with the Authority’s written instructions to the Service Provider; and

A1.4.2
comply with the same obligations which the Service Provider is required to comply with under this Clause A1 (and in particular Clauses 12.1, 17.1, 17.2, 19.1, 21.2, 23 and 24).

A1.5
The Service Provider shall, and shall procure that any sub-contractor shall: 
A1.5.1
only Process Authority Personal Data in accordance with the Authority’s written instructions to the Service Provider and as reasonably necessary to perform the Contract in accordance with its terms;

A1.5.2
not Process Authority Personal Data for any other purposes (in whole or part) and specifically, but without limitation, reproduce or refer to it in training materials, training courses, commercial discussions and negotiations with third parties or in relation to proposals or tenders with the Authority; 

A1.5.3
not Process Authority Personal Data in such a way as to: 

A1.5.3.1
place the Authority in breach of Data Protection Legislation;

A1.5.3.2
expose the Authority to the risk of actual or potential liability to the Information Commissioner or Data Subjects;

A1.5.3.3
expose the Authority to reputational damage including adverse publicity;

A1.5.4
not allow Service Provider’s Personnel to access Authority Personal Data unless such access is necessary in connection with the provision of the Services;

A1.5.5
take all reasonable steps to ensure the reliability and integrity of all Service Provider’s Personnel who can access Authority Personal Data;

A1.5.6
ensure that all Service Provider’s Personnel who can access Authority Personal Data:

A1.5.6.1
are informed of its confidential nature;

A1.5.6.2
are made subject to an explicit duty of confidence; 

A1.5.6.3
understand and comply with any relevant obligations created by either this Contract or Data Protection Legislation; and

A1.5.6.4
receive adequate training in relation to the use, care, protection and handling of Personal Data on an annual basis.

A1.5.7
not disclose or transfer Authority Personal Data to any third party without the Service Provider having obtained the prior written consent of the Authority (save where such disclosure or transfer is specifically authorised under this Contract); 

A1.5.8
without prejudice to Clause A1.3.6, wherever the Service Provider uses any mobile or portable device for the transmission or storage of Authority Personal Data, ensure that each such device encrypts Authority Personal Data; and

A1.5.9
comply during the course of the Contract with any written retention and/or deletion policy or schedule provided by the Authority to the Service Provider from time to time.

A1.6
The Service Provider shall not, and shall procure that any sub-contractor shall not, Process or otherwise transfer any Authority Personal Data in or to any Restricted Countries without prior written consent from the Authority (which consent may be subject to additional conditions imposed by the Authority).
A1.7
If, after the Service Commencement Date, the Service Provider or any sub-contractor wishes to Process and/or transfer any Authority Personal Data in or to any Restricted Countries, the following provisions shall apply:

A1.7.1
the Service Provider shall submit a written request to the Authority setting out details of the following:

A1.7.1.1
the Authority Personal Data which will be transferred to and/or Processed in any Restricted Countries; 

A1.7.1.2
the Restricted Countries which the Authority Personal Data will be transferred to and/or Processed in;

A1.7.1.3
any sub-contractors or other third parties who will be Processing and/or receiving Authority Personal Data in Restricted Countries; 

A1.7.1.4
how the Service Provider shall ensure an adequate level of protection and adequate safeguards in respect of the Authority Personal Data that will be Processed in and/or transferred to Restricted Countries so as to ensure the Authority’s compliance with Data Protection Legislation;

A1.7.2
in preparing and evaluating such a request, the Parties shall refer to and comply with applicable policies, procedures, guidance and codes of practice produced by the Parties and/or the Information Commissioner in connection with the Processing of Personal Data in (and/or transfer of Personal Data to) any Restricted Countries;

A1.7.3
the Service Provider shall comply with any written instructions and shall carry out such actions as the Authority may notify in writing when providing its consent to such Processing or transfers, including: 

A1.7.3.1
incorporating standard and/or model clauses (which are approved by the European Commission as offering adequate safeguards under the Data Protection Legislation) into this Contract or a separate data processing agreement between the Parties; and

A1.7.3.2
procuring that any sub-contractor or other third party who will be Processing and/or receiving or accessing the Authority Personal Data in any Restricted Countries enters into a data processing agreement with the Service Provider on terms which are equivalent to those agreed between the Authority and the Service Provider in connection with the Processing of Authority Personal Data in (and/or transfer of Authority Personal Data to) any Restricted Countries, and which may include the incorporation of the clauses referred to in A1.7.3.1.

A1.8
The Service Provider and any sub-contractor (if any), acknowledge:
A1.8.1
the importance to Data Subjects and the Authority of safeguarding Authority Personal Data and Processing it only in accordance with the Authority’s written instructions and the Contract;

A1.8.2
the loss and damage the Authority is likely to suffer in the event of a breach of the Contract or negligence in relation to Authority Personal Data;

A1.8.3
any breach of any obligation in relation to Authority Personal Data and/or negligence in relation to performance or non performance of such obligation shall be deemed a material breach of Contract;

A1.8.4
notwithstanding Clause 27.1.1, if the Service Provider has committed a material breach under Clause A1.8.3 on two or more separate occasions, the Authority may at its option:

A1.8.4.1
exercise its step in rights pursuant to Clause A16;

A1.8.4.1
withdraw authorisation for Processing by a specific sub-contractor by immediate written notice; or

A1.8.4.2
terminate the Contract in whole or part with immediate written notice to the Service Provider.

A1.9
Compliance by the Service Provider with this Clause A1 shall be without additional charge to the Authority. 

A1.10
The Service Provider shall remain fully liable for all acts or omissions of any sub-contractor. 

A1.11
Following termination or expiry of this Contract, howsoever arising, the Service Provider: 

A1.11.1
may Process the Authority Personal Data only for so long and to the extent as is necessary to properly comply with its non-contractual obligations arising under law and will then comply with Clause A1.11.3;

A1.11.2
where Clause A1.11.1 does not apply, may Process the Authority Personal Data only for such duration as agreed in Clause A1.2.6 above and following this will then comply with Clauses A1.11.3 and A1.11.4;

A1.11.3
subject to Clause A1.11.1, shall on written instructions from the Authority either securely destroy or securely and promptly return to the Authority or a recipient nominated by the Authority (in such usable format as and to the extent the Authority may reasonably require) the Authority Personal Data; or

 A.1.11.4
in the absence of instructions from the Authority after 12 months from the expiry or termination of the Contract securely destroy the Authority Personal Data. 

A1.12
Authority Personal Data may not be Processed following termination or expiry of the Contract save as permitted by Clause A1.11.

A1.13
For the avoidance of doubt, and without prejudice to Clause A1.11, the obligations in this Clause A1 shall apply following termination or expiry of the Contract to the extent the Party concerned retains or Processes Authority Personal Data. 
A1.14 
The indemnity in Clause 19 shall apply to any breach of Clause A1 and shall survive termination or expiry of the Contract.

A1.15
The Parties’ liability in respect of any breach of Clause 23.1 and this Clause A1 insofar as they relate to fines, court awards, settlements and legal costs shall be unlimited.

Appendix 2 – Cyber Security 

	For the purposes of this Appendix, unless the context indicates otherwise, the following expressions shall have the following meanings:

	“Cloud”
	A type of internet-based computing service where organisation can have aspects of their IT infrastructure managed by external providers, normally as a Software as a Service (SaaS), Platform as a Service (PaaS) or Infrastructure as a Service (IaaS) basis 

	“Cyber Essentials Scheme” 
	is a UK government scheme encouraging organisations to adopt good practice in information security, focussing mainly on technical controls rather than governance, risk, and policy

	“Cyber Security Policy / Policies”
	The high level Cyber Security requirements for all IT and Operational technology and data owned by TfL or operated and supported by third parties for on behalf of TfL.

	“Cyber Security Standard(s)”
	The technical detail behind the implementation of the high level cyber security requirements as set out in the Cyber Security Policies. 

	“Data”
	means data created, generated or collected, during Providing the Services (or any part thereof), including Personal Data and data supplied to TfL and members of the TfL Group. 

	“Good Industry Practice”
	means the exercise of that degree of skill, diligence, prudence and foresight which would reasonably and ordinarily be expected from a skilled and experienced operator engaged in the same type of undertaking under the same or similar circumstances.

	HMG Information Security Assurance Standards
	the meaning and definition as well as relevant policy documents and standards can be found at https://www.gov.uk/government/collections/government-security or any updated link;

	“Information Asset Register”
	means a register of all information assets relating to the services as detailed in paragraph 3.2(c)

	“Information Security Management System” or “ISMS”
	a framework of governance models, policies and procedures, based on a business risk approach to establish, implement, operate, monitor, review, maintain and improve information security in accordance with the requirements of Paragraph 15

	ISO/IEC 27001
	is an information security standard specification for an information security management system (ISMS), with an emphasis on measuring and evaluating how well an organisation's ISMS is performing. 

	“IT Services”
	means the IT services that support the delivery of the Services;

	“Malicious Software”
	means any software that brings harm to a computer system. Commonly known as malware can be in the form of worms, viruses, trojans, spyware, and adware which steal protected data, delete documents or add software not approved by a user.

	“Operational Technology”
	means any hardware or software which monitors and/or operates a physical process.


	“Outline Security Management Plan”
	means the security plan provided by the Contractor as part of their tender submission

	“Removable Media”
	any type of storage device that can be removed from a computer while the system is running. Examples of removable media include CDs, DVDs and Blu-Ray disks, as well as diskettes and USB drives

	“Security Incident”
	a potential or actual event or attempted breach of security affecting the confidentiality, integrity or availability of the Services, IT Services or Networks which process or hold Data

	“Security Management Plan”
	means the Contractor's security plan developed and revised pursuant to Paragraph 14

	“Security Policy”


	means any TfL security policies as amended by TfL from time to time; 

	“Security Risk”
	meaning all Risks associated with the security of the Services which may have a negative impact upon the agreed security posture, including information security and any risks identified pursuant to the Security Management Schedule. 

	“Security Risk Register”
	means a register of Security Risks produced and maintained as detailed in paragraph 3.2(b)

	“Service Assets”
	means all information technology assets and rights including all physical assets, Software, IPR, as well as spares and components whether in storage, repair or on sites, used by the Contractor to Provide the Services.

	“The Contractor’s people” 


	means all employees, agents, consultants and contractors of the Contractor or of any Sub-Contractor

	“Contractor Premises”
	means any land or building where the Contractor carries out any part of this contract 

	“TfL Information Security Controls Framework”
	means a hierarchy of IT security documents consisting of the high level Information Management Security Policy and ten security principles (Information Security Controls Framework).

	“TfL Network(s)”
	means the network infrastructure and services owned or used by TfL to support the delivery of the IT Services. 



	“TfL Personnel ”
	means all employees, agents, consultants and contractors of TfL

	“TfL Restricted”
	as defined in the TfL Information Security Classification Standard (listed in Annex 5) 

	“TfL Sites”
	means all TfL premises where the services are delivered


1. Purpose

1.1 The purpose of this appendix to the Scope is to set out:

(a) the principles of protective security to be applied by the Contractor in Providing the Service;

(b) the Contractor's wider security obligations relating to Providing the Service;

(c) the Contractor’s requirements to test and audit Providing the Service including any Information Security Management System paragraph 3, to ensure compliance with the security requirements set out in this appendix to the Scope;

(d) the Contractor's obligations in the event of a Security Incident;

(e) the principles for the Contractor's development, implementation, operation, maintenance and continual improvement of the Security Management Plan; 

(f) the principles for the Contractor's development, implementation, operation, maintenance and continual improvement of the Information Security Management System; 

(g) any obligations for certification against Providing the Service including but not limited to ISO/IEC 27001, the Cyber Essentials Scheme or HMG Information Security Assurance Standards;

(h) any requirements to Provide the Service in accordance with the CESG Commercial Product Assurance (CPA) Scheme

(i) the requirements on the Contractor when Providing the Service, which are aligned with the 10 Steps to Cyber security set out by the Government (see Annex 5) and
(j) the Contractor's obligation to comply with the Operations Technology Cyber Security Standards (see Annex 5).

2. Security Principles

2.1 The Contractor acknowledges that security, data protection and confidentiality are of fundamental importance in relation to its provision of the service and TfL's ability to retain public confidence.  The Contractor shall at all times comply with the security principles set out in Paragraph 3 in Providing the Service.

2.2 In recognition of the importance that the Client places on security, data protection and confidentiality, the Contractor shall ensure that a director or relevant individual, as agreed by the Service Manager, is made aware of the risks set out in the Security Management Plan and is assigned overall responsibility for ensuring that:

(a) appropriate members of the Contractor people take responsibility for managing the different levels of security risk and promote a risk management culture;

(b) a Security Risk Register is produced and maintained and that all Security Risks are documented in an appropriate manner and is included in any contract risk register if one is in place. This Security Risk Register must be available for audit when reasonably required by TfL as set out in Clause 7 of this Schedule.

(c) an Information Asset Register is produced and maintained and that all information technology assets are documented in an appropriate manner in the Information Asset Register and shall identify the criticality of the relevant Service Assets in the delivery of the Services. This register must be available for audit when reasonably required by TfL as stated in Paragraph 7 of this Schedule and when a Security Incident occurs. 

(d) supporting policies are implemented (where relevant) and communicated with the Contractor’s people. 

2.3 The Contractor shall,  at all times ensure that:

(a) security threats to the service are minimised and mitigated; 

(b) delivery of the service shall fully comply at all times with:

(i) any security requirements set out in Annex 3;

(ii) the agreed Outline Risk Management Processes and approach set out in Annex 2; and

(iii) Good Industry Practice.

2.4 The Contractor must notify TfL of any instances where software, applications, services or processes are hosted or run from the cloud that are not part of Providing the Service, and that host, process or connect with any of TfL Operational or IT technology, Data and Networks or handle TfL Data. The Contractor is responsible for ensuring that any such cloud services comply with this Cyber Security Management Schedule.

3. Access Controls and Secure Configuration of Systems

3.1 The Contractor shall comply with all obligations relating to the patching and configuration management of Service Assets as set out in Annex 4 in addition to any specific obligations set out in Annex 4, the Contractor shall ensure that:

(a) security patches are applied to Service Assets as soon as possible in line with vendor recommendations in accordance with overall risk management;

(b) account management and configuration control processes are implemented to ensure that access to Service Assets by the Contractor’s people is limited to the extent required for them to fulfil their roles in supporting of Providing the Service. 

(c) when the Contractor’s people change roles or no longer support Providing the service, access rights are revoked or reviewed; 

(d) any system administration functionality is strictly controlled and restricted to those people who need to have access to such functionality and that the ability of the Contractor’s people to change the configuration of the Service Assets is appropriately limited and fully auditable;

(e) The Contractor’s people are informed of what constitutes acceptable access of operational or IT technology, Data and Networks and the consequences of non-compliance;

(f) any preconfigured passwords delivered with any Service Assets are changed prior to their implementation for use in Providing the  Service; 

(g) the Service Assets have appropriate devices, tools or applications in place to filter traffic or separate connections, such as industry standard firewalls and malicious software protection, to all public or private networks which are not controlled by or on behalf of TfL; 

(h) all wireless functionality is secure; and

(i) software upgrades and patching must be managed appropriately and access to any software shall be granted using the principle of least privilege.

5. THE Contractor’S PEOPLE

5.1 The Contractor shall, appoint a member of the Contractor’s people to be the security manager who shall be responsible for the development, monitoring, enforcement, maintenance and enhancement of all security measures set out in this appendix to the Scope (the "Security Manager"). 

5.2 The Contractor shall ensure that all of it’s people are security screened or vetted and shall provide TfL within five (5) working days of the starting date, and every twelve (12) months thereafter, written confirmation that this obligation has been complied with. 

5.3 The Contractor shall immediately notify the Service Manager if it becomes aware of any security clearance issues in relation to the it’s people and the Contractor shall undertake any action requested by the Service Manager in relation to mitigating the impact of any such security clearance issues.

6. Training

6.1 The Contractor shall ensure that all of the Contractor’s people have undergone suitable security awareness training prior to their deployment and such security awareness training shall cover, as a minimum; account usage, malicious software, home and mobile working, use of removable media, audit and inspection and Security Incident reporting and data handling.  The Contractor shall implement an up-to-date on-going programme of security awareness training for the Contractor’s people throughout the service period. 

6.2 The Contractor shall provide additional training to its people, which may be required following a Security Incident, the application of a patch or update, or any relevant change to the Scope. 

6.3 The Contractor shall ensure that all of it’s people are familiar with their responsibilities under applicable law and policies including, as a minimum, the Data Protection Legislation, the Security Policies set out in Paragraph 1 of this appendix to the Scope and policies in relation to the handling of protectively marked materials both during their employment and following the termination of or change to the terms of their employment.

7. Testing & Audit

7.1 The Contractor shall conduct regular  automated vulnerability scans the Service Assets, as agreed in the Risk Management Process and ensure that any identified vulnerabilities are appropriately mitigated or patched in line with the TfL Security Patching Standard (Annex 5), taking into consideration the risk posed to the Client and Providing the Service.

7.2 The Contractor shall conduct security tests, including ethical hacking and penetration tests, to assure compliance with the Security Incident Management Process, the security provisions in this appendix to the Scope, the Security Management Plan. The Contractor shall conduct security testing in accordance with the Security Management Plan.  The Contractor shall conduct such security tests, as a minimum, every twelve (12) months from the starting date  and shall include security penetration testing of the Service Assets and the associated technical infrastructure. Wherever the Service Assets are accessible from the internet or other such public network, the Contractor shall carry out security penetration tests from the internet or the public network. 

7.3 The Contractor shall, within one (1) week of completion of the security provide a report to the Service Manager setting out the outcome of such security tests including all identified vulnerabilities and it’s plans to remedy each such identified vulnerability as soon as possible, provided that any such remediation must be implemented in accordance with this appendix to the Scope.

7.4 The Contractor shall implement its plans to each identified vulnerability in accordance with the report delivered pursuant to Paragraph 7.2 save to the extent directed by the Service Manager in writing.

7.5 The Contractor shall, upon request by TfL, following a Security Incident, carry out such additional security testing over and above the obligations set out in Paragraph 7.2. 

7.6 The Client shall be entitled to send a representative to witness the conduct of any audit or security tests carried out by or on behalf of the Contractor. The Contractor shall provide the Service Manager with the results of such audits (in a form agreed in advance) as soon as practicable after the completion of each audit or test.

7.7 In addition to complying with this document, PCI DSS where applicable and other relevant industry standards and Good Industry Practice, the Contractor shall at least once during each twelve (12) month period starting from the Service Commencement Date, engage an appropriately skilled third party to conduct a formal audit of the Service Assets against the then current versions of the:

(a) security controls, processes and procedures required pursuant to this appendix to the Scope;

(b) Data Protection Legislation (using BS10012 or another standard as agreed with TfL), where applicable; and

(c) Security Management Plan.

The Contractor shall inform the Service Manager of actual or potential security issues which impact or could impact Providing the Service within five (5) days of becoming aware of them and shall keep the Service Manager up to date as the it investigates the nature and impact of such issue. Within five (5) days of the finalisation of audit findings, the Contractor shall provide the Service Manager a copy of all such findings which are relevant.

7.8  Without prejudice to any other right of audit or access granted to the Client pursuant to this appendix to the Scope or at law, the Service Manager or other representatives of the Client may carry out such audits in relation to security matters as are reasonably required to assess the Contractor’s compliance with the Information Security Management System and the Security Management Plan. 

7.9 If any test or audit carried out reveals any non-compliance with this appendix to the Scope or vulnerability (and, in the case of a TfL audit, TfL has informed the Contractor thereof), the Contractor shall, as soon as reasonably practicable, provide TfL with a written plan to remedy each such identified vulnerability as soon as possible, provided that any such remediation must be implemented in accordance with this appendix to the Scope. The Contractor shall implement its plans to remedy each identified vulnerability in accordance with such report save to the extent directed by the Service Manager.

8. Security Incident Management process

8.1 The Contractor shall:

(a) establish, document and provide to the Service Manager a process to identify and respond to Security Incidents and mitigate the impact of such Security Incidents on Providing the Service, including assigning clearly defined roles and responsibilities to specific Contractor people;

(b) record each Security Incident and corresponding severity level in the Contractor's ISMS; and

(c) without limitation to the other provisions of this appendix to the Scope, follow TfL’s reasonable instructions in relation to the identification and resolution of any Security Incident.

8.2 The Contractor shall notify and ensure that the Service Manager is aware as soon as possible and in any event no later than within one (1) hour, upon becoming aware of any Security Incident or of any potential Security Incident.

8.3 The Contractor will additionally provide notification with all relevant details reasonably available of any actual or suspected breach of security in relation to any Client personal data including unauthorised or unlawful access or processing of, or accidental loss, destruction or damage. 

8.4 If a Security Incident occurs, the Contractor shall:

(a) immediately take steps to assess the extent of the Data compromised or affected including, but not limited to, the amount of affected;

(b) immediately take the steps necessary to remedy or protect the integrity of the Service Assets against any such Security Incident;

(c) securely collect and preserve evidence, including logs, to support the Security Incident Management Process and share with the Service Manager such evidence;

(d) handle any information pertaining to the Security Incident according to the handling requirements for TfL RESTRICTED information defined in TfL's Information Security Classification Standard;

(e) promptly escalate the Security Incident to the Service Manager; 

(f) when requested by TfL:

a. provide such information in relation to the Security Incident (including, if necessary, by collating such information from its and its Sub-contractors' systems and the Contractor Personnel); 

b. provide the Client’s representative with supervised access (or, if the Parties agree, direct access) to any relevant systems, Contractor Premises and peoplein order to investigate the Security Incident; and

c. follow the Client’s directions in relation to the steps necessary or desirable to remedy or protect the integrity of the Service Assets; and

(g) as soon as reasonably practicable develop and provide TfL with a copy of its remediation plan for the Security Incident which sets out full details of the steps taken and to be taken by the Contractor to:

a. correct, make good, reinstate, replace and remediate all deficiencies and vulnerabilities, loss and/or damage to the Service Assets, Data, and/or Services in connection with the Security Incident; and

b. perform or re-perform any security tests or alternative tests relating to the security of the Service Assets and/or Services as appropriate and within the timescales specified by TfL, to assure TfL that the Security Incident has been addressed and its effects mitigated,

provided that any such remediation must be implemented in accordance with this appendix to the Scope.  The Contractor shall fully implement and comply with any such remediation plan unless otherwise instructed by the Service Manager. 

8.5 The Contractor shall provide a detailed report to TfL within two (2) days of the resolution of the Security Incident, a report to detail:

(a) the nature of the Security Incident;

(b) the causes and consequences of the Security Incident;

(c) the actions undertaken and length of time taken by the Contractor to resolve the Security Incident; and

(d) the actions undertaken by the Contractor to prevent recurrence of the Security Incident.

8.6 If there is a suspected security event up to and including a Security Incident,  the Contractor shall to the extent requested by the TfL CISO (or any duly authorised delegate):

(a) provide information in relation to the Services which is relevant  collating, if necessary, relevant information from Sub-contractors' systems and the Contractor Personnel; 

(b) provide relevant TfL Personnel with supervised access (or, if the Parties agree, direct access) to any relevant systems, Contractor Sites and Contractor Personnel in order to investigate the security incident; and

(c) follow TfL's directions in relation to the steps necessary or desirable to remedy or protect the integrity of the Services; and

(d) work with TfL to identify any lessons learnt which could mitigate any gaps in process, policy or controls.

and TfL shall reimburse the Contractor's reasonable, demonstrable costs and expenses in relation to the Contractor's compliance with such request.

9. Security Logging and Monitoring

9.1 The Contractor shall ensure that the Security Management Plan sets out its monitoring strategy to monitor its own performance of its obligations under this appendix to the Scope.  The Contractor shall update its monitoring strategy as necessary throughout the service period in response to:

(a) changes to applicable laws, regulations and standards;

(b) changes to Good Industry Practice;

(c) any relevant change to the Scope or this appendix to the Scope; 
(d) any Security Incident; and

(e) any instruction by the Service Manager.

9.2 The monitoring strategy should include, as a minimum, processes for monitoring and logging (as appropriate):

(a) networks and host systems to detect attacks originating both on an internal private network or from public networks (e.g. internet);

(b) instances of misuse of the Service Assets, Contractor systems used in Providing the Services and data by  the Parties people, including attempts at such misuse;

(c) wireless access points to ensure that all wireless networks are secure and no unauthorised access points are available;

(d) malicious software on the Contractor systems used in Providing the Services and the Service Assets;

(e) access to and movement of Data, including internal access to such Data; and

(f) traffic for unusual or malicious incoming and outgoing activity that could be indicative of an attempt or actual attack.

9.3 The Contractor shall ensure that access to system logs and monitoring information is strictly restricted to those people who need to access these to Provide the Service and protest the integrity of the Service Assets.

9.4 The Contractor shall ensure that any monitoring process complies with the monitoring strategy developed in accordance with Paragraphs 9.1 and 9.2 and all of its legal and regulatory obligations pursuant to applicable law.

9.5 The Contractor shall maintain a log of:

(a) all instances of the Contractor’s people accessing Data;

(b) all Service Recipient, TfL people and Contractor people logon attempts, successful and failed, to the Service Assets or any elements of the Contractor Solution requiring authentication;

(c) all actions taken by Service Recipients, TfL people or Contractor people with administrative privileges;

(d) all instances of accounts being created for Service Recipients, TfL people or Contractor people and their relevant privileges;

(e) all records of formal staff induction or certification required by Contractor people to operate systems and handle TFL RESTRICTED Data (where required);

(f) all instances of accounts for Service Recipients, TfL people, or Contractor Personnel being deleted;

(g) Contractor people system access group memberships in relation to relevant Service Assets;

(h) Service Recipient and group privilege changes against each of the system resources;

(i) unauthorised use of input and output devices and removable media; and

(j) all access to log files and audit systems.

9.6 The logs required must be raw logs, which are provided in a structured text format and the schema for such logs will need to be provided.

9.7 The Contractor shall implement recording mechanisms to identify the Parties people and their actions when cases of misuse are being investigated and shall ensure that any such recording mechanisms are protected against manipulation and disruption. 
9.8 The Contractor shall regularly review logs to identify anomalies, suspicious activity and suspected Security Incidents. The Contractor shall notify the Service Manager of such findings in accordance with Paragraph 8.2. 

9.9 The Contractor shall provide copies of any log data collected by the Contractor whilst Providing the Service (system audit log data) at the Service Manager’s request in a human readable electronic format such as comma-separated value or Microsoft Excel.

10. Malicious Software

10.1 The Contractor shall throughout the Term, use the latest versions of anti-malware solutions and software available from an industry accepted vendor (unless otherwise agreed by the Service Manager) to check for, contain the spread of, and minimise the impact of Malicious Software in the IT Services.

10.2 Notwithstanding Clause 10.1, if Malicious Software  is detected within services provided by the Contractor, the Contractor shall ensure the effect of the Malicious Software is mitigated and, particularly if Malicious Software causes loss of operational efficiency or loss or corruption of Data, restore the Service Assets to their desired operating efficiency.  

10.3 Any cost arising out of the actions of the Parties taken in compliance with the provisions of Clause 10.2 shall be borne by the Parties as follows:

(a) by the Contractor if the Malicious Software originates from the Contractor Software, the Third Party Software supplied by the Contractor (except where TfL has waived the obligation set out in Clause 10.11) or TfL Data (whilst TfL Data was under the control of the Contractor) unless the Contractor can demonstrate that such Malicious Software was present and not quarantined or otherwise identified by TfL when provided to the Contractor; and 

(b) otherwise by TfL.

11. Removable Media

11.1 The Contractor may only use Removable Media to support Providing the Service if it has obtained prior written consent of the Service Manager and has implemented appropriate controls to ensure that the use of any input or output devices and removable media is restricted strictly to that needed to supply and support Providing the Service.

11.2 If Removable Media is approved for use by the Service Manager, the Contractor shall ensure that it deploys suitable anti-virus and anti-malware checking solutions to actively scan for the introduction of Malware onto systems and networks through all Data imports and exports from removable media and that the removable media is encrypted to a suitable standard agreed in advance with the Service Manager.

11.3 The Contractor shall report any loss or interception of Data as a result of the use of removable media to TfL in accordance with Section 8 of this appendix to the Scope. The Client reserves the right in such instances to rescind its approval in relation to the Contractor's continued use of Removable Media.

12. Mobile and Home Working

12.1 The Contractor may only use offer mobile and home working to support Providing the Service if it has obtained prior written consent of.

12.2 If such consent is granted but the Contractor does not have a home and mobile policy for it’s people, TfL’s Home and Mobile Working Cyber Security Policy shall apply to the Contractor and its people.

12.3 If the Contractor has a home and mobile working policy in relation to the it’s people, the Contractor shall ensure through this policy that:

(a) data is protected and suitably encrypted in line with Cyber Security Policy (see Annex 5), when stored outside of the service areas; 

(b) data is protected when accessed, imported or exported through a connection other than one which is accessed at the service areas; and

(c) Security Incident management plans acknowledge the increased risk posed by home and mobile working such as theft or loss of Data and/or devices.

12.4 The Contractor shall report any loss or interception of Data as a result of home or mobile working to the Service Manager in accordance with Clause 8.

13. Disposals

13.1 The Contractor shall not reuse any Service Asset or Removable Media used in Providing the Service unless such items have been wiped securely in accordance with a standard approved by the Service Manager. 

13.2 The Contractor shall securely dispose of and delete Data from Service Assets used for Providing the Service to a standard approved by the Service Manager upon the termination or expiry of the contract or when such Service Assets are no longer required, whichever is sooner, and shall document the disposal and deletion accordingly.

13.3 The Contractor shall ensure that the disposal of any Service Asset is accurately reflected in the Information Asset Register.
14. Security Management Plan

14.1 The Outline Security Management Plan as at the starting date is set out at Annex 1 (Outline Security Management Plan).

14.2 The Contractor shall within fifteen (15) days of the starting date submit to the Service Manager for approval, a draft Security Management Plan which at minimum will:

(a) set out the security measures to be implemented and maintained by the Contractor in relation to all aspects of the Service Assets and all processes associated with Providing the Service and shall at all times comply with and specify security measures and procedures which are sufficient to ensure the Service Assets comply with this appendix to the Scope;

(b) reference and comply with the security requirements set out in Annex 3; 
(c) state any other cyber security industry standards over and above those set out in this appendix to the Scope which are applicable to the Service Assets or Providing the Service;

(d) state all applicable law which relates to the security of the Service Assets; and

(e) set out how the Contractor will comply with any other security requirements the Client may reasonably request from time to time.

When the Security Management Plan is approved by the Service Manager the approved plan will replace the Outline Security Management Plan in Annex 1.

14.3 The Contractor shall review and update the Security Management Plan at least annually and as required in response to:

(a) changes to the Cyber Security Standards;

(b) emerging changes in Good Industry Practice;

(c) any relevant change to the Scope;

(d) any new perceived or changed security threats; and

(e) an instruction by the Service Manager.

14.4 The Contractor shall submit any amendments to the Security Management Plan to the Service Manager for approval.

15. Information Security Management System

15.1 The Contractor shall develop, implement, operate, maintain the ISMS and shall within fifteen (15) Working Days of the Effective Date submit a draft ISMS to TfL to assure. The Contractor shall ensure that the ISMS includes the Security Incident Management Process, dealing with, among other matters, Security Incident management.  

15.2 The ISMS shall, unless otherwise specified by TfL in writing, be designed to protect all aspects of:

(a) the Services;

(b) all processes associated with the delivery of the Services; and

(c) TfL Sites, the Contractor Solution and any information and Data (including TfL Confidential Information and TfL Data) to the extent used by TfL or the Contractor in connection with this Agreement.

15.3 The Contractor shall make any document referenced in the ISMS available to TfL upon request.

15.4 If the investigation of a Security Incident reveals weaknesses or flaws in the ISMS, then any change to the ISMS to remedy the weakness or flaw shall be submitted to TfL for approval in accordance with the Variation procedure set out in this Agreement for the avoidance of doubt, if a change needs to be made to the ISMS to address an instance of non-compliance with the Security Management Plan or security requirements, the change to the ISMS shall be at no cost to TfL.

15.5 The ISMS will be fully reviewed in accordance with ISO/IEC 27001 by the Contractor at least annually, or from time to time as agreed with TfL, in response to:

(a) changes to Good Industry Practice;

(b) any relevant Operational Changes or Variations or proposed Operational Changes or Variations to the Services and/or associated processes; 

(c) any new perceived or changed security threats; and

(d) any reasonable request by TfL.

15.6 The Contractor shall provide the results of such reviews to TfL (together with such related information as TfL may reasonably request) as soon as reasonably practicable after their completion. The results of the review should include, without limitation:

(a) suggested improvements to the effectiveness of the ISMS;

(b) updates to the risk assessments;

(c) proposed modifications to the procedures and controls that affect the ability to respond to events that may impact on the ISMS; and

(d) suggested improvements in measuring the effectiveness of controls.

16. Compliance with ISO/IEC 27001

16.1 The Contractor shall obtain certification from a UKAS registered organisation of the ISMS to ISO/IEC 27001 for any aspects of the business that is necessary to support the Services.  The Contractor shall obtain such certification within twelve (12) months of the Effective Date and shall maintain such certification throughout the Term.

16.2 If certain parts of the ISMS do not conform to Good Industry Practice, or controls as described in ISO/IEC 27001 and Schedule 2.3 (Standards) the Contractor shall promptly notify TfL of this.

16.3 Without prejudice to any other audit rights set out in this Agreement TfL may carry out, or appoint an independent auditor to carry out, such regular security audits as may be required in accordance with Good Industry Practice in order to ensure that the ISMS maintains compliance with the principles and practices of ISO/IEC27001. 

16.4 If on the basis of evidence provided by such audits, TfL, acting reasonably, considers that compliance with the principles and practices of ISO/IEC 27001 is not being achieved by the Contractor, then TfL shall notify the Contractor of the same and the Contractor shall, as soon as reasonably practicable, provide TfL with a written plan to remedy each such non-compliance as soon as possible, provided that any such remediation must be implemented in accordance with this Agreement.

17. Approved Products

17.1 The Contractor shall ensure that all Service Assets providing security enforcing functionality are certified under the CESG Commercial Product Assurance (CPA) Scheme, to the appropriate grade, as defined with Annex 3 “Security Requirements”, provided that relevant certified products are available in the market.

17.2 If a product is not assured under the CPA scheme, TfL reserves the right to require bespoke assurance of that product under a recognised scheme such as CESG Tailored Assurance Service (CTAS).

Annex 1 – Outline Security Management Plan/Security management plan

[TO BE INSERTED] 
Annex 2 – Outline risk management process

[TO BE INSERTED] 
Annex 3 – Security Requirements

[TO BE INSERTED] 
Annex 4 – Configuration Management of service assets

[TO BE INSERTED] 
Annex 5 – list of relevant policies 

TO be provided by tfl upon request

· Network Security Policy defines the requirements for securing TfL networks as well as the information and network specific devices on them.
· System Access Control Policy defines the requirements for managing user and system account access to applications and technology such as allowing them to sign in to OneLondon or SAP. 
· Cyber Security Incident Management Policy defines how we will handle cyber security incidents and the requirements for reporting and managing those incidents.
· Malware Prevention Policy defines the requirements for helping to prevent malware (malicious software e.g. computer viruses) from infecting our systems and networks.
· Security Logging, Monitoring and Audit Policy details the requirements for security logging and monitoring of access to our technology and data and the audit capabilities. 

· Removable Media Policy details the requirements for using removable media such as USBs, CDs or portable hard drives. 

· Home and Mobile Working Cyber Security Policy details the requirements for allowing and supporting secure home and mobile working.
· Third Party Cyber Security Policy defines the rules governing how the security of third party custodians of TfL information, technology and third party connections to TfL systems will be ensured.
· TfL Information Security Classification Standard details the information security classification scheme covering information and records, in all formats, and the minimum requirements for managing such information
· 10 Steps to Cyber Security  can be found at https://www.gov.uk/government/publications/cyber-risk-management-a-board-level-responsibility/10-steps-summary 
· Cyber Essentials Scheme can be found at https://www.gov.uk/government/publications/cyber-essentials-scheme-overview
· Security Patching Standard details the requirements for applying security-related updates (‘security patches’) in order to help secure TTL systems and applications in line with the secure builds and configurations policy.
· Operations Technology Cyber Security Standard describes the cyber security requirements for operational technology assets throughout their lifecycle

SCHEDULE 3 – SPECIFICATION

[see itt volume 2]
SCHEDULE 4 – CHARGES 
[TO BE INSERTED]
SCHEDULE 5 - PROJECT PLAN
[TO BE INSERTED]
SCHEDULE 6 - FORM FOR VARIATION
PART A

Contract Parties: [to be inserted]

Contract Number: [to be inserted]

Variation Number: [to be inserted]

Authority Contact Telephone: [to be inserted] 

Fax: [to be inserted]

Date: [to be inserted]

AUTHORITY FOR VARIATION TO CONTRACT (AVC)

Pursuant to Clause 32 of the Contract, authority is given for the variation to the Services and the Charges as detailed below. The duplicate copy of this form must be signed by or on behalf of the Service Provider and returned to the Procurement Manager as an acceptance by the Service Provider of the variation shown below.

	DETAILS OF VARIATION
	AMOUNT (£)

	
	

	ALLOWANCE TO THE AUTHORITY
	

	EXTRA COST TO THE AUTHORITY
	

	TOTAL
	


..........................................................
...........................................
For the Authority (signed)



(print name)
	ACCEPTANCE BY THE SERVICE PROVIDER
	

	Date

	Signed


PART B – SUPPLY CHAIN FINANCE OPTION RELATED VARIATIONS
1. The Authority is developing a scheme and system whereby the Service Provider may be permitted, at the Authority’s sole discretion, to seek payment of invoices in respect of Charges under this Contract within a time period less than the 30 days of receipt set out Clause 5.4.1 in consideration for a reduction in the Charges due thereunder (the “Supply Chain Finance Option”). 

2. The Service Provider hereby agrees that where such requests are made by the Service Provider and approved by the Authority, by way of such process and/or systems put in place by the Authority acting either on its own behalf or by or via its employees, agents, contractors or otherwise such request, approval and resulting accelerated and reduced payment shall constitute the Service Provider’s exercise of the Supply Chain Finance Option and the valid and legally binding: 

2.1
variation by the Parties of the related Charges due and payable to the Service Provider under this Contract; and 

2.2
waiver by the Service Provider of any right held previously by it to invoice for and be paid the amount by which the Charges are reduced pursuant to its exercise of the Supply Chain Finance Option.           

SCHEDULE 8 – RE-TENDER COOPERATION 
[UNDER CONSIDERATION] 
tfl standard contract for services
40
30 October 2019 tfl legal
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