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Background

The Civil Contingencies Act 2004 provides a single framework for civil protection in the United Kingdom.  Part 1 of the Act outlines local arrangements for civil protection and establishes a clear set of roles and responsibilities for those involved in emergency preparation and response at the local level. The Act divides local responders into two categories, imposing a different set of duties on each. Those in Category 1 are organisations at the core of the response to most emergencies (e.g. emergency services, local authorities, NHS bodies). Category 1 responders are subject to the full set of civil protection duties.  As a local authority, Pendle Borough Council is a Category 1 responder and amongst other duties is required to:

· assess the risk of emergencies occurring and use this to inform contingency planning; 

· put in place emergency plans; 

· put in place Business Continuity Management (BCM) arrangements; 

· put in place arrangements to make information available to the public about civil protection matters and maintain arrangements to warn, inform and advise the public in the event of an emergency; 

· share information with other local responders to enhance co-ordination; 

· co-operate with other local responders to enhance co-ordination and efficiency; and 

· provide advice and assistance to businesses and voluntary organisations about business continuity management. 

The Act requires the Council to maintain plans to ensure that we can continue to exercise our functions in the event of an emergency so far as is reasonably practicable.  In the event of an emergency the duty relates to all our functions, not just our emergency response functions if the impact on the local community is to be kept to a minimum.

This document forms part of the Council’s business continuity management arrangements and sets out the framework for Pendle Borough Council’s BCM Programme.  
The arrangements outlined in this document have been endorsed by the Chief Executive and Leader of the Council.  The Council’s Corporate Management Team is committed to the implementation of the BCM programme.  

The main elements and purpose of this BCM Strategy & Policy are:

· To appoint a strategic team with overall responsibility and accountability for BCM;
· To gain corporate buy-in to and get a strategic statement of support for BCM;
· To identify key roles & responsibilities;
· To gain assurance that the BCM programme is aligned with the Council’s strategic objectives.

The key outcomes:
· To gain high level support for the Council’s BCM programme, endorsed by the Chief Executive and Leader of the Council;
· To set the framework for compliance with the requirements of the Civil Contingencies Act.

This document is structured as follows:
Section 1: 
Business Continuity Management Strategy

Appendix A: Business Continuity Management Policy Statement
Section 1

BUSINESS CONTINUITY MANAGEMENT STRATEGY

A. Introduction

1. This Business Continuity Management Strategy provides the framework within which Pendle Borough Council can comply with the business continuity requirements of the Civil Contingencies Act 2004 and which is consistent with corporate governance best practice.  Business Continuity Plans will ensure that the Council can continue to deliver a minimum level of service in its critical functions following a significant incident or emergency.
2. Lead responsibility for Business Continuity Management (BCM) at the Council rests with the Environmental Services Manager and includes the production, co-ordination, validation and review of the Council’s BCM activity.  

3. Industry best practice guidelines have been used in the formulation of this strategy.  Corporate business continuity is closely linked to corporate risk management and this strategy should be read in conjunction with the Council’s Risk Management Strategy.

4. The Council’s Management Team (MT) has endorsed the basic principles of the Business Continuity Strategy.

B. Scope 

5. Business Continuity Management is a cross-functional, organisation-wide activity.  As a result the arrangements outlined in this strategy apply to:

· All service areas within the Council

· All members of staff

· All business processes and resources

· Suppliers, partners and outsourced services/contracts

· Other relevant stakeholders

This strategy applies to all parts of the Council as all Service Areas play a key role in maintaining service delivery.  The requirement to plan applies to services, particularly those identified as critical through the Council’s business continuity methodology and agreed by Management Team. This includes the management of outsourced contracts.  The aim is to ensure that business continuity standards are in place so that the service provider is able to deliver acceptable standards of service following a disruption to the Council or the supplying company.  

C. Statutory Requirements
6. The Civil Contingencies Act 2004 provides a single framework for civil protection in the United Kingdom.  Part 1 of the Act outlines local arrangements for civil protection and establishes a clear set of roles and responsibilities for those involved in emergency preparation and response at the local level. 
7. The Act divides local responders into two categories, imposing a different set of duties on each. Those in Category 1 are organisations at the core of the response to most emergencies (e.g. emergency services, local authorities, NHS bodies). Category 1 responders are subject to the full set of civil protection duties.  As a local authority, Pendle Borough Council is a Category 1 responder and amongst other duties is required to:

· put in place Business Continuity Management arrangements; 
8. The Act requires the Council to maintain plans to ensure that we can continue to exercise our functions in the event of an emergency so far as is reasonably practicable.  In the event of an emergency the duty relates to all our functions, not just our emergency response functions if the impact on the local community is to be kept to a minimum.

9. In relation to Business Continuity Management arrangements the Council is required to:

· maintain plans to ensure that they can continue to exercise its critical functions in the event of an emergency as far as reasonably practicable.

· include within the Business Continuity Plan (BCP) arrangements for exercises, for the purpose of ensuring the plan is effective, and arrangements for the provision of training to those involved in implementing the plan.

· review its BCP and keep up to date.

· have regard to assessment of both internal and external risks when developing and reviewing its BCP.

· have a clear procedure for invoking the BCP.

· publish aspects of the BCP insofar as making this information available is necessary or desirable for the purposes of dealing with emergencies.

D. What is Business Continuity and Business Continuity Management (BCM)

10. Business continuity
 is the strategic and tactical capability of the organisation to plan for and respond to incidents and business disruptions in order to continue business operations at an acceptable predefined level.
11. Business continuity management provides the strategic framework for improving an organisation’s resilience to interruption. Its purpose is to facilitate the recovery of key business systems and processes within agreed time frames, while maintaining the delivery of the Category 1 responder’s identified critical functions.  It assists organisations to anticipate, prepare for, prevent, respond to and recover from disruptions, whatever their source and whatever aspect of the business they affect.
12. BCM is a holistic management process that identifies potential threats to an organisation and the impacts to business operations that those threats, if realised, might cause. It also provides a framework for building organisational resilience with the capability for an effective response that safeguards the interests of its key stakeholders, reputation, brand and core business activities.  Business continuity management involves managing the recovery or continuation of activities in the event of a disruption, and management of the overall programme through training, exercises and reviews, to ensure business continuity plans stay current and up-to-date.

E. Benefits of Business Continuity Management

13. Effective Business Continuity Management delivers a number of tangible and intangible benefits to individual services and to the Council as a whole, including:

a. Develops a clearer understanding of how the organisation works and its priorities. 
b.
Protects the organisation, ensuring that it can help others in an emergency.

c.
Protects the reputation of the organisation.
d.
Produces cost benefits.

e.
Facilitates legislative compliance and good corporate governance.

F. Delivering the Strategy – Methodology

14. The process being used within the Council is based on the BCM model outlined in BS 25999 Business Continuity Management – Part 1: Code of practice published by the British Standards Institute – see below.
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The above diagram has at its core, BCM programme management, which is the catalyst for ensuring that a robust business continuity capability is developed and maintained within the organisation. This includes: 

· assigning responsibility for implementing and maintaining the BCM programme
· implementing business continuity within the council

· the ongoing management of business continuity including regular reviews and updates of arrangements and plans.

Assigning responsibilities 

15. It is essential that BCM has the full support of senior management. Without this support, it will be virtually impossible to embed a sense of value and ownership throughout the organisation.  It is also important that an individual or team within the organisation is responsible for managing and co-ordinating the BCM capability.  In this Council the lead officer for Business Continuity is the Environmental Services Manager, supported by senior management.

Establishing and implementing BCM in the organisation
16. This is the responsibility of the Council’s Management Team.  However, all members of staff have a responsibility to be aware of the plans that affect their service area and their role following invocation of any business continuity plan.

Ongoing management

17. There are a number of activities that should be undertaken on an ongoing basis to ensure that BCM remains current and embedded in the organisation. Responsibility for ensuring this happens rests with the Environmental Services Manager supported by the Council’s Management Team.  It involves: 
· making sure that the organisation’s business continuity plans, and related documents, are regularly reviewed and updated; 

· continuing to promote business continuity across the organisation; 

· administering the exercise programme; and 

· keeping the BCM programme updated through lessons learned and good practice. 

18. In addition to BCM programme management the methodology shown in the diagram above includes four stages to developing and maintaining the business continuity capability.  These are as follows with more detail on each provided below:
· Stage 1 - Understanding the Organisation

· Stage 2 - Determining BCM Strategy

· Stage 3 - Developing and implementing a BCM response

· Stage 4 - Exercising, Maintaining and Reviewing

Stage 1 Understanding the Organisation

19.  This is derived from:

· the Council’s objectives, obligations, statutory duties and operating environment;

· the activities, assets and resources that support the delivery of key processes and services;

· assessing the impact and consequences of failure of these activities; and

· identifying and evaluating the threats that could disrupt these.

20. This stage involves the use of business impact analysis and risk assessments to identify critical deliverables (services), evaluate priorities and assess the risks to the delivery of council services.  This stage involves informed and in-depth information gathering.

· Business Impact Analysis (BIA) – this assesses over time the impacts if the activity was disrupted and establishes the maximum acceptable period of disruption of each.  This considers the time period after disruption that the activity must be resumed; the minimum level needed upon resumption and the time period for achieving normal levels of operation.  It identifies and documents the critical processes and functions; the impact that a disruption of these activities would have on the Council; and the resources required to resume the activities within defined timescales.  
· Risk assessment – once the critical processes and functions have been identified via the BIA stage, a risk assessment can be conducted to identify the potential threats to these processes.  A risk assessment considers the likelihood and impact of a variety of risks that could cause a business interruption.
Stage 2 Determining BCM strategy 

21. This stage entails the identification of alternative strategies to mitigate loss and assessment of their potential effectiveness in maintaining the Council’s ability to deliver critical service functions.
22. The Council’s approach to determining BCM strategies will involve:

· Implementing appropriate measures to reduce the likelihood of incidents occurring and/or reduce the potential effects of those incidents;
· Taking account of mitigation measures in place;
· Providing continuity for critical services during and following an incident;
· Taking account of services that have not been identified as critical. 

23. A mix of strategies may be adopted.  Examples include ‘do nothing’ (i.e. accept the risk), change or end the process, insurance, risk mitigation or plan for business continuity.
Stage 3 Developing and implementing a BCM Response

24. This stage is concerned with the development and implementation of appropriate plans and arrangements to ensure the management of an incident and continuity and recovery of critical activities that support the delivery of key services.  The Council’s Strategic Crisis Management Plan and Corporate Business Recovery Plan underpin this.

Taken together these plans ensure that actions are considered for:

· the immediate response to the incident; ensuring that critical elements of service activities can be continued within acceptable timescales; other (non-critical) services will be brought back to an acceptable level of service as soon as practicable.
· interim solutions or maintaining an emergency level of service, leading to 
· the recovery and reinstatement of full services.
Stage 4 Exercising, maintaining and reviewing
25. The testing of plans helps to ensure that they remain fit for purpose, people understand their roles and responsibilities and the requisite resources are available.  It is important that plans keep pace with organisational change and are quality assured.  Reference to the latter may be achieved by working with the Council’s insurers and/or auditing against defined standards.
An exercise programme will enable the Council to:

· demonstrate and test the extent to which strategies and plans are complete, current and accurate and,
· identify opportunities for involvement and improvement.

26. It is important that a debrief is held following a BCM incident with the involvement of all relevant parties.  It should include those who are involved in the response planning to the incident and in the recovery from the incident.  Any lessons learnt should be captured and assigned to the appropriate staff for inclusion and updating in their elements of the BCM planning framework.
Embedding BCM in the organisation’s culture
27. This is a crucial part of the BCM framework. For the Council’s arrangements to be truly effective it is imperative that they are embedded within all services and that everyone understands their responsibilities and role.  This will be achieved within the Council by raising awareness for staff and the provision of training on BCM issues.

Awareness 
Raising and maintaining awareness of BCM with staff to ensure that they are aware of why BCM is important to the organisation.  This will be achieved by a combination of the following mechanisms: 

· involving staff in the development of the organisation’s strategy; 

· incorporating BCM in the staff induction process;

· written and oral briefings; 

· sharing the learning from internal and external incidents; and

· the exercising and review of BCM plans. 

Training 

All staff who have business continuity responsibilities shall have access to and receive appropriate training on BCM. 

G. BCM Arrangements Framework - Implementation Timetable
	Frequency
	Meeting / Workshop
	Action
	Attendees/ Responsibility for action
	Outcomes/next steps

	Annually

	
	Testing of  BCM arrangements  (SCMP & BRP)
Options include:
 - Desk check

 - Walk-through

 - Simulation

 - Live exercise   (e.g. to test critical  services)
	BCM Lead

Management Team
	Update / validation of plans / lessons learned feedback

	Every 3 Years
	BIA Review
	To ensure that the assessment of business critical activities, recovery times and threats is  up to date
	Service Managers
Management Team
	Updated Business Impact Analysis

Revisions to plans subject to BIA outcome

	Every 3 Years
	Service / Facility

Recovery Plans Review
	To review the plans in place
	All identified plan owners
	Updated  recovery plans

	Every 3 Years
	Desk Top Review – BCP Strategy and Policy, Business  Recovery Plan 
	To review the policy / strategy / plans in place
	BCM Lead working with Council’s Insurer
	Updated Strategy and Policy document

Updated SCMP and BRP 

	Annually


	Review of corporate BCM documents
	To determine changes required in light of external / internal factors (e.g. changes in regulatory framework or  business structure
	BCM Lead working with Council’s Insurer 
	Revisions to documents
Approval and awareness raising of changes


H. Roles and Responsibilities

28. Within the Council, responsibility for Business Continuity Management is assigned as follows:

a.
The Council is responsible
 for maintaining BCM plans to ensure that it can continue to perform its critical functions in the event of an emergency so far as reasonably practicable.

b.
The Environmental Services Manager has lead responsibility for BCM supported by the Council’s Management Team.

c. The Environmental Services Manager as the professional lead for business continuity within the Council is responsible for:

(1)
Review and development of the Council’s Business Continuity Policy in line with industry best practice and the priorities of the Council. 

(2)
Monitoring standards and compliance with policy.

(3)
Provision of support and guidance to Service Managers.

(4)
Production of the Council’s overarching BCP using analysis and assessment work completed within individual Services.

(5)
Providing advice to local business and voluntary organisations on BCM.

d.
Responsibility for the effective delivery of services rests with the respective Service Manager who may appoint an officer to carry out regular and systematic reviews of their designated role in the delivery of the Business Continuity Plans. 

e.
The Risk Management Group provides a forum to discuss and manage business continuity issues and to monitor and support the review process.  The Minutes from quarterly meetings of the Group are reported via the Council’s Management Team.
APPENDIX A

BUSINESS CONTINUITY MANAGEMENT 
POLICY STATEMENT

1. The Council is committed to implementing and maintaining robust Business Continuity Management (BCM) arrangements to enable key services to restore and maintain service delivery in the event of a disruption or emergency.   Such events may be internal (e.g. loss of IT, telephony or a key building) or external (e.g. severe weather or flooding). 
2. The Council acknowledges and accepts its responsibilities as set out in the Civil Contingencies Act 2004.  These include a requirement to maintain plans for the purpose of ensuring, so far as is reasonably practicable, that if an emergency occurs the Council is able to continue to perform its functions.
3. The Council’s BCM arrangements will meet the statutory requirements set out in the Civil Contingencies Act 2004 and also aim to align with the principles of the following standards:

· ISO 22301 Business Continuity Management. 
· ISO 27001 Information Security Management System.

· Recognised standards of corporate governance.
4. The Council will determine corporately what are its critical services and the potential threats or risks to these.  This will determine the priority areas for business continuity planning and the outputs from this work will be subject to periodic review.

5. Each Service Manager has responsibility for business continuity planning within their area of service ensuring compliance with the Council’s BCM programme. Where critical processes/services are identified any business continuity plan produced must ensure a minimum acceptable standard for response and recovery in the event of a disruption or emergency.  Each Service Manager will contribute to an annual review of the Council’s BCM arrangements with the outcomes reported to the Corporate Management Team.

6. Contracts with third parties for goods and/or services deemed critical to the Council’s functions shall contain a requirement for the supplier to provide, for evaluation, a business continuity plan covering the goods and/or services.  Tenders for business critical goods and/or services will include business continuity as an element of the tender evaluation model.

7. All Council staff will be made aware of the plans that affect their service delivery area and their role following invocation of any business continuity plans.
8. The Council will implement a programme of BCM testing exercises and ensure the learning is reflected in plans. 
	Signed
	
	
	

	
	
	
	

	
	Leader of the Council
	
	Chief Executive
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� BS25999 Business Continuity Management


� Cabinet Office - Emergency Preparedness (Chapter 6)


� Civil Contingencies Act 2004 (para 6.1 - 6.13)
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