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DEFINITIONS
In this agreement, unless expressly stated otherwise, the following terms shall have the following meanings:
Data Controller: the organisation or person who, alone or jointly with others, determines the purposes and means of the processing of Personal Data;
Data Processor: the organisation or person who processes data on behalf of a Data Controller;
Data Protection Legislation: the UK General Data Protection Regulation (UK GDPR) and the Data Protection Act 2018, or such other domestic legislation that supplements and /or implements the UK GDPR, along with associated guidance and Codes of Practice, and any other applicable legislation or matters of common law relating to the protection, privacy and/or the processing of Personal Data.
the terms personal data, process, processing, supervisory authority, Data Controller, Data Processor and other words or that have a particular meaning under Data Protection Legislation shall have the same meanings here as is ascribed to them under such Data Protection Legislation. 
BACKGROUND
Provide a brief overview of what project / contractual arrangement this Data Sharing Agreement relates to.  For example: What is it called?  What are it’s aims?  How are the parties / legal entities named in this agreement working together?  What will it produce?  
If applicable, briefly summarise any legal obligations / requirements that support the project and/or the processing of any personal data.
Briefly summarise the role of the parties engaged by this agreement (not necessarily in data protection terms), what their role is, and why it is appropriate for the sharing or information / personal data under this agreement.
GENERAL
This agreement shall only be valid in the case that responsibilities under Data Protection law and the status of any party as a Data Controller (alone or jointly), or as a Data Processor has been clearly documented in Appendix 1 Section 1.2 / 1.3 in advance of any exchange or processing of data.
In addition to Appendix 1, this agreement shall only be valid where, with respect to assigned duties in Appendix 1 – Section 1.2 / 1.3 the responsibilities of parties have been further detailed in a relevant appendix. These should be completed on the following basis:
Where parties are identified as separate Data Controllers in Appendix 1 Section 1.2, this agreement shall require the completion of Appendix 2 to establish terms of transfer.
Where parties are identified as Joint Data Controllers in Appendix 1 Section 1.2, this agreement shall require completion of Appendix 3 to establish responsibilities.
Where parties are identified as Data Processors in Appendix 1 Section 1.3, this agreement shall require completion of Appendix 4 to provide Data Processor instruction.
Where multiple parties agree to exchange data, relevant responsibilities for each party must be identified in Appendix 1, and corresponding appendices completed in parallel for each relationship.
Parties agree that variations to any appendix to this agreement must be made in writing, agreed by all parties and stored alongside this document.
This agreement shall be subject to periodic review to assess the effectiveness of this agreement to ensure that arrangements resulting in the sharing of data between parties to ensure remain proportionate, effective and otherwise fit for purpose. This shall be established in Appendix 1 – Section 1.5.
Parties identified as public authorities for the purposes of the Freedom of Information Act 2000, shall ensure they are listed visibly to all other parties Appendix 1 – Section 1.4 and, as appropriate, shall clarify any information deemed to be held “on behalf of” the Public Authority in Appendix 5.
Where the arrangement involves parties acting as Joint Data Controllers, the key terms / essence of this agreement must be made available to Data Subjects whose data are processed by those terms.
Where the arrangement involves sharing between Independent Data Controllers sharing agreement and/or Data Processor instruction but does not refer to a Joint Data Controller agreement, the key terms / essence of this agreement may be made available to Data Subjects whose data are processed by these terms, by mutual agreement of all parties and documented in Appendix 1 – Section 1.5. 

GENERAL RESPONSIBILITIES OF DATA CONTROLLERS
Each Data Controller undertakes to comply with Data Protection Legislation regarding the processing of Personal Data, including:
Implementation of appropriate technical and organisational measures to ensure compliance.
Consideration of the rights and freedoms of data subjects in proportion to the nature, scope, context of processing, the state of the art and likelihood and severity of any risk resulting from processing.
Ability demonstrate to regulators and data subjects, that processing is performed in accordance with the Data Protection Legislation and the terms of this agreement, including as appropriate implementation and maintenance of data protection policies.
To maintain transparent information, communication and processes for the exercise of rights of the Data Subject, including identification of parties acting as Data Controllers. This information will at all times be concise, transparent, intelligible and provided in an easily accessible format.
To otherwise facilitate the exercise of the rights of a Data Subject under the Data Protection Legislation, unless it can be demonstrated that the Data Controller is not in a position to identify the Data Subject.  
To ensure that Data Protection Impact Assessments are undertaken where appropriate in advance of any data sharing, upon any change in circumstances affecting the data sharing, or as otherwise appropriate or desirable to ensure risks to data subjects are mitigated.
Any sharing between Data Controllers that is not deemed to be jointly determined in Appendix 1 – Section 1.2 shall be understood to be sharing between Data Controllers with independent sets of responsibilities. To provide assurance to parties providing information under this agreement, recipient Data Controllers shall agree to: 
commit to monitor and ensure their own compliance with the Data Protection Legislation regarding the processing of personal data they have collected or received via transfer pursuant to the terms of this Agreement;
implement appropriate technical and organisational measures to ensure a level of security appropriate to the risks during any transfer and common processing, including as appropriate: 
Psudonymise and encrypt personal data during transfer or whilst at rest;
Ensure the ongoing confidentiality, integrity, availability and resilience of systems and services to prevent a breach condition under the Data Protection Legislation;
Ensure that the ability to restore access or availability of personal data in a timely manner is in place in the event of a physical or technical incident;
Processes for regularly testing, assessing and evaluating the effectiveness of technical and organisational measures for ensuring the security of processing;
in assessing the appropriate level of security for matters under Section 4.2 of this agreement, Data Controllers shall take into account: 
the state of the art, the costs of implementation and the nature, scope, context and purposes of processing; the risk of varying likelihood and severity for the rights and freedoms of natural persons; and
the risks that are presented by processing, in particular from accidental or unlawful destruction, loss, alteration, unauthorised disclosure of, or access to personal data transmitted, stored or otherwise processed; 
ensure that purposes of the transfer have been made transparent to all parties in through completion of relevant protocols by the terms of Section 2.2 (a)-(c) of this Agreement;
co-operate and assist the Data Controller with any Data Protection Impact Assessment required or considered desirable in advance of the relevant data sharing.
to process and respond to data protection subject rights requests within the time frames dictated by Data Protection Regulation, and where necessary inform other Data Controllers so they can take appropriate.
 to notify any other Data Controllers when a breach has been detected
Any intention to transfer Personal Data outside of the United Kingdom to any third country must be detailed in writing in the relevant appendix, as established by the terms of Section 2.2 (a)-(c) of this agreement.  Where transfer of data are intended which are not listed in the relevant appendix, parties acting as Data Controllers to the information must be notified in writing and provide agreement ahead of the transfer and the result stored alongside this agreement. 
Any intention to transferred data for the purposes of profiling must be made transparent to parties to this agreement. This may be established by the relevant appendix, as established by the terms of Section 2.2 (a)-(c) of this agreement.

SPECIFIC RESPONSIBILITIES OF PARTIES ACTING AS JOINT DATA CONTROLLERS
Where parties identify the determination purposes or means of processing as sufficiently close to constitute a Joint Data Controller relationship, and indicate this in Appendix 1 – Section 1.2 the following conditions shall apply:
Joint Data Controller parties shall in a transparent manner through Appendix 3 determine respective responsibilities in relation to the Data Protection Legislation.
Joint Data Controller parties shall ensure that respective duties have been established and effectively assigned to uphold all Data Subjects rights and discharge the Joint Data Controller’s duty to provide sufficient information to contribute a privacy notice by the terms of Articles 13 and 14 of the Data Protection Legislation. This may be achieved by completing Appendix 3 – Sections 3.12 – 3.19.
Joint Data Controllers shall recognise that irrespective of the terms of the arrangement, the data subject may exercise their rights under the Data Protection Legislation against either party.
Without prejudice to the rights of the data subject, Joint Data Controllers will establish lead parties with responsibilities for communicating with Data Subjects and, as applicable, in a leading capacity with the regulator in Appendix 3 – Sections 3.20 – 3.21.
Parties acting as Joint Data Controllers who are not nominated as a lead party with respect to any responsibility in this agreement, agree to notify other parties without delay upon receiving correspondence or rights requests from a Data Subject relating to matters of shared responsibility. In any event, this period should not exceed 72 hours after the initial correspondence.
Parties agree that in the case of a Personal Data breach, concerning information shared under a Joint Data Controller agreement, parties shall inform each other without undue delay (and in any event within 24 hours) of becoming aware of a breach. Any notification to other parties shall:
describe the nature of the Personal Data breach including, where possible, the categories and approximate number of Data Subjects concerned, and the categories and approximate number of Personal Data records concerned; 
[bookmark: _Ref470788450]describe the likely consequences of the Personal Data breach; and
[bookmark: _Ref470788452]describe the measures taken or proposed to be taken by the Joint Data Controller to address the Personal Data breach, including, where appropriate, measures to mitigate its possible adverse effects,
Parties shall agree respective roles in readiness for a potential breach in in Appendix 3 – Sections 3.20 – 3.21. This shall include how decisions with respect to notification of data subjects and the regulator are to be reached and in the event of notification:
A named individual who shall lead on notifying the regulator and / or data subjects and who will be available on behalf of the Joint Data Controller to provide more information in response to any request.
A party who will take responsibility for including information provided by parties from Section 4.1(e)(i)-(iii) in the course of any notification.
Where any information relating to a Personal Breach is unable to be provided at the initial notification, the information may be provided in phases but must not be subject to undue delay.
DATA PROCESSORS
Where a party to this agreement agrees to carry out processing on behalf of a Data Controller, they shall be deemed a Data Processor. Data Processors and their Data Controllers must be identified in Appendix 1 – Section 1.3.
A Data Processor shall not process personal data shared with them by a Data Controller except under specific instructions from the Data Controller. Where a Data Controller-Data Processor relationship has been identified in Appendix 1 – Section 1.3, Appendix 4 must be completed for this agreement to be valid. This agreement and the terms of Appendix 4 shall then be treated as a binding contract to the Data Processor.
Data Processors subject to this agreement shall agree:
To only act on the documented instruction in Appendix 4 of the Data Controller with regards to both processing of the personal data generally and the transfer of personal data to a third country or international organisation, unless otherwise required to do so by a legal obligation. Unless otherwise specified at Appendix 4, the Data Processor is prohibited from transferring such personal data outside of the EEA.
To first inform the Data Controller of any legal requirement that obliges it to process personal data or transfer such data to a third country outside of the terms of the agreement in Appendix 4, unless that law prohibits such acts to inform on important grounds of public interest.
To ensure that all staff or authorised persons processing data on behalf of the Data Controller have committed themselves to confidentiality or are under appropriate statutory obligation of confidentiality. This will be done by ensuring that all authorised persons will undertake training in the Data Protection legislation to understand data subject rights and the obligations in a Data Controller and Data Processor agreement which can be demonstrated to the Data Controller upon request.
To ensure appropriate technical and organisational measures to ensure a level of security appropriate to the risk, by means at the choice of and demonstrable to the Data Controller at their request. As appropriate these may include means to: 
Psudonymise and encrypt personal data during transfer or whilst at rest;
Ensure the ongoing confidentiality, integrity, availability and resilience of systems and services to prevent a breach condition under UK GDPR;
Ensure that the ability to restore access or availability of personal data in a timely manner is in place in the event of a physical or technical incident;
Processes for regularly testing, assessing and evaluating the effectiveness of technical and organisational measures for ensuring the security of processing;
To ensure that, compliance can be maintained with any approved code of conduct issued by supervisory authorities and agreed in Appendix 4, section 4.11;
To assist and co-operate with the Data Controller in ensuring general compliance with appropriate technical and organisational security measures in matters relating to the transferred personal data, undertaking relevant Data Protection Impact Assessments where required, and to assist with preparing for matters of prior consultation with the supervisory authority where high risks to rights and freedoms of data subjects cannot be mitigated.
At the choice of the Data Controller, to securely delete or return to the Data Controller all the personal data shared under this Agreement at the end of the provision of services relating to processing, and to securely delete existing copies unless otherwise obliged to retain them by a legal obligation (in which case the Data Processor shall promptly notify the Data Controller of such legal obligation) and to confirm to the Data Controller once the process of such deletion or return has been completed.
To make available to the Data Controller all information necessary to demonstrate compliance with obligations laid down in this agreement and to contribute to audits, including inspections, conducted by the Data Controller or another auditor mandated by the Data Controller.
Where the Data Processor wishes to engage another Data Processor for carrying out specific activities on behalf of the Data Controller, the Data Processor must seek the prior written permission of the Data Controller. This agreement shall be contingent on:
The agreement and demonstration to the Data Controller that this agreement or a contract with parity of terms has been established with any further Data Processors.
That all agreements are, at the choice of the Data Controller, demonstrable and transparent to the Data Controller.
The Data Processor remaining fully liable to the Data Controller for the performance of the obligations of any further Data Processor so engaged.
Where the Data Processor receives a request from a data subject to exercise rights under the Data Protection Legislation, or a complaint or request relating to the Data Controller's obligations under the Data Protection Legislation, it shall notify the Data Controller within 2 working days and no take further steps in relation to the same until such time that it receives written instructions to do so from the Data Controller.
In the event that the Data Controller requests information from the Data Processor for the purpose of complying with a request or complaint in accordance with clause 7.5, the Data Processor shall retrieve the relevant data and provide a full copy of such to the Data Controller without undue delay but in any event within two (2) business days of such a request being made.
Where the Data Processor becomes aware of any unauthorised or unlawful processing, accidental alteration, loss, destruction or disclosure of, or damage or access to the personal data, the Data Processor shall:
Record the details of the suspected incident in a security incident log and undertake an initial investigation immediately into the suspected incident;
Notify the Data Controller of the suspected incident and the findings of the initial investigation without undue delay and in any event within 24 hours of becoming aware of the suspected incident. The Data Processor shall take no further steps in relation to the same until such time that it receives written instructions to do so from the Data Controller;
Fully co-operate with the Data Controller in the course of any investigation undertaken by the Data Controller and any subsequent corrective actions arising therefrom, including any report to, and investigation by, the relevant supervisory authority and/or notification to any affected individuals; and 
Implement any measure necessary to restore the security and integrity of any compromised personal data.
The Data Processor shall inform the Data Controller of any intended changes concerning the addition or replacement of Data Processors and provide sufficient opportunity to object to such changes.
Without prejudice to the rights to compensation and liability, general conditions for imposing administrative fines and penalties for infraction of Data Protection Legislation, where a Data Processor fails to adhere to or exceeds the terms of Appendix 4, the Data Processor shall be considered to be a Data Controller in respect of that processing with independent responsibilities to Data Protection Legislation.
It is the obligation of the Data Processor to immediately inform the Data Controller if, in the Data Processors opinion, an instruction infringes the Data Protection Legislation or wider matters of the law.
Aside from general responsibilities of a Data Controller as listed in Section 4 a Data Controller instructing a Data Processor shall:
Monitor publications by the supervisory authority and ensure that this agreement remains consistent with standard contractual clauses requirements for matters of technical and organisational security and engagement of Data Processors.
Upon changes to standard contractual clauses by the supervisory authority to issue and agree a revision to this contract within three months of their final publication by the supervisory authority.
To ensure that Data Processor instruction as identified in Appendix 4, support the rights and freedoms of data subjects and that Data Processor instruction only includes measures that are fair and legal to the data subject.

FREEDOM OF INFORMATION
Where a party to this agreement is identified in Appendix 1 - Section 1.4 as a Public Authority or body with responsibilities under Section 5, Section 6 or Schedule 1 of the Freedom of Information Act 2000 ('FOIA'), they should complete Appendix 5 to establish the application of the “right of access to information held by public authorities” in any shared arrangement.
Parties to this agreement acknowledge the separation of Data Protection legislation from FOIA and note that Data Controller / Data Processor status are not clear determinants of responsibilities under FOIA.
Parties acknowledge that the responsibilities of public authorities to Freedom of Information extend beyond personal data that is otherwise the scope of this agreement.
Parities acknowledge that correspondence, reports or other information sent directly into systems operated by public authorities shall be deemed to ‘hold’ the information under Freedom of Information and that, as such may be considered for disclosure under Freedom of Information. 
Parties acknowledge that it is the sole responsibility of the Public Authority to determine the application of freedom of information, including the application of exemptions, to data directly ‘held’ by them. This shall be irrespective of the status of the Public Authority as Data Processor or Data Controller with respect to this agreement and the exercise of FOIA shall be considered an overriding legal responsibility of the Public Authority.
Where parties contributing data to be held by a Public Authority have a concern for their commercial interests, or other legal exemptions they may make this concern known to the Public Authority via Appendix 5, section 5.3 (a). This may be taken into consideration by the Public Authority during the review of materials ahead of disclosure under FOIA, however parties acknowledge the Public Authority bears sole discretion over their responsibilities to disclosure.
Parties not listed in Section 5, Section 6 or Schedule 1 as public authorities for the purposes of FOIA shall have no direct responsibilities or requirements to disclose information.
Information held on behalf of a Public Authority by another party to this agreement shall have responsibilities to supply information to the Public Authority in the event of request under FOIA being considered by the Public Authority.
The determination of what information shall be deemed held on behalf of a Public Authority shall be made in Appendix 5 – Section 5.1.  Specifically, with reference to this agreement:
Where a Public Authority acting as Data Controller instructs a Data Processor, the Data Controller’s obligations to respond to FOIA requests and requirements for the Data Processor should be clarified in Appendix 5 - Section 5.1.
Where a Public Authority and other parties are acting as Joint Data Controllers, the status of any information as ‘held’ on behalf of that Public Authority shall be considered and listed in Appendix 5 - Section 5.1;
Where a party to this agreement is sharing information as Data Controller with a Public Authority, no information held by any other party to this agreement shall be deemed to be held on behalf of a Public Authority, unless explicitly stated in Appendix 5 - Section 5.1 by mutual agreement. Data Controllers recognise that information shared and ‘held’ directly by the Public Authority shall be considered a matter for Public Authority decision in line with Section 8.5.
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INFORMATION GOVERNANCE PROTOCOL
With respect to any relationship requiring the transmission of data or determination of its purposes between the Greater London Authority and any third party, this agreement will only be valid if both this section and any corresponding protocols listed in Italics have been completed.

With respect to the determination of the nature, means and purposes of processing, the following parties to this agreement will be Data Controllers:
	Legal Entity

	THE GREATER LONDON AUTHORITY

	[Organisation X]



With respect to the relationship between Data Controllers, the following parties will be understood to determine the means, nature and purposes either jointly or in common:
	Legal Entity
	Data Protection Duty

	[The Greater London Authority] to [Organisation Y]
	Joint Data Controllers

	[Organisation X] to [Organisation Z]
	Data Controller(s) to Data Controller


Where Independent Data Controllers have been identified Appendix 2 must be completed.
Where Joint Data Controllers have been identified Appendix 3 must be completed.
With respect to the determination of the nature, means and purposes of processing, the following parties to this agreement will be Data Processors on behalf of a Data Controller:
	Legal Entity as Data Processor
	Processing on behalf of Data Controller(s)

	[Organisation X]
	THE GREATER LONDON AUTHORITY 

	
	


Where Data Processors have been identified, Appendix 4 must be completed,

With respect to Freedom of Information Legislation, the follow parties are identified as public authorities:
	Legal Entity designated as Public Authorities

	THE GREATER LONDON AUTHORITY


Where a party to this agreement is a Public Authority under Schedule 1, Section 5 or Section 6 of the Freedom of Information Act, Appendix 5 should be completed.
Review period for the effectiveness of this agreement and any arrangements resulting in the sharing of data between parties:
[timescales] e.g:  As part of annual review meeting to review data shared in quarter and assess relevance, adequacy and proportionality of transfers and modify protocol accordingly. This should be every two year at minimum. 
With respect to ‘Data Controller-to-Data Processor’ arrangements or ‘Data Controller-to-Data Controller’ sharing arrangements established in this agreement, detail, as applicable, provisions by which for the key terms or essence of this agreement will be made known to Data Subjects.
How will individuals be made aware that their data is being processed? For example:  By the Data Controller in privacy notices, Key Terms will be made available, as responsibilities will be established by Controllers separately in relation to UK GDPR Article 14 duties.



DATA CONTROLLER TO DATA CONTROLLER SHARING PROTOCOL
This section must be filled out to detail any transfer of information between Data Controllers maintaining independent sets of responsibilities, identified as Data Controllers in in Appendix 1, section 1.2.
For each information flow between Independent Data Controllers listed in Appendix 1 (1.2):
The nature of the purpose and legal basis of the data sharing shall be limited to:
	Data Flow:
	Legal Basis
	Purpose

	[The Greater London Authority] to [Organisation Y]
	[Legal Basis]
	

	[Organisation X] 
to [Organisation Z]
	[Legal Basis]
	



The Data Subjects to which the Personal Data relates shall be limited to:
	Data Flow:
	Category / description of Data Subjects

	[The Greater London Authority] to [Organisation Y]
	

	[Organisation X] 
to [Organisation Z]
	



With reference to categories of Data Subjects listed in 2.3, categories of personal data shall be limited to:
	Data Flow:
	Categories of Personal Data (excluding special category or criminal data)

	[The Greater London Authority] to [Organisation Y]
	

	[Organisation X] 
to [Organisation Z]
	



Where applicable: With reference to categories of Data Subjects listed in appendix 2.3, processing of special category data shall be limited to:
	Data Flow:
	Special Category
	Specific nature or form of the special category data

	[The Greater London Authority] to [Organisation Y]
	[Article 9 Category]
	

	[Organisation X] 
to [Organisation Z]
	[Article 9 Category]
	



Where applicable: With reference to categories of Data Subjects listed in appendix 2.3, processing of data relating to criminal convictions and offences shall be limited to:
	Data Flow:
	Law/Official Authority permitting processing
	Specific nature or form of the conviction or offence data

	[The Greater London Authority] to [Organisation Y]
	[Article 10 Justification]
	

	[Organisation X] 
to [Organisation Z]
	[Article 10 Justification]
	



Where applicable:  Detail any transfer outside of the United Kingdom, Data Controller responsible and agreed safeguards in line with the Data Protection Legislation:
[YES / NO.  If Yes provide details]
Where applicable:  Detail if any information transferred will be used for the purposes of profiling, Data Controller responsible and agreed reasonable safeguards:
[YES / NO.  If Yes provide details]
Where applicable:  Provide any further details such as retention periods, onwards sharing with further Data Controllers/Data Processors or appropriate technical and organisational measures that parties to this agreement should be notified of:
[Relevant details]

JOINT DATA CONTROLLER PROTOCOL
This section must be filled out to detail any establishment of processing between legal entities is undertaking on a Joint Data Controller basis and with a single shared set of responsibilities.
For each arrangement of Joint Data Controllers listed in Appendix 1 (1.2):
The purposes and legal basis of the processing shall be limited to:
	Joint Data Controller
	Legal Basis
	Purpose

	[The Greater London Authority]
[Organisation Y]
	[Legal Basis]
	



The Data Subjects to which jointly processed Personal Data relates shall be limited to:
	Joint Data Controller
	Category / description of Data Subjects

	[The Greater London Authority]   [Organisation Y]
	



With reference to categories of Data Subjects listed in 3.3, categories of personal data jointly processed shall be limited to:
	Joint Data Controller
	Categories of Personal Data (excluding special category / criminal data)

	[The Greater London Authority]   [Organisation Y]
	



Where applicable:  With reference to categories of Data Subjects listed in appendix 3.3, joint processing of special category data shall be limited to:
	Joint Data Controller
	Special Category
	Specific nature or form of the special category data

	[The Greater London Authority]   [Organisation Y]
	[Article 9 Category]
	



Where applicable:  With reference to categories of Data Subjects listed in appendix 3.3, joint processing of data relating to criminal convictions and offences shall be limited to:
	Joint Data Controller
	Law/Official Authority permitting processing
	Specific nature or form of the conviction or offence data

	[The Greater London Authority]   [Organisation Y]
	[Article 10 Justification]
	

	[Organisation X]  [Organisation Z]
	[Article 10 Justification]
	



With reference to categories of Data Subjects listed in 3.3 and specific categories of personal data jointly processed under 3.4 to 3.5, provide details of the agreed retention period and party responsible for ensuring management and erasure:
Relevant Retention period
Party to be responsible for managing / erasure
With reference to categories of Data Subjects listed in 3.3 and specific categories of personal data jointly processed under 3.4 to 3.5, provide details of any onwards sharing to other parties, the assignment of responsibilities and any agreements which may be in place:
	Data Flow: 
	Responsibility
	Purpose
	Governing Contract  

	[Joint Data Controller] to  [Organisation Y]
	[Data Processor /Data Controller]
	
	



Where applicable:  Detail any transfer outside of the United Kingdom, Data Controller responsible and jointly agreed safeguards in line with the Data Protection Legislation:
[Not Applicable / Relevant Details]
Where applicable: Detail if any information transferred will be used for the purposes of profiling, jointly agreed reasonable safeguards:
[Not Applicable / Relevant Details]
Where applicable: If Joint Processing is in relation to an information society service, detail jointly agreed conditions for child’s consent:
[Not Applicable / Relevant Details]
For each arrangement of Joint Data Controllers listed in Appendix 1 (1.2), assign responsibilities for:
Any notifications will be made to the Data Protection lead identified in Appendix 5.
Privacy Impact Assessments will be carried out by:
	Party Responsible: 
	Privacy Notice / Alternative Measure

	[Organisation X]
	



The right to be informed will be met where data has not been collected by the Joint Data Controller by:
	Party Responsible: 
	Sources
	Privacy Notice / Alternative Measure

	[Organisation X]
	
	



The right of access by the data subject will be ensured by the Joint Data Controller by:
	Party Responsible: 
	Subject Access Request Responsibilities

	[Organisation X]
	



The Right to rectification by the data subject will be ensured by the Joint Data Controller by:
	Party Responsible: 
	Responsibilities for amending inaccurate data

	[Organisation X]
	



Right to erasure
	Party Responsible: 
	Responsibilities for erasure and right to be forgotten

	[Organisation X]
	



Right to restriction of processing
	Party Responsible: 
	Responsibilities for erasure and right to be forgotten

	[Organisation X]
	



Where applicable: Management of Profiling and Automated decision making
	Party Responsible: 
	Responsibilities for managing objections and alternatives to profiling and automated decision making

	[Organisation X]
	



Where applicable: Right to data portability
	Party Responsible: 
	Responsibilities for delivering Data Portability

	[Organisation X]
	



Management of correspondence with the data subject, including obligations to notify regarding rectification, erasure or restriction and the right to object:
	Party Responsible: 
	Responsibilities for correspondence with Data Subjects

	[Organisation X]
	



Cooperation with the Information Commissioners office 
	Party Responsible: 
	Responsibilities for liaison with the ICO, including notification of a personal data breach

	[Organisation X]
	




Responsibilities of all parties upon identifying a personal data breach in Joint Data Controller activities
	Party
	Actions to manage breaches, assigned roles and responsibilities

	[Organisation X]
	

	[Organisation Y]
	





DATA PROCESSOR INSTRUCTION
This section must be filled out to detail the intention and binding instruction of any Data Controller to enable processing on their behalf via a Data Processor. This section must be filled out where a Data Controller-Data Processor relationship has been listed in Appendix 1, section 1.3.

The Data Processor shall only process the personal data relating to:
	Data Processor
	Responsible Data Controller
	Categories of Data Subjects

	[Organisation Y]
	[Organisation X]
	Who are the individuals whose personal data is being processed? How have they provided their data; how has/is it being collected?



The Data Processor shall remain consistent with the purpose and legal basis of processing:
	Data Processor
	Responsible Data Controller
	Purpose
	Legal Basis

	[Organisation Y]
	[Organisation X]
	What is the purpose for processing personal data?  What is the aim? Summarise how the legislation facilitates the processing of personal data.  Summarise what the processor  will be instructed to do with GLA data 
	Detail any legislation why supports this work in this area, particularly any collection or processing of personal data and its sharing under this agreement



The Data Processor shall only carry out processing of data with relevance to:
	Data Processor
	Responsible Data Controller
	Subject Matter & Categories of Data

	[Organisation Y]
	[Organisation X]
	Please list all types of personal data that will be shared with, collected and/or processed by organisation x.  Do not list data which is not being shared under this agreement.  If different types of data are being processed for different purposes, briefly explain.



Where applicable:  With reference to categories of Data Subjects listed in appendix 4.1, processing of special category data shall be limited to:
	Data Processor
	Responsible Data Controller
	Subject Matter & Categories of Data

	[Organisation Y]
	[Organisation X]
	Please list all types of special category personal data that will be shared with, collected and/or processed by organisation x.  Do not list data which is not being shared under this agreement.  If different types of data are being processed for different purposes, briefly explain.



The Data Processor shall only carry out processing by means and nature of:
	Data Processor
	Responsible Data Controller
	Categories of work and means of processing

	[Organisation Y]
	[Organisation X]
	If this is not detailed in another document, explicitly define what processing of personal data is permitted under this agreement.  
Define precisely what activities the data processor is permitted to carry out on behalf of the data controller – what can they do, and what can they not do with the data on our behalf? Are they permitted to update records?  Do they need to update us of changes?  Be as clear as possible.



The Data Processor shall only carry out processing for the period of time:
	Data Processor
	Responsible Data Controller
	Duration of processing

	[Organisation Y]
	[Organisation X]
	



With reference to categories of Data Subjects listed in 4.1 and specific categories of personal data processed under 4.3 and 4.4, provide details of the agreed retention period and party responsible for ensuring management and erasure:
	Data Processor
	Responsible Data Controller
	Duration of processing

	[Organisation Y]
	[Organisation X]
	Please detail specific retention periods for the different types of data that will be collected and processed, and at what point should the data no-longer be used for specific purposes.   State which party is response for managing erasure and/or disposal
If this is detailed elsewhere, please refer to that document here.



With reference to categories of Data Subjects listed in 4.1 and specific categories of personal data processed under 4.3 and 4.4, provide details of any onwards sharing to other parties, the assignment of responsibilities and any agreements which may be in place:
	Data Flow: 
	Responsibility
	Purpose
	Governing Contract  

	
	
	This section should be used to describe any other data flows by which the successful company will be permitted to share data with other third parties that do not involve the data being going through the GLA. 
	



The right to be informed will be met where data has not been collected by the Data Controller by:
	Party Responsible: 
	Sources
	Privacy Notice / Alternative Measure

	ORGANISATION X
	
	Where necessary describe how the data processor will ensure data subjects are made aware about how personal data is being recorded, processed, shared etc when it is being collected by themselves, along with how individuals can make a subject access request, lodge a complaint etc.



At the end of the period, unless otherwise instructed by the Data Controller, the Data Processor will return or delete data under the following terms:
Detail how data may be returned or otherwise deleted in relation to each Data Controller-Data Processor Relationship
Details of agreed transfers to a third country or international organisation by the Data Processor on behalf the Data Controller
Detail of any agreed transfers outside of the UK
Details of any agreed engagement of further Data Processors by the party as acting as Data Processor in this agreement and measures to ensure compliance. 
Detail of any subcontract / further Data Processor agreements, or
Details of any guarantees of appropriate technical / organisational measures
Details of types of information that will be made available to the Data Controller by the Data Processor necessary to demonstrate compliance: 
e.g. proof of Data Protection Legislation Training
Details of expected contribution by the Data Processor to audits mandated by the Data Controller.
Details of audit programs or mandatory inspections to evidence compliance.
Details of any agreed code of conduct issued by the Information Commissioners Officer or other supervisory authority the Data Processor is expected to adhere to:
Details of relevant code of conduct


FREEDOM OF INFORMATION
This section should be filled out whoever one or more parties to this agreement is a Public Authority for the purposes of Freedom of Information.
Information held on behalf of a Public Authority
	Public Authority
	Legal entity holding data
	Description of information held on behalf of the authority

	[Greater London Authority]
	[Organisation X]
	[bookmark: _GoBack]Broadly describe information which is held on behalf of the GLA under this contractual arrangement (note, this does not automatically include organisation x’s normal business data that they hold solely for their own business purposes.



Instruction for the return or erasure of data held ‘on behalf of’ the Public Authority at the end of the duration of processing.
Detail how data may be returned or otherwise deleted by any legal entity holding data on behalf of a Public Authority
Commercial interests and legal exemptions of a party to this agreement requested to be taken into consideration by the Public Authority during any Freedom of Information decision.
Details of the commercial interests and legal exemptions of any party to this agreement





Names and contact details of responsible persons
Please define the responsible persons along with contact details for each party to this agreement. 
	Data Controller:
	Greater London Authority

	Name: 
	[Name]

	Job Title:
	[Job Title]

	Email Address:
	[Email Address]

	Phone Number:
	[Phone Number]

	Postal Address:
	City Hall, The Queen’s Walk, London SE1 2AA


	
Data Controller:
	[Data Controller 2]

	Name: 
	[Name]

	Job Title:
	[Job Title]

	Email Address:
	[Email Address]

	Phone Number:
	[Phone Number]

	Postal Address:
	[Address]




Names and contact details of Data Protection Officers for organisations
Where such post exists in line with Data Protection legislation:
	Data Controller
	Greater London Authority

	Name: 
	Ian Lister

	Job Title:
	Information Governance Manager & Data Protection Officer

	Email Address:
	Ian.lister@london.gov.uk

	Phone Number:
	020 7983 4668

	Postal Address:
	City Hall, The Queen’s Walk, London SE1 2AA



	Data Controller:
	[Data Controller 2]

	Name: 
	[Name]

	Job Title:
	[Job Title]

	Email Address:
	[Email Address]

	Phone Number:
	[Phone Number]

	Postal Address:
	[Address]




This document takes effect on the following date: [Date of commencement]

	Signed by [Name]
	)
	

	as duly authorised signatory
	)
	

	for and on behalf of
	)
	

	The Greater London Authority
	)
	



	Signed by [Name]
	)
	

	as duly authorised signatory
	)
	

	for and on behalf of
	)
	

	[Party 2]
	)
	



	Signed by [Name]
	)
	

	as duly authorised signatory
	)
	

	for and on behalf of
	)
	

	[Party 3]
	)
	



	Signed by [Name]
	)
	

	as duly authorised signatory
	)
	

	for and on behalf of
	)
	

	[Party 4]
	)
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