


ICT Security Questions
PLEASE COMPLETE AND RETURN WITH YOU BID


		
This section will be scored on a Pass/Fail basis, to pass this section each question must score a ‘3’ i.e. meets expectations using the following matrix:
	Score
	Scoring Principle

	5
	Excellent- Exceptional demonstration by the Organisation of the relevant ability, understanding, experience, skills, and resource and quality measures needed to meet this requirement, with evidence to support the response.

	4
	Good- Above average demonstration by the Organisation of the relevant ability, understanding, experience, skills, and resource & quality measures needed to meet this requirement, with evidence to support the response.

	3
	Meets Expectations- Demonstration by the Organisation of the relevant ability, understanding, experience, skills, and resource & quality measures needed to meet this requirement, with evidence to support the response. 

	2
	Fair- Some minor reservations of the Organisation’s relevant ability, understanding, experience, skills, and resource & quality measures needed to meet this requirement, with limited evidence to support the response.

	1
	Poor- Considerable reservations of the Organisation’s relevant ability, understanding, experience, skills, and resource & quality measures needed to meet this requirement, with little or no evidence to support the response.

	0
	Very Poor- Does not comply and/or insufficient information provided to demonstrate that the organisation has the ability, understanding, experience, skills, resource & quality measures needed to meet this requirement, with little or no evidence to support the response.



As part of the selection process bidders must demonstrate compliance with the security criteria listed by responding in writing to every relevant statement and question. Validation of the answers provided by the bidder may be conducted during the review/audit process.  Any erroneous information could limit the bidder's ability to finalise implementation of the proposed solution.  	
Bidders are expected to maintain an awareness of the laws and regulations applicable to the use of the proposed solution in a Local Authority environment.						


Documentation
The bidder may be asked to provide security whitepapers, technical documents, or copies of policies as necessary to fully demonstrate compliance with the requirement. Failure to provide the necessary information to meet the requirements in this section could lead to disqualification. Considering the specification being bid for, please provide full responses to the following 6 questions in the boxes below:
1.01.01 - Does this solution store and/or transmit any PERSONAL or SENSITIVE data?
	








1.01.02 - Do you or the provider(s) of the solution hold any recognised industry standards e.g. ISO27001, Cyber Essentials, ISO9001
	








1.01.07 - Are all systems, including administrator passwords protected within your organisation?               
Number of characters, upper and lower case with numbers and special characters, and how often they are changed.     
	








1.01.08 - Should a vulnerability or data breach occur can you describe the process for                                                                                      
staff to follow?                                                                                 
• A description (or policy document) of the process that staff follow if there has been a breach                                                                                 
in data security. For example the definition and examples of a data breach and the process                                                                                         
that staff need to follow e.g. who do they report the breach to internally? Reporting the                                                                                              
breach to the Council/ICO - Information Commissioners Office)                 
	








1.02.08  - Are eligibility and security clearance checks made on employees prior to employment? How often are checks revisited?                                                                             
• Does the organisation undertake DBS (Disclosure and Barring Service), security and reference checks? Does the organisation have suitable internal Recruitment policies?
	










1.02.10 - Is hardware and media (including paper) securely disposed or destroyed when no longer in use?                                                      
• A description or policy describing the process for the disposal of hardware and media e.g. all confidential paper has to be cross shredded.                               
• Many companies are available that offer secure data erasure, to data privacy regulations and guidelines, and disposal of information and equipment. Any company used for undertaking secure erasure, removal/disposal of information and/or assets are to be WEEE Compliant in order to provide assurances to the assets disposal or destruction.                 
	






    
The bidder represents and warrants that their responses to the questions are accurate and that the system configuration will continue to conform to these answers unless mutually agreed upon by Cheshire East Council and the Bidder.  Bidder further agrees to work with Cheshire East Council in good faith to maintain compliance with new laws and regulations and/or to improve the security of the system as necessary.

Agreed on _______________ day of _______________, 2019
				
	       Company Name: 
				
	        Signer's Name: 
				
	         Signer's Title:




End of ICT security questionnaire



End of Schedule 6 ITT Response
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